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ICP DAS WISE User Manual

Warning

The information furnished by ICP DAS Co. Ltd. (hereinafter “ICP DAS”) is accurate
and reliable to ICP DAS’s best knowledge. ICP DAS reserves the right to change the

content of this manual at any time without notice.

Through the communication mechanisms provided by third-party companies (such as
LINE, WeChat, Amazon Web Services, Microsoft Azure, IBM Bluemix), this
controller can send the notification messages and information regarding this controller
to the related personal account or the third-party platform (function). However, this
function may not be available due to the third-party companies close or terminate the

communication mechanisms of their systems.

ICP DAS cannot guarantee that this controller is free of any actual or legal defects
(including but not limited to stability, reliability, accuracy, completeness, validity,
suitability for a specific purpose, security related defects, errors or bugs, infringement
of rights etc.). ICP DAS shall not be responsible for any damages inflicted upon users

in relation to the use of the controller.

Copyright and Trademark Information
© Copyright 2023 by ICP DAS Inc., LTD. All rights reserved worldwide.

Trademark of Other Companies

The names used for identification only maybe registered trademarks of their

respective companies.

License

The user can use, modify and backup this software on a single machine. The user may

not reproduce, transfer or distribute this software, or any copy, in whole or in part.
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1 Introduction

WISE-2841M Advanced version 1loT Edge Controller is an Intelligent Web-based
Multi-functions PAC controller designed by ICP DAS that functions as control units
for use in remote logic control and monitoring in various industrial applications.
WISE offers a user-friendly and intuitive HMI interface that allows you to implement
control logic on controllers just a few clicks away; no programming is required. With
this powerful and easy-to-use software, it will minimize the learning curve, shorten
time to market and dramatically reduce the labor and cost spent on system
development.

WISE-2841M is equipped with iMX8 cpu module, which can meet the requirements
of low power consumption and high performance computing power for the embedded
system, and are competent for the complex operations of edge computing and data
logging. WISE-2841M also can store a large amount of log data and image data with
the eMMC memory and MicroSD expansion slot that can be expanded to 2TB.

Through Web browser, you can access Web Server on WISE to perform tasks such as
logic rule edition and download. WISE equips an IF-THEN-ELSE rule engine that
will check whether the rules are valid or not and determine the execution of actions
under specific conditions, for examples: setting up /O channel values, perform
scheduled and Timer tasks, sending Email under a specific condition. In addition,
through the Modbus TCP/RTU protocol and SNMP protocol, it enables SCADA
software or SNMP Management software to control and monitor I/O channel or
system status on controllers in real time.

In order to meet the requirement of high level information security protection of the
loT(Internet of Things) system, WISE-2841M provides a variety of encrypted
communication protocols as below. With the HTTPS protocol supported by
WISE-2841M, users can securely access the WISE web page without worrying about
the setting being stolen. Through the SNMP v3 protocol, WISE-2841M can be
perfectly integrated with the IT and Network management system. Users can securely
download data log files stored from WISE through SFTP and FTPS protocols. In each
communication protocol WISE supports, users can set up the relevant protection
password or encryption certificate respectively. In addition, WISE-2841M supports
the firewall setting, which allows users to filter and block the specific domains.
WISE-2841M also support the dynamic blacklist function to automatically add the IPs
which try to login WISE and get failure many times to the blacklist to prevent the
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controller from the attack of password cracking. With the equipped VPN function,
WISE-2841M can connect to devices in a specific secure network domain to
completely isolated from the threats of information security outside.

WISE-2841M provides supports in I/O functions. It supports XV-board; allows
connections to 1-7000 1/0O modules, Modbus RTU Slave modules and Modbus TCP
Slave modules together. The wide range of selection options enables the flexibility in
I/0O module integration to meet the requirements from various applications.
WISE-2841M provides Data Logger function to record the I/O channel data by
periodic cycle or event trigger. And it allows to send the data files by FTP or Email to
the control center.

In addition to inherit the features from the original WISE series controllers,
WISE-2841M Advanced version IloT Edge Controller also provides many advanced
functions. About the Internal Register, WISE-2841M still support the 32-bit data
format and the editing of mathematical formula, but add the new data formats such as
64-bit long, Double and String, and all Internal Register support the “Retain Variable”
mechanism. For the floating-point sensor data which WISE get from sensor, user can
set up its decimal point to 1~4 digits for the SCADA software interfaces to provide
the flexibility for the appearance and accuracy of the sensor data.

In the integration with network devices, WISE-2841M provides CGI command
sending and receiving functions for the two-way interaction with IP Camera or other
programs; WISE-2841M also supports MQTT protocol to connect with MQTT Broker
for message publish and subscribe operations. In addition, WISE-2841M supports the
communication operation with the Instant Messaging Sending Software such as LINE,
Telegram and WeChat, which can send the messages to the chat room and WeChat
accounts user assign.

In the integration with Cloud Platform, WISE-2841M can connect to the 0T services
of Amazon Web Services, Microsoft Azure and IBM Bluemix cloud platforms. It also
can integrate with the loTstar Cloud Management software provided by ICP DAS.
Based on the powerful integration capabilities with IT/IoT network environment, it
make WISE-284x series modules as the best 10T Edge controller in the 10T Age.
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Figure 1-1 : WISE-2841M System Architecture

WISE-2841M system features:

€ IF-THEN-ELSE logic rules execution ability
WISE-2841M equips with an IF-THEN-ELSE logic Rule Engine; it offers
IF-THEN-ELSE rules for you to set up the logic content. After completing rule
edition and downloading rules to the WISE controller, the Rule Engine will loop
execute the rules in order under specific conditions.

€ No programming is required to implement logic content on controllers
WISE-2841M provides user-friendly Web Ul pages for editing control logic on
the controllers. It enables to implement logic edition by a few clicks on the
mouse to set up and deploy logic rules without writing a single line of code.

€ No extra software tool is required; all operations can be done through the
Web browsers
Provides Web-based HMI interface runs on regular Web browsers. To edit
control logic, it only requires a browser to connect to the Web server on
WISE-2841M. No extra software tool installation is needed on the target PC.

€ Support various 1/0 Modules
WISE-2841M allows to connect with a wide range of the ICP DAS 1/0O modules
http://wise.icpdas.com 17
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as XV-Board, [-7000 modules, M-7000 modules, (P)ET-7000 modules,
WISE-7100 modules, WF-2000 modules and tM/DL/LC/IR/iISN/DLW series
modules. In addition to these ICP DAS modules, WISE-2841M also allows to
connect with devices that support Modbus RTU/TCP Slave protocol for 1/O
monitoring. The ability to connect with various types of I/O modules enables
flexibility and scalability for system implementation and allows to meet various
requirements from the clients that enable to find best solutions to meet the
requirements. Please refer to the following table for 1/0 modules support list of

WISE-2841M:
1/0O Module Support List Description Amount
Local 1/0 )
Local Bus ICP DAS : XV-Board series module 1
Module
DCON )
ICP DAS : 1-7000/DL series module
by RS-485
) Upto 16
® ICP DAS : M-7000/tM/DL/LC/IR/iSN/DLW
modules (Each
Modbus RTU series module.
] COM Port)
Remote 1/0 by RS-485 ® Others : The modules which support the
Module Modbus RTU Slave Protocol.
® |CP DAS : WISE-7100/(P)ET-7000/
Modbus TCP WF-2000/IR/DL/DLW series module Upto 16
by Ethernet ® Others : The modules which support the modules
Modbus TCP Slave Protocol.
HTTP iICAM-ZMR8422X, iCAM-MR6422X, Upto 12
IP Camera
by Ethernet iCAM-MR6322 cameras

Figure 1-2 : 10 module support list

€ Connection with IP Camera

WISE-2841M allows connections to ICP DAS iCAM IP Camera series. Users
can trigger the connected IP camera to perform snapshot or video recording with
IF-THEN-ELSE logic rules. WISE-2841M provides the IP Camera Status
webpage to display the event list ordered by time, and you can just click and play
the images or videos on the browser. In additional, WISE-2841M provides
remote backup mechanism to upload images and videos to the remote FTP server
automatically.

€ Data Logger function

With the microSD card, WISE-22841M provides Data Logger function to
http://wise.icpdas.com 18
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real-time record the /O data of the controller. The Data Log files can be sent to
the FTP server or the Email address for users, or user can actively download
them from the FTP client utility or Web page for further administration
management or data analysis.

€ Internal Register (Perform Math formula, Retain Variable, String
processing)
WISE-2841M provides Internal Registers function; it can be used to hold
temporary variables and perform math operation. About the math formula
performing, it supports to insert 1/0 channels to be the variables, and use the

({34

operators such as plus“+”, minus“-”, times

32 32)

, divide*/”, superscript“”, left
parenthesis “(” and right parenthesis*)” to complete the editing of formula. Users
can edit different formula in each Internal Register, then WISE will calculate the
results of all formulas repeatedly, and save the results into the corresponding
Internal Registers for IF-THEN-ELSE rule checking or data logging. Internal
Register also provides "Retain Variable" mechanism. It means the data inside the
Internal Registers can be retained even the WISE is in Power Off status. In
addition, the Internal Register also supports the String editing operation. The
result of the string editing of the Internal Register can be used as the content for
the WISE's E-mail and Instant Message sending functions.

€ Provide Timer and Schedule operation
WISE-2841M features two kinds of timing functions: Timer and Schedule. It
allows you to perform specific tasks such as time delay, or schedule specific date
or time for control logic execution. To ensure the accuracy of the WISE
controller clock, it also has the ability to sync the clock to an SNTP time server
for time synchronization through the network.

€ Provide Email Alarm message sending function
WISE-2841M supports Email alarm message sending function. Email is the
important function for real-time message communication. The sending action can
be added to the logic edition as part of logic control to provide real-time message
transmission in response to specific events. The SSL authentication is provided
by WISE-2841M.

€ Provide CGI Command Sending and Receiving functions
CGI command function is an important function for real-time message
communication in network environment. WISE-2841M supports fully CGI
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command operations as CGl command sending and CGI command receiving.
The CGI command sending action can be added to the logic edition as part of
logic control in response to specific events. The CGI command receiving
function let WISE-2841M can receive the CGI command from others network
devices. The content of CGI command receiving can be used in IF condition
statements to trigger the THEN/ELSE actions.

€ Real-time monitoring system status of controllers

WISE-2841M supports Modbus TCP/RTU Protocol for you to perform real-time
monitoring and control of the controllers. WISE also provides an easy-to-view
HMI web interface for real-time monitoring. It allows you to get important real
time system information even without SCADA software. Besides Modbus
TCP/RTU Protocol, WISE-2841M supports SNMP V2c¢ and V3 protocols, and
provides the IF-THEN-ELSE rule setting to trigger the SNMP Trap sending. It
makes the integration between the Network Management software (and device)
and WISE-2841M to be easier.

€ Password protection for access control

WISE HMI web page offers password protection. After getting in the webpage,
you will be required to input the password before editing logic rules. In addition,
WISE-2841M provides monitoring web pages specifically designed for cell
phone. The access control restricts the access to the webpage to prevent
unauthorized modification; it allows to set up passwords for Administrator, User
and Guest; only the authorized users will be allowed to review the setting,
change the setting or modify the channel data.

€ HTTPS, SFTP, FTPS encrypted communication protocols support
WISE-2841M supports the encrypted communication protocols such as HTTPS,
SFTP, FTPS, etc.... It allow users to set up the secure communicatoin channel
for the data transmission of web pages content, sensor data and system
information with WISE-2841M.

€ VPN function support
WISE-2841M supports 4 VPN protocols such as PPTP, L2TP, OpenVPN and
SoftEther. By using the functuion, users can set up WISE-2841M to operate in a
secure closure network domain to protect WISE-2841M and the sensors it
connect from the intrusion of the external threats.

http://wise.icpdas.com 20



ICP DAS WISE User Manual

€ Active I/O Sending function

In addition to the Modbus TCP/RTU Slave function that enables SCADA
software (or HMI device) to poll the 1/O channels value of the WISE controller,
now WISE-2841M provide the function “Active 1/0 Sending” for users. Based
on the “Active I/O Sending” function, WISE-2841M can send the I/O channels
value of the controller actively to SCADA software (or HMI device) by event
trigger (1/0 channel value changed) or periodic cycle. This function will improve
the efficient of the data communication between WISE-2841M and SCADA
software (and HMI device). Please note: The SCADA software (or HMI device)
must equip the Modbus TCP Slave function to receive the 1/0 channels data sent
by WISE-2841M.

€ MQTT Message Publish/Subscribe operation
WISE-2841M supports the MQTT protocol. It can publish the I1/O data of the 1/0
module which connect to WISE-2841M to the MQTT broker, and receive the
message content of the Subscribe MQTT Topics which is published by others
MQTT device for the data logging operation or using it in the IF-THEN-ELSE
logic rule.

€ Connection with 10T Cloud Platform
WISE-2841M support the connection ability with the loT Cloud Platform as
Amazon Web Services, Microsoft Azure, IBM Bluemix, etc. It work as the
concentrator in the loT application to connect with Sensors and 1/0O modules,
collect and transfer the I/0O channel data to the Cloud platform for future data
analysis. WISE-2841M also can receive the message which is published from the
Cloud platform for the corresponding actions at the field side.

€ Connect with loTstar Cloud Management Software
WISE-2841M supports the connection with loTstar Cloud Management software
developed by ICP DAS. Through the function of loTstar, the sensor data and
image files uploaded from WISE-2841M can be automatically imported and
integrated, and the remote monitoring dashboard can be easily created to perform
the remote monitoring and maintenance operation.

€ Mobile network connection
WISE-2841M-4GE/AGC/5GE/5GC support Mobile Network communication.
With the 4G/5G SIM card, it can send the data logger files and Email alarm

http://wise.icpdas.com 21




ICP DAS WISE User Manual

messages back to the control center via Mobile Network.

€ Provides SMS command receiving function and alarm notification function

WISE-2841M-4GE/AGC/5GE/5GC equip SMS command receiving and alarm
message notification functions. It allows to include SMS alarm sending action
into logic rules to send a pre-set SMS message to related personnel when an
event occurs. In addition, the controllers allow to receive the SMS commands
send by specific phones numbers to perform tasks such as real-time channel
monitoring, channel data modification and logic rules execution (triggered by
SMS), etc.

€ Provide LINE Notify message sending function
WISE-2841M supports to send LINE messages to the LINE personal account or
group chat room. The LINE message sending function can be triggered by
IF-THEN-ELSE rules. The LINE message content could be a preset string with
realtime 1/O channel data, or a snapshot via the connected IP camera.

€ Provide Telegram message sending function
WISE-2841M supports to send Telegram messages to the Telegram personal
account or group chat room. The Telegram message sending function can be
triggered by IF-THEN-ELSE rules. The Telegram message content could be a
preset string with realtime I/O channel data, or a snapshot via the connected IP
camera.

This document is intended to give you a full-range instruction to WISE-2841M
controllers. You will be able to learn how to edit logic of the rules and how to
download the rules to the controllers for conditional execution. In the following
document, we use “WISE” to represent WISE-2841M series modules.
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2 Before Installation

When WISE is powered on, please wait about one minute to complete the start-up
procedure. When the “RUN” LED starts flashing, it represents the boot is complete,
the connection can be started.

Modify WISE's network settings to fit current network environment settings, and the
default network settings of WISE is as follow:
LAN1 : DHCP
LAN2 :
W [P :192.168.255.1
B Subnet mask : 255.255.0.0
B Gateway address : 192.168.0.1
B DNS Server address : 8.8.8.8 (default: Google DNS Server)

Users can connect to the WISE controller through LAN1 or LAN2. The procedures
are as following:

Steps for LAN1]
(1) Connect WISE's LANL1 to the network environment with DHCP server.
(2) Search the WISE controller and obtain its assigned IP through the
WISE-284x Utility.
(3) Open the browser and enter the IP of the searched WISE in the address bar.
(4) Successfully connect to the WISE website to start the operation.

Steps for LAN2)
(1) Modify the network settings of the PC or Notebook to be the same network
segment as WISE. For example:
¢ P :192.168.255.10
€ Subnet mask : 255.255.0.0
€ Gateway address : 192.168.0.1

(2) Connect WISE LAN to PC by network cable. (WISE is capable of
auto-crossover)

(3) Start the browser and input http://192.168.255.1 in the address bar.

(4) Successfully connect to the WISE website to start the operation.

(5) After login in WISE web page, go to “System Setting - Network Setting”,
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modify the network setting to fit current network environment. More detailed
setting information please refers to 5.2 Network Setting.
(6) Save the settings and connect WISE to the network.
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3 System Login

When connect to WISE webpage server via Web browser (IE 11 / Firefox 53 /
Chrome 58 version or above are recommended), in order to get a better operation
experience, 1280x1024 resolution is recommended. When connect to the WISE
website for the first time, it will be required to set up the password for the system
administrator. The setting interface is as below.

When using WISE for the first time, please set up a new password
for the administrator:

New Password | -------- ‘

- Length must be between 8 and 20
(ICP Web Inside, Smart Engine EEEREE
DAS X Atleast 1 uppercase letter (A-Z)
Retype New Password | ‘
Language: | English v‘

| Change password |

Figure 3-1 : The password setting page for first time login WISE

After complete the password setting, system will show the WISE login page as below:

Nickname: WISE-2841M

Password: | | |

ICP Web Inside, Smart Engine

Language: | English v
DAS ‘ ‘

[JRemember me

‘ Login ‘

Figure 3-2 : WISE Login page

By inputting different passwords, three levels of authority are granted as follow:

€ Administrator
Login as an administrator allows performing settings and reviewing of system
information and 1/O modules information, it also allows performing Logic rule
edition. In addition, the administrator can review the real-time 1/0 channel data
through the Channel Status page, and can change the value for the DO/AO
channel. Please Note : Only one administrator is allowed to login into the system
at the same time.
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€ User (Password is defined by Administrator)
WISE provides 5 User accounts to login. Each User can access to perform the
modification or review of the WISE settings (based on the authority the
administrator pre-assigned), however, the User does not have the right to add or
delete the settings of WISE. As for the logic rules, the User can only be allowed
to view the logic rules if the administrator assigns the authority to them; they do
not have the right to modify/delete/add logic rules. The User can view the
real-time 1/0 channel information.
€ Guest (Password is defined by Administrator)
Guest is allowed to view I/O channel information only; they are not allowed to
perform any settings. It allows maximum 5 Guests to login and get into the
system at the same time.

The list for three levels of authority :

Function

Login Type

Administrator

System Setting ~ 1/0O Module
setting ~ Data Logger Setting -
Advanced Setting

Logic Rules Edition

Channel Status

Can add/delete/modify/review ALL setting

Can review/modify

Channel Status

® Can’t add/delete ALL setting.

® Can modify/review setting by

® Can’t add/delete/modify

setting.

® Can review Channel
Status

® Can modify Channel

User ® Can review setting by need
need the authority from Status by need the
the authority from
administrator. o authority from
administrator. o
administrator.
Can review Channel
Guest Can’t add/delete/modify/review ALL setting.

Status

Select your preferred language from the dropdown list in the “Language” field for the
Web page user interface (English, Traditional Chinese, and Simplified Chinese). After
login into the system, if the user want to change the language again, logout and
re-select the language on the Login page.

Please note:

® Before starting the system, please make sure the browser you are using already

enable JavaScript support, otherwise the system will not function properly.
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After 3 consecutive failed login attempts, the login page will prompt the user to
enter a captcha code for verification. In addition to entering the password, the

user must enter the correct 4-digit captcha code displayed on the screen to
successfully login.

Password: ‘

Language: | English hd

Captcha: ‘ 6/8 4 |

® After 10 consecutive failed login attempts, the user's computer IP will be
automatically added to the blacklist, preventing further login attempts. To

remove the IP from the blacklist, the user must log in from a different computer
and delete the IP from the “Firewall setting” page.
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4 WISE Web Page Overview

Users can login WISE by using Administrator, User or Guest accounts. Different
WISE default home page will be displayed based on the different login account. If
Administrator login into the system, the WISE default home page will be displayed as
below, and will automatically read settings of the WISE to the webpage.

ﬁgp-‘ Web Inside, Smart Engine A
DAS

System Setting Module Setting Logger Setting  |oT Platform Setting Advanced Setting

Rule Setting

W\SE-QSMM-:IGE‘ B éé _rﬂ ‘

BOK @ 121iMB [ Instant Message

Channel Status  IP Camera Status

System Setting

Time Setting System Setting Page C
Network Seting
Account Setting Date 2024/05/08

B Time 17:01:26

Security Setting
Time Synchronization Enable

SNMP Setting

Time Zone UTC+08:00

VPN Setting Daylight Saving Time | Disable

T

DDNS Setting

Others Setting

COM Port Interface Setting LAN1
P 192.168.100.135
Mask 255.255.255.0
Gateway 192 168.100.254
Primary DNS 168.95.1.1
Secondary DNS  168.95.192.1
MAC 00:0D:E0:19:04:20
LAN2
Status Not in use
Mobile Network
Connection Status Connected
Signal Strength ] | -69 dBm
P 10.22.207.104

Service Operator Chunghwa Telecom
Network Priority

Priority Order LAN1 = LAN2 > Mobile Network

Account Setting

Idle Time 60 minute(s)

Web Server

Local SFTP Server
Server Status  Enable
Port 22
Local FTP Server
Server Status  Enable
TLS Eneryption Disable
Port 21
Local Modbus Server
Server Status  Disable
CGI Query Authentication
Authentication = Disable
Firewall
Function Status Enable
Ping Echo Disable
Protection Type Black List

List 0 set(s)

VPN Setting

Function Status | Disable

DDNS Setting

Functien Stafus | Disable

]

Decimal Place

Decimal Place Number 3

COM Port Interface Setting

comz

Function Modbus RTU Slave

Baudrate 9600 bps

Parity None

Stop bits. 1
COM3
Function DCON Master
Baudrate 9600 bps
Parity None
Stop bits. 1
Timeout 1000 millisecond(s)
Checksum 0
Com4
Function Modbus RTU Master

Baudrate 9600 bps
Parity None
Stop bits 1

Silent Interval 200 millisecond(s)

Firmware Update

System Information

Serial Number ~ 01-22-E4-23-1C-00-00-29
OS Version 1.00

Firmware Information
Model Name ~ WISE-28411-4GE
Current Version  1.01

Available Version

Firmware Update

Firmware | Browse.

Export / Import Settings

') | Export Settings
Export the settings of this controller to a file.

) | Import Settings
Import the settings from a specified file to this controller.

SNMP Setting

Function Status  Disable

Figure 4-1 : WISE home page (login as an Administrator)
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WISE main page could be divided into 3 areas:
A. System function area
B. Sub-function area
C. Data review/System setting area
More detailed information for each area will be given in the following section.

4.1 System function area

System function area provides immediately access to the main functions of WISE,
such as: system settings, system real-time information display, rule files
management, etc, shown as below:

(IEI: Web Inside, Smart Engine Al wise-2s41 Test| [2] 3 l‘f_—) %]

DAS A3 | o en

IS',-‘s:en Sefting Module Setting  Logger Setting 10T Platform Setting  Advanced Setting Rule Sefting  Channel Status  IP Came

Figure 4-2 : System Function Area (login as an Administrator)

System function area includes the following areas:
Al. Rules management toolbar
A2. Real-time information area
A3. System function toolbar
Each function in system function area is as the flowing:

4.1.1 Rules management toolbar
Rules management toolbar allows user to perform different functions.
When login into the system as an Administrator, the Rules management
toolbar will be shown as below:

Bda <

Figure 4-3 : Rules management toolbar (login as an Administrator)

When login into the system as an User, the Rules management toolbar
will be shown as below:

Figure 4-4 : Rules management toolbar (login as an User)

When login into the system as a Guest, the Rules management toolbar
will be shown as below:
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%]

Figure 4-5 : Rules management toolbar (login as a Guest)

The functions of the Rules management toolbar are as follow:

*

VISE-2841_Test

On the left side of the Rules management toolbar, the user could
move the mouse to the nickname field to give a nickname for this
WISE in the nickname field for easy recognition.

= éd Q]IZD Nickname (WISE-2841_Tes{ ok} & éd :d

Figure 4-6 : WISE Nickname setting

[N
E “New” button allows resetting the settings of all parameters

Y
and Rules. Click on = button and click on “OK?”, the settings on
WISE webpage on the browser will be cleared. If the user would
like to clear the setting on WISE, then continue to click on

¥
£ «Save” button to save the new settings (cleared settings) to the
WISE.
Please note: once the settings are cleared and save to the WISE, the

settings will be cleared permanently.

A Are you sure you want to reset all settings?

| oK ][ Cancel ]

Figure 4-7 ¢ Confirm to clear settings

&3 “Load” button allows to load all parameter settings and rule

=2
settings on WISE. Click on & button and click “OK” to load all
parameter settings and rules settings from WISE to the web page
for further edition.

Are you sure you want to load the setting file? All
unsaved settings will he lost after you load the file.

| oK ][ Cancel ]

Figure 4-8 : Confirm to load settings

= .
&2 “Save” button allows to save all parameter settings and Rule

=
settings to WISE. Click on & button and click “OK” to save all
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parameter settings and Rule settings from the web page of WISE to
the WISE.

A Are you sure you want to save the setting file?

| oK ][ Cancel ]

Figure 4-9 : Confirm to save settings

L 4 ﬂ“Logout” button allows to log out the system, click on ﬂ
button and then click “OK” to logout the system.

A Are you sure you want to logout?

| ok || cancel |

Figure 4-10 : Confirm to logout (The settings are saved)

If the settings are not saved to the WISE before performing logout,
a warming message will appear as below:

A Da you want to save the settings before logout?

[ Save and Logout ][ Logaout ]

Figure 4-11 : Confirm to logout (The settings are not saved)

Please note:

1. All the edited settings on the webpage have to be saved to WISE
to make all settings take effect; before click on = button, the
settings will only be saved on the Web page site, not in the WISE.

2. Please DO NOT close the web page during the process of the
edition, otherwise all unsaved settings on the page will be
disappeared.

4.1.2 Real-time information area
Real-time information area allows display of current free space of the
microSD card of the WISE and the real-time system information,
shown as below:
B OK %2729 1MB(Approx 7047 Days) nstant Message
Figure 4-12 : Real-time information area
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& " OK Allows display of the current status of the battery in WISE.
Please change the battery when it runs out. Otherwise, WISE
would not keep the system time when it is powered off.

2723 ME(Approx 7047 Dayvs) Allows display of the current free
space of the microSD card in WISE. Based on the current settings
of the data logger, an estimate of the remaining days to log with
this microSD is provided. Please Note : The information of
"estimate of the remaining days to log with this microSD" is for
sensor data only, not include the image/video files. So if there are
the IP cameras connect to WISE, the information will be
inaccurate.

& [Uinstantiessage Allows display of real-time system information,
click on “Instant Message” to open up the list of real-time
information, maximum 10 information will be kept on the list.

& 3311MB (Approx.157.5 Days) nlnstant Message

13:29:55 nLDgin successfully.
Figure 4-13 : Real-time information list

4.1.3 System function toolbar
According to the level of login permission, the System function toolbar
will be different. If login as an Administrator, all parameter settings and
data review function will be enabled; more detailed information of the
functions will be give in the following sections.

The System function toolbar includes the following function options:
@ Chapter 5: System Setting
@ Chapter 6: Module Setting
@ Chapter 7: Logger Setting
@ Chapter 8: 10T Platform Setting
@ Chapter 9: Advanced Setting
@ Chapter 10: Rule Setting
@ Chapter 13: Channel Status
@ Chapter 14: |P Camera Status

If login as a User, WISE will enable the related function items to let
User perform the modification or review of the WISE settings (based
on the authority the Administrator pre-assigned). User account is
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allowed to view Channel Status page

If login as a Guest, they are allowed to view Channel Status page only.
They do not have permission to edit the settings of the parameters and
the rules.

4.2 Sub-function area

Sub-function area will display detailed functions under the selected System
function. The user could edit or review detailed function options in the
Sub-function area. On the upper Sub-function area, the path of current function
will be displayed to show the current function path.

System Setting [Module Settin

System Setting

System Setting Module Setting  Logger Setting  loT Platform Settijg  Advanced Setting
——

Time Setting

Advanced Setling

Internal Register Setting Advanced Setting Page

Network Setting

Timer Setting The Internal Registers can be ust

Account Settlng via Modbus command. The data
after performing a THEN/ELSE A

minus, multiply and divide.

Schedule Setting Internal Register Setting

SEHIETSE ] Email Setting

SNMP Setting
VPN Setting
DDNS Setting

Others Setting

COM Port Interface Setting

SNMP Trap Setting
CGI Command Setting
LINE Notify Setting
Active /O Setting
Channel Status Setting

Ping Setting

e

Timer Setting

Schedule Setting

Email Setting

Figure 4-14 : Current function path

Timer function provides Timeout
the users are able to edit logic th:
started, paused and resumed in r

Schedule function supports the s
can be more efficient and flexible

The Email function allows sendin
conditions. The /O channel inforr
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4.3 Data review/System setting area

Data review/System setting area allows to set system parameters and data review
of WISE, the content of this area will be varied according to the selected
sub-function. When the user login into the page as an Administrator, the Data
review/System setting area of the Main Page will be the System Setting page, it
will display all system setting information of the WISE as below:

AE; Web Inside, Smart Engine
DAS

System Setting Module Setting Logger Setting  loT Platform Setting

System Setling

System Setting Page

E

Date

Time Setting
Network Setting
2024/05/08
17:01:26

Account Setting

T
Security Setting ime
Time Synchronization Enable

SNMP Setting

Time Zone UTC+08:00

VPN Setting Daylight Saving Time | Disable

DDNS Setting

Others Setting

COM Port Interface Setting LAN1
P 192.168.100.135
Mask 255255 255.0
Gateway 192 168.100.254
Primary DNS 168.95.1.1
Secondary DNS  168.95.192.1
MAC 00:0D:E0:19:04:20
LAN2
Status Notin use
Mabile Network
Connection Status  Connected
Signal Strength g | -69 dBm
P 10.22.207.104

Service Operator Chunghwa Telecom
Network Priority

Priority Order LAN1 > LAN2 > Iviobile Network

Account Setting

Idle Time 60 minute(s)

Web Server

Local SFTP Server
Server Status  Enable
Port 22
Local FTP Server
Server Status  Enable
TLS Encryption Disable
Port 21
Local Modbus Server
Server Status  Disable
CGI Query Authentication
Authentication = Disable
Firewall
Function Status Enable
Ping Echo Disable
Protection Type Black List

List 0 set(s)

Advanced Setting Rule Setting

WISE-2841M-4GE | B é r“x < ‘

BOK @ 1211MB  [E) Instant Message

Channel Status  IP Camera Status.

VPN Setting

Function Status | Disable

DDNS Setting

Function Status | Disable

Decimal Place

Decimal Place Number 3

COM Port Interface Setting

Ccom2
Function Modbus RTU Slave
Baudrate 9600 bps
Parity None
Stop bits 1
COM3
Function DCON Master
Baudrate 9600 bps
Parity None
Stop bits 1
Timeout 1000 millisecond(s)
Checksum 0
COm4
Function Modbus RTU Master
Baudrate 9600 bps
Parity None
Stop bits. 1
Silent Interval 200 millisecond(s)

ware Update Setting

System Infermation

Serial Number  01-22-E4-23-1C-00-00-29

OS Version 1.0.0
Firmware Information
Model Name ~ WISE-2841M-4GE
Current Version  1.0.1

Available Version

Firmware Update

Firmware ‘ Browse.

Export/ Import Settings

Export Settings
Export the settings of this controller to a file.

Import Settings
Import the settings from a specified file to this controller.

SNMP Setting

Function Status | Disable

Figure 4-15 : Data review/System setting area (login as an Administrator)

http://wise.icpdas.com

34



ICP DAS WISE User Manual

When the user login into the page as User or Guest, the Data review/System
setting Area of the Main Page will be the Channel status page, it will display all
I/0 channel information of the I/0O modules that are connected to the WISE,

shown as below:

ﬁE; Web Inside, Smart Engine
DAS

Channel Status

hannel Status ~ XV116
XV-Board DI

|xv11e Cho
COoM3 i
M-TO19R(1) 0 &F

Counter: 0
M-7084(2)
iSN-101(97) DO
M 1 Cho
] )
I OFF

M-T024(2)
Other

Internal Register

Figure 4-16 :

Ch.1 Ch.2

I OFF 1 OFF
Counter. 0 Counter: 0

Ch1 Ch2

I OFF I OFF

Data review/System

wise-2841_Test | ]

OK @ 554MB(Approx.94 Days) Instant Message
Ch3 Ch4
I OFF 1 OFF
Counter: 0 Counter: 0
Ch3 Ch4 Chb
I OFF I OFF I OFF

setting area (login as User or Guest)
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4.4 System and logic rule setting procedure

When the Administrator login WISE, The System function toolbar includes the

following 6 function options:
@ System Setting
€ Module Setting
€ Logger Setting
@ 10T Platform Setting
€ Advanced Setting

@ Rule Setting

The general WISE system and logic rule setting Web Ul operating procedures

will be displayed as follow. Please follow the steps to complete the setting.

System

Setting

A

y

Module

Setting

A

A

Logger

Setting

10T Platfo

rm Setting

Advance

d Setting

A

y

Rule Setting

A

y

Save

Rule

A

y

Rule Execution

Figure 4-17 : System and logic rule setting procedure

Please note: DO NOT refresh or close the web page when you are editing the

rules, otherwise the contents of all previous settings will be gone. And please

remember all settings will take effect only when they have been downloaded to

WISE, if you close the web page before finishing “Save”, all settings will be

disappeared as well.
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5 System Setting

System Setting includes 9 options: Time Setting, Network Setting, Account Setting,
Security Setting, SNMP Setting, VPN Setting, DDNS Setting, Others Setting and
COM Port Interface Setting. When you get into the System Setting page, the system

settings information of this WISE will be displayed, as shown below.

n YL _L = — 0
IE; Web Inside, Smart Engine LSz ‘ |_£| é é ﬂ ‘

DAS

BOK @ 121IMB [ Instant Message

System Setting Module Setting Logger Setting |oT Platform Setting Advanced Setting Rule Setting Channel Status  IP Camera Status

System Setting

Time Setting System Setting Page

Account Setting Date 2024/05/08 Function Status  Disable

Security Setting Time 17:01:26

Time Synchronization Enable DDNS Setting
SNMP Setting T r r rrr FTFvFFF

Time Zone UTG+08:00

Function Status | Disable

VPN Setting Daylight Saving Time | Disable

DDNS Setting

Others Setting
Decimal Place

Others Setting

COM Port Interface Setting LAN1 B
Decimal Place Number 3
P 192.168.100.135
Mask 255.2556.255.0

Primary DNS 168.95.1.1 COmM2
Secondary DNS 16895192 1 Function Modbus RTU Slave
MAC 00:0D:E0:19:04:20 Baudrate 9600 bps
LAN2 Parity None
Status Not in use Stop bits 1
Mobile Network CcomM3
Connection Status  Connected Function  DCON Master
Signal Strength  _,q]/| -69 dBm Baudrate 9600 bps
P 10.22.207.104 Parity None
Service Operator  Chunghwa Telecom Stopbits 1
Network Priority Timeout 1000 millisecond(s)
Priority Order  LAN1 > LAN2 > Mobile Network BT ©

COMm4

YD — Function Modbus RTU Master

Baudrate 9600 bps

Idle Time | 60 minute(s)

Parity None

Stop bits 1

Silent Interval 200 millisecond(s)

COM Port Interface
Gateway 192.168.100.254 R

Web Server
Mode HTTP
Port 80

System Information
Serial Number  01-22-E4-23-1C-00-00-29
OS Version 100

Local SFTP Server
Server Status  Enable
Port 22

Firmware Information

Local FTP Server Model Name  WISE-2841M-4GE
Server Status  Enable Current Version 1.0.1

TLS Encryption Disable Available Version
Port 21 -
Firmware Update

Local Modbus Server

rmware Update Si

Firmware | Browse...

Server Status  Disable

CGI Query Authentication

Authentication = Disable

Function Status Enable 1' Export Settings
Ping Echo Disable Export the settings of this controller to a file.
Protection Type Black List 1" Import Settings
List 0 set(s) Import the settings from a specified file to this controller.

Fireval

SNMP Setting

Function Status | Disable

Figure 5-1 : System Setting Overview Page
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5.1 Time Setting

On the Time Setting page, it allows to set the time of WISE and Time
Synchronization function. The setting interface is as below:

Time Setting Page

< 2022/6
Sun Mon Tue Wed Thu Fr Sat
1 2 3 4
Date |5 6 7 8 @ 10 M
12 13 14 15 16 17 18
19 20 21 (22 23 24 26
26 27 28 29 30

Time

Time Duplication | Load ‘{Lcad current time of this computer.)

Time Synchronization Setting

Function Status  [(JEnable

Time Zone Setting

Time Zone |(UTC+DS:UD) Taiwan v

\ Save |

Figure 5-2 : Time Setting Page

When get into this page, the system will read and display current time of the
WISE. To modify the system time of WISE, set up the date and time on the
Time Setting Page and then click “Save” to complete the settings. The user
could click on “Load” in the “Time Duplication” field to synchronize the
system time of the computer where the browser located and the system time
of the WISE.

The WISE also provides SNTP Time Server function that allows to set up
Time Synchronization to sync the clock through network. The following
figure illustrates the set up interface:

Time Synchronization Setting

Function Status ~ EdEnable

pool.ntp.org
*SNTP Time Server -

\ Use Default SNTP Time Servers \

Port 123

Time Zone Setting

Time Zone [ (UTC+02:00) Taiwan hd

\ Save \

Figure 5-3 : Time Synchronization Setting
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5.2

Follow the steps below to set up Time Synchronization Setting:

In the “Function Status” field, click “Enable” to enable the Time
Synchronization function.

In the “SNTP Time Server” field, input the IP address or domain name
of the SNTP Time Server. There are default SNTP Time servers, the
user could modify the address to use other servers. Click “Use Default
SNTP Time Servers” to restore the default Time Server settings.

The default Port number setting is “123”, currently it is not allowed to
be modified.

User can select the time zone of the WISE’s location from the
dropdown list in the “Time Zone” field.

After all settings are completed, click “Save” button to save the
changes.

Please Note: After enable the Time Synchronization function, user cannot
manually set up the current time of WISE.

Network Setting
Network Setting allows making a change to LAN network configuration,
SIM card settings, mobile network configuration and the priority order of

the network interface on the WISE. The following figure illustrates the

configuration interface:
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Network Setting(LAN1)

@0Obtain an IP address automatically(DHCP)

G tion Mod
onnection iode (O3Specify an IP address

P 192 168 100 135
“Mask 255 |.| 255 255 || 0
*Gateway 192 168 100 254
Primary DNS 168 . 95 1 || 1
Secondary DNS 168 95 192 1

Network Setting(LAN2)

(O Obtain an IP address automatically(DHCP)
@®Specify an IP address

A

Connection Mode

#

*Mask

*Gateway

Primary DNS

Secondary DNS

(192 [[168 |[ 0 |[ 1]
C JL ]
]

SIM Card Setting

SIM Card Status

|
PIN Code Testing

Please use the PIN code testing feature with caution, as consecutive incorrect attempts may cause the SIM card to be locked

Ready

Network Setting(Mobile Network)

Function Status ~ EEnable
Connection ) .
Parameter ®@Automatic Detection O Manual Setting

Automatically
connect after Power
Cn

Connection Testing

EEnable

Network Priority Setting

Priority Order Network Interface

® 1 Mobile Network
2 LAN1
3 LAN2

b 2

Figure 5-4 : Network Setting Page

® Network Setting (LAN)
Each time when the user enters this page, it will read and display current
network configuration (LAN) and port settings from the WISE. In the
“Network Setting (LAN)” section, user can select the connection mode as
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“Obtain an IP address automatically (DHCP)” or “Specify an IP address” in
“Connection mode” field, then modify IP/Mask/Gateway/DNS Server IP
configuration.

Please note: If the connection mode is “Specify an IP address”, then you
make modification to the IP address, the system will logout automatically
and re-connect to the web page automatically based on the new setting. If
the connection mode is “Obtain an IP address automatically (DHCP)”, the
system may fail to re-connect to the web page because the IP address is
changed. Please use WISE-284x Utility to search the WISE, get the new IP
address of WISE, and then launch browser to connect to the WISE with the
new IP address.

® SIM Card Setting

This section is for users to set the PIN code for the SIM card of
WISE-2841M-4GE/AGC/5GE/5GC. User can check the real-time status of
the SIM card in the “SIM Card Status” field. If the SIM card is protected by
a PIN code, users have to input the PIN code to allow WISE to unlock the
SIM card and use of Mobile Network and SMS functions automatically.
Users can click the “Testing” button in the “PIN Code Testing” field to
verify if the PIN code is correct or not.

Please note: Please use the “PIN Code Testing” function carefully because
consecutive failed attempts may cause the SIM card to be locked. In this
case, you would need to unlock the SIM card with the PUK code on your
mobile device.

® Network Setting (Mobile Network)

This section is for user to complete the setting of Mobile Network of
WISE-2841M-4GE/AGC/5GE/5GC. The user only needs to enable the
function and select “Automatic Detection” in the “Connection Parameter”
field to connect and use normally. If the user selects the “Automatic
Connection When Power On” option, it will enable the
WISE-2841M-4GE/AGC/5GE/5GC to complete the Mobile Network
connection automatically when power on WISE controller. User can click
the “Testing” button in the “Connection Testing” field to test the Mobile
Network connection status between the WISE controller and the Mobile
Network.
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If manual setting of connection parameters is required, select ‘““Manual
Setting” in the “Connection Parameter” field and input the values into the
“APN” and “Authentication” fields. For connection parameters settings,
please refer to the document provided on the WISE Web page or inquire
with the Telecommunications Service Provider.

Connection

Parameter O Automatic Detection @ Manual Setting

APN internet

Username |guest |

L Password | eesss
Authentication | |

Type |No Authentication v |

Please refer to this document to configure the setting.

Figure 5-5 : Manual Setting of Connection Parameters for Mobile Network

After completing the Mobile Network Setting, the connection status
between WISE and Mobile Network can be shown on the System Setting
Page; and the connection status (Connect or Disconnect) can be changed
manually. This section also displays the strength level of the Mobile
Network Signal, the IP address and the name of telecommunications service
operator that WISE occupies through Mobile Network.

Mobile Network
Connection Status Connected |m
Signal Strength Il -51 dBm
IP 10.42.231.205

Service Operator Chunghwa Telecom

Figure 5-6 : Signal Strength Level and IP Address for Mobile Network

® Network Priority Setting
This section is provide Netowrk Priority Setting to set the priority order of
network interfaces (LAN Port and Mobile Network). Allowing users to
select specific network interfaces for prioritized connections.

After all settings are completed, click “Save” button to save the changes,

and press the “Save” button in the upper right corner of the page to
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download the setting to WISE to perform the setting.

5.3 Account Setting

WISE provides three levels of authority account as 1 Administrator account,
5 User accounts and 1 Guest account. The administrator account need to set
up its password when the administrator login WISE for the first time. About
the User and Guest accounts, they must be enabled by the administrator and
need the administrator to assign their login passwords. All login accounts of
WISE can modify its password in the “Account Setting” page, and the
password length is limited to 8 to 20 characters and must contain at least 1
uppercase letter. About the “Idle Time” setting, all login accounts of WISE
can set wup the “Ildle Time” independently. It mean the
administrator/User/Guest account login the WISE page, and the idle time
exceeds the pre-set time interval, the login account will be automatically
logged out. After all settings are completed, click “Save” button to save the
changes. Following is the interface for the setting of the Administrator
account.

Account Setting Page Admin User Guest

CEE L |
Password
Idle Time Setting

Idle Time |10 minute(s) ¥

Administrator Profile Setting

Email Address |adwa0428@gmai\.com

OWhen the microSD card is abnormal

Alam - Fyyien there are too many abnormal login attempts

‘ Save |

Figure 5-7 : Account Setting Page for Administrator

Administrator can set up the Email address in the “Administrator Profile
Setting” section. After complete the setting, WISE will send the alarm email
to administrator when it is in abnormal status. Once the password is
forgotten or lost, WISE could also send an email with the passwords
(Administrator account, User account, Guest account, Local FTP login and
CGI Query Authentication) to administrator, for more detailed information,

please refer to Appendix II.

WISE provides 5 User accounts. Only Administrator can enable/disable the
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User account, and assign the password of User. Each User can access to
perform the modification or review of the WISE settings (based on the
authority the Administrator pre-assigned), however, the Users do not have
the right to add or delete the settings of WISE. Following is the setting page

for the User account.

Account Setting Page

User

Status

*Mew Password

ElEnsble

L 1

M 1
Passwond

Idle Time Setting

dle Time 10 minuteds) W

Permission Setting

Useri User? User3
System Setting
Time Setting
Metwork Setting
=
SNMP Setting
WPN Setting
DDNS Setting
Others Satting
Firmware Update Setting
Export / Import Seftings
Logger Setting
loT Platform Setting
Advanced Setting
ntemsl Register Setting
Timer Seiting
Schedule Setting
Email Setting
SNMP Trap Setting
Gl Command Setting
LINE Muotify Setting
Active D Setting
Channel Status Setting
Ping Setting
Rule Setting
Channel Status
IF Camera Status

Admin User Guest

Userd Users

Figure 5-8 : Account Setting Page for User

The settings steps are as below:

i. In the “User” filed, select the user which will be enabled. WISE

provides 5 User accounts.

ii. In the “Status” field, click the “Enable” items to enable the User
account, then the Password setting field and the Permission setting field

will be enabled.
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iii. Complete the password setting for the User.

iv. Identify the permission authority which the User can own to
modify/review the WISE setting (System Setting, Logger Setting, Advanced
Setting and Logic Rule Review).

v. Repeat steps i~iv to complete settings of all User accounts.

vi. After all settings are completed, click “Save” button to save the
changes.

The login password setting interface of Guest account is as follows:

Account Setting Page Admin User Guest

Status Enable

e |
Password
Idle Time Setting
Idle Time |10 minute(s) M

\ Save \

Figure 5-9 : Account setting Page for Guest

Administrator can also enable or disable Guest account, set up the login
password and “Idle Time” for the Guest account. After complete the setting,
click the “Save” button to save the setting.

5.4 Security Setting
Security Setting allows users to change the mode of the Web Server, the
Local SFTP Server setting, the Local FTP Server setting, the Local Modbus
Server setting, the CGI Query Authentication setting and the Firewall
setting. The Security Setting page is as follow:
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Web Server Setting
@HTTP  Port

OHTTPS Port| 443

Mode

Local SFTP Server Setting

Server Status  CJEnable

Local FTP Server Setting

Server Status  [JEnable

Local Modbus Server Setting

Server Status  [JEnable

CGI Query Authentication Setting

Authentication  CJEnable

Firewall Setting

Function Status Enable
Ping Echo  CJEnable
Protection Type @ Black List O'White List

List Add

Figure 5-10 : Security Setting Page

@ \Web Server Setting
The WISE's web server uses the unencrypted HTTP protocol by default.
User can replace it to the encrypted HTTPS protocol to protect the
content of the data transmission. The port of the web server is also
changeable. The setting interface is shown as below:
Web Server Setting
Ep—

Mode
@HTTPS Port| 443

*Domain Name |

@Automatically apply for Let's Encrypt cerfificate
(Use it means you agree the subscriber agreement of the ACME server.)
*Email Address ‘

SSL Certificate  Olmport the certificate manually
*Certificate
*Private Key
Certificate Chain Bundle

Option of

Information Security [JRedirect HTTP connection to HTTPS

HTTPS Enabled

Status

Figure 5-11 : Web Server Setting page

When user selects the “HTTPS” mode, the following parameters need to
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be set:
)

Domain Name: To enable HTTPS mode, user must apply a
domain name for the WISE controller in advance.

SSL Certificate: To enable HTTPS mode, an SSL certificate is
required for data encryption. User can manually import the files
related to the SSL certificate he purchase, or directly apply for a
certificate from “Let's Encrypt” directly through the WISE
controller. “Let's Encrypt” credentials will automatically apply for
new credentials before the credential is expiring, so there will be
no issues with expired credentials. To apply a “Let's Encrypt”
certificate, user must provide his email address for authentication.
Option of Information Security: By checking “Redirect HTTP to
HTTPS connection”, the HTTP port will be closed, and force to
use the HTTPS protocol for the connection with WISE controller
to ensure the security of connection. Before enable this setting, it
is recommended to enable HTTPS mode and confirm the HTTPS
connection is successfully, otherwise user may not be able to
connect to WISE website.

HTTPS Enabled Status: This field will show whether the WISE 's
web server successfully enable the HTTPS mode, or not.

@ Local SFTP Server Setting
User can enable or disable the function of WISE's SFTP server. After
enable this functoin, user can connect to WISE's SFTP Server via SFTP
software to remotely retrieve event log or data log files from WISE. To
enable this function, please check “Enable” in the “Server Status” field
and complete the setting of “Port”. The setting interface is shown as

below.

Please note: The SFTP server provided by WISE cannot support

the file uploading operation.

Local SFTP Server Setting

Server Status  EdEnable

Port

Username admin

Password Same as the admin login password.

Figure 5-12 : Local SFTP Server Setting Page
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@ Local FTP Server Setting

User can enable or disable the function of WISE's FTP server. After
enable this functoin, he can connect to WISE FTP Server via FTP
software to remotely retrieve event log or data log files from WISE. To
enable this function, please check “Enable” in the “Server Status” field
and complete the setting of “TLS Encryption”, “Username” and
“Password”. In the “TLS encryption” field, users can disable TLS
encryption of the server, or enable TLS encrption with “Explicit” or
“Implicit” methods. If TLS encryption function is enabled, users must
use the software with FTPS protocol for the connetcion with WISE's
FTP server. The setting interafce is as shown below.

Local FTP Server Setting
Server Status B Enable

@Disable  Port

TLS Encryption O Explicit  Port 21
O lmplicit ~ Port 990

*Username | |

*Password | |

Figure 5-13 : Local FTP Server Setting Page

@ Local Modbus Server Setting
User can enable or disable the function of WISE's Modbus server. To
enable this function, please check “Enable” in the “Server Status” field
and complete the setting of “Port” and “NetID”. The setting interafce is
as shown below.

Local Modbus Server Setting

Server Status  EEnable

Port 502

Figure 5-14 : Local Modbus Server Setting Page

€ CGI Query Authentication Setting
WISE supports fully CGI command operations as CGI command
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sending and CGI command receiving. In the CGI command receiving
function, administrator can set a set of account and password in the “CGl
Query Authentication Setting” section to protect the operation of the
WISE, then WISE will only receive the CGl commands with this
account and password information, perform the corresponding
operations, and ignore other CGI commands that do not with this
account and password information. The CGI Query Authentication
Setting page is as follow:
CGI Query Authentication Setting

Authentication EdEnable

*Username |admin |

"Password  [sesseee |

Figure 5-15 : CGI Query Authentication Setting Page

@ Firewall Setting
WISE provides the firewall mechanism to prevent the intrusion from the
unknown devices on the network. Administrator can set WISE to
response the ping command or not, and use the Blacklist function to
prohibit the connection between WISE and the devices from the specific
IP or domain; or use the Whitelist function to allow the devices from the
specific domain to connect with WISE. The setting page is as shown
below:

Firewall Setting
Function Status Enable
Ping Echo [JEnable
Protection Type @ Black List OWhite List

List | Add |

Figure 5-16 : Blacklist and Whitelist Setting Page

The default setting of the firewall function is “Enable” and it would not
reply to the Ping request. If you want to use the Ping command to check
the status of WISE, please check “Enable” in the “Ping Echo” field. To
enable this function, please check “Enable” in the “Function Status” field
and select “Black List”or “White List” in the “Type” field. After press
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the “Add” button in the List field, WISE provides three ways to set up
the content of the Blacklist and Whitelist according to the network
environment as “Single IP Address”, “Subnet” and “IP Address Range”.
Please refer following.

Add IP Address Add IP Address Add IP Address

Add Type Add Type Add Type
*IP Address E \:I E \:I *IP Address E l: E l:l *IP Address Range

S ssugnetmaseny [ ) From N A ¥

| ok ] [ cancel | = E

- - o

| OK‘ ‘ Cancel ‘
| oK | | cancel |

Figure 5-17 : IP address Setting Page in Blacklist/Whitelist

In addition, when the WISE controller encounters many login failures
from the unknown device, It will automatically add the IP of the
unknown device to the Blacklist, and prohibit the IP to try to log in
WISE continually.

After complete all the security settings, press the “Save” button at the
bottom, and then press the “Save” button at the top right of the page to
download the security settings to WISE, then WISE will start to perform the
setting.

wis-2841_Test | [ et |
ﬁg ‘Web Inside, Smart Engine — r;l = ]

DAS B OK @ 961MB(Approx.92 Days) £} Instant Message

System Setting Module Setting Logger Setting  loT Platform Setting Advanced Setting Rule Setting Channel Status  IP Camera Status

System Setting Security Setting

Time Setting Web Server Setting

Network Setting @HTTe Pot| 80 |
Account Setting Ved OHTTPS Port 443

ISe:thy Setting
Local SFTP Server Setting

SNMP Setting

Server Status  (JEnable
VPN Setting
DDNS Setting Local FTP Server Setting
Others Setting Server Status  (JEnable

COM Port Interface Setting
Local Modbus Server Setting

Server Status  CJEnable

CGI Query Authentication Setting

Authentication  CJEnable

Black List/White List Setting

Function Status ~ CJEnable

| save |

Figure 5-18 : Save and Download the Security Setting

5.5 SNMP Setting
The WISE provides SNMP (Simple Network Management Protocol) V2c

http://wise.icpdas.com

50



ICP DAS WISE User Manual

and V3 to work with the SNMP Network Management software for
monitoring the system data and I/O module data. The SNMP Setting page
allows you to enable or modify the settings of the SNMP function on the

WISE. The following figure illustrates the set up interface:
SNMP Setting Page

Function Status Enable
Port 161

Version @&@V2c OV3

*Read Community |pub|ic |

*Write Community |private |

| save |

Figure 5-19 : SNMP Setting Page

Please follow the steps below for the SNMP settings:

i. In the “Function Status” field, check “Enable” to enable SNMP server.

ii. In the “Version” field, select the SNMP version that you want to use.
Currently WISE supports SNMP V2c and V3 protocols,

iii. If the user selects “V2c¢” in the “Version“ field, he must set up the
string in the “Read Community” and “Write Community” fields. The
default setting of “Read Community” and “Write Community” field is
“public” and “private”.

iv. If the user selects “V3” in the “Version” field, he must set up the
SNMP user list. The setting interface is as follows.

SNMP Setting Page

Function Status Enable
Port 161
Version OV2c @V3
SNMP User List

Action Authentication Encryption

User Name Permission Protocol Protocol

+ Add new user

\ Save \

Figure 5-20 : SNMP V3 Setting Page

v. Press the “+Add new user” button to enter the SNMP User Setting page.
The setting interface is as follows:
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SNMP User(user1) Setting

*User Name |user1

Action Permission @read-only Cread-write

Security Level  @noAuthNoPriv. O authMoPriv (O authPriv

| OK | | Cancel |

Figure 5-21 : SNMP V3 User Setting Page

vi. Key in the username in the “User Name” field.
Vii.
Select “read-only” or “read-write” in the “Action Permission” field.
viii. There are three levels of security options in the “Security Level” field,
please refer to following.
® noAuthNoPriv: Communication without authentication and
encryption.
® authNoPriv: Communication shall be authenticated but not
encrypted. The authentication protocol must be “SHA” or “MD5”,
and set the authentication password.
® authPriv: Communication shall be authenticated and encrypted.
The settings of authentication protocol must be “SHA” or “MD5”.
The settings of encryption must be “AES” or “DES”, and set the
password for each field. Please refer to following.

SNMP User(user1) Setting

*User Name |user1

Action Permission  @read-only Cread-write
Security Level  CnoAuthNoPriv  CauthMNoPriv @® authPriv

Authentication

Protocol @SHA COMD5

*Authentication
Password

Encryption Protocol @®AES ODES

*Encryption
Password

| OK | | Cancel |

Figure 5-22 : SNMP V3 User Authentication & Encryption Setting Page

ix. After complete SNMP V3 user settings, click the “OK” button to return
to the SNMP settings page.
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X. After complete the setting for all SNMP V3 user, click “Save” button to

complete the SNMP settings.

Please Note: The official website of WISE provides the WISE-2841M MIB

file. User can download it from the WISE official website.

5.6 VPN Setting
WISE provides the VPN (Virtual Private Nnetwork) service to protect
WISE to avoid the malicious accessed by external devices and ensure the
security of the devices installed in the VPN environment. WISE provides
following 4 VPN services:

The setting interface is as below.

PPTP
L2TP/IPSec
OpenVPN
SoftEther
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VPN Setting Page

Function Status  EEnable

Server Setting

Connection Type @PPTP OL2TP/IPSec (O OpenVPN (O SoftEther

*Server Address |

*Username | |

*Password | |

TCP/IP Setting

@ |P address assigned by the server
p OSpecify an IP address
0 || 0 | 0 || O

@®@DNS address assigned by the server
DNSs OSpecify a DNS address
0 || 0 | 0 || O

Connection Setting

Automatically
connect after Power EEnable
Cn

Connection Testing | Testing |

| Save |

Figure 5-23 : VPN Setting Page

Please follow the steps below for the VPN settings:

i. In the “Function Status” field, check “Enable” to enable the VPN
function.

ii. In the “Server Settings” section, select the VPN service user want to use
from the 4 connection types, then complete the setting for the
connection and TCP/IP required by the service.

iii. In the “Connection Setting” section, check “Enable” in the
“Automatically connect after power on” field to automatically connect
to the VPN after the WISE controller is powered on.

iv. User can click the “Testing” button in the “Connection Testing” field to
confirm whether the VPN connection setting is correct, or not.

v. After completing the settings, click the “Save” button to save the
settings.
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5.7

DDNS Setting
WISE provides the Dynamic DNS service. The following figure illustrates
the configuration interface:

Dynamic DNS Setting Page

Function Status  EJEnable

DDNS Setting(Service 1)
Service Provider hitps:/iwww.noip.com

*Username | |

*Password | |

*Domain Name |

Last Update Status -
Status
Last Update Time -

DDNS Setting(Service 2)
Service Provider

| save |

Figure 5-24 : DDNS Setting Page

Follow the steps below to set up Dynamic DNS service:

In the “Function Status™ field, check “Enable” to enable the DDNS
function.

WISE provides two DDNS services for user. Under the normal status,
user can activate one DDNS service, but if user has the requirement for
Redundant DDNS service, he can activate two DDNS services
simultaneously.

In the “Service Provider” field, select the provider of Dynamic DNS
service from the dropdown list. Currently system provides 6 options for
selection as “No-IP”, “ChangelP”, “Free DNS”, “Dyn”,
“DNS-O-Matic” and “Disablev.

If user selects “No-IP”, “ChangelP”, “Dyn” or “DNS-O-Matic”, please
enter the information for the Username, Password and Domain Name
fields to login the service. If user selects “Free DNS”, please insert the
Token to login the service.

After all settings are completed, click “Save” button to save the

changes.
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5.8 Others Setting

In Others Setting page, users can set up the decimal place number for the
floating-point value displayed by WISE. The setting interface is as follows:

Decimal Place Setting

Decimal Place -
3w

Number -

3

Figure 5-25 : Decimal Place Number Setting Page

| Save |

User can set up the decimal place number to 1~4. After the setting is
completed, click the “Save” button to save the setting.

5.9 COM Port Interface Setting

COM Port Interface Setting allows to setup the function settings on COM2,
COM3 or COMA. The setting interface is shown as below:

COM Port Interface Setting Page COM2 COM3 com4

Function Disable w

Figure 5-26 : COM Port Interface Setting Page

The COM Port interface on WISE includes:

& COM2(RS-232)

It is reserved specifically for Modbus RTU Slave for connections to
HMI or SCADA.

4 COM3/ COM4 (RS-485)
It is reserved for DCON Master to connect ICP DAS DCON modules,

Modbus RTU Master to connect Modbus RTU slave devices or for
Modbus RTU Slave to connect HMI or SCADA.

The following section will introduce how to set COM Port interface for
different functions:
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® Modbus RTU Slave (Connect to HMI or SCADA)
COM Port Interface Setting Page comz COM3 Ccom4
Function  |Modbus RTU Slave +
Baudrate  |9600 |»|bps
Parity @ Mone © QOdd O Even

Stopbits ®1 O2

Figure 5-27 : COM Port Interface Setting for Modbus RTU Slave

The settings steps are as below:

i In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and HMI or SCADA have to be set the
same.

il In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and HMI or SCADA have
to be set the same.

iii After all settings are completed, click “Save” button to save the
changes.
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® DCON Master (Connect to DCON modules)
COM Port Interface Setting Page COM2 COM3 COM4
Function [DCON Waster v
Baudrate (9800 v bps
Parity @ None © Odd © Even
Stopbits ®1 O2
Timeout  [300 millisecond(s)

Checksum & Disable O Enable

Figure 5-28 : COM Port Interface Setting for DCON Master

The settings steps are as below:

i In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and DCON module have to be set the same.

il In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and DCON module have to
be set the same.

iii In the “Timeout” field, input the time interval for WISE to send
command to the DCON module and wait for the response, the unit
will be millisecond (ms).

iv In the “Checksum” field, specify the Checksum setting for the
communication between WISE and DCON module to be enabled
or disabled.

v After all settings are completed, click “Save” button to save the
changes.

Please Note: Use the DCON Utility to complete the setting of each
DCON modules which will connect with the WISE first. These
setting also must be the same with the setting of WISE.
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® Modbus RTU Master (Connect to Modbus RTU slave devices)

COM Port Interface Setting Page COM2 COM3 COoM4

Function |Modbus RTU Master v/

Baudrate bps

Parity @ MNone © Odd O Even

Stopbits ®&1 O2

Silent Interval millisecond(s)

Figure 5-29 : COM Port Interface Setting for Modbus RTU Master

The settings steps are as below:

i In the “Baudrate” field, select the Baudrate from the dropdown list,
the Baudrate of WISE and Modbus RTU slave module have to be
set the same.

il In the “Parity” and “Stop bits” fields, set up the Parity and Stop
bits. The Parity and Stop bits of WISE and Modbus RTU slave
module have to be set the same.

iii In the “Silent Interval” field, input the time interval between
successive sending of commands from the WISE to the Modbus
RTU slave module, the unit will be millisecond (ms).

iv After all settings are completed, click “Save” button to save the
changes.

Please Note: After the “Baudrate” is selected, the system will
automatically generate a proper value in the “Silent Interval” field.
For each Modbus RTU Slave module has different Modbus
command process capability, the response time for sending result
from Modbus RTU Slave module to WISE might be different. The
user can adjust this value to most appropriate time interval, such as:
extend this value to make sure every Modbus RTU Slave module
connected to the WISE has enough time to process the Modbus
command, or shorten this value to improve the efficiency of the
polling mechanism between Modbus RTU Slave module and WISE.
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6 Module Setting

Module setting page allows to perform settings of the 1/0 Modules and IP Cameras
that are connected to the WISE. After getting into the setting page, the overview page
will display current setting of the I/O Modules and IP Cameras that are connected to
the WISE, shown as below:

(IE'I; Web Inside, Smart Engine WISEQEM_TESJ B EQ’ é ﬂ |
DAS

B oK @ 732MB(Approx.92 Days) [ Instant Message

System Setting Module Setting Logger Setting loT Platform Setting  Advanced Setting Rule Sefting  Channel Status  IP Camera Status

Module Setting

Xv-Board Setting Module Setting Page

Remote 0 Module Settng
1P Camera Setting Module Name / Nickname DI DO Al AOD

XV116 5 6 0 0

| COM3 | Modbus RTU Master |

No. Module Name / Nickname: Address Polling Timeout(ms)

1 B  M7019R 1 1000

2 @ M7084 2 1000

3 B isN-101 97 1000

4 @ mT080 4 1000

5 @ m7o0ss 5 1000

6 @ MT7024 8 1000

COMM4 | Disable
LAN | Modbus TCP Master

Module Name / Nickname IP and Port
1 ICAM-MR6322(Cameral1) 192.168.100.133:80
pd ICAM-MRE322(Cameralz) 192.168.100.77:80
3 ICAM-MRE322(Camera03) 192.168.100.142:80
4 ICAM-MR6322(Cameral4) 192.166.100.96:80
5 ICAM-MRE422X(Camera03) 192.168.100.85:80

Figure 6-1 : Module Setting Page

Module Setting includes the following 3 setting options:

® XV-Board Setting

® Remote I/O Module Setting

® |P Camera Setting
More detailed information for each function setting will be given in the following
sections.

6.1 XV-Board Setting
XV-Board Setting page allows the user to set up the configuration of the

XV-Board that is connected to the WISE. The XV-Board Setting page is
http://wise.icpdas.com 60




ICP DAS WISE User Manual

shown as follow:
Please note: Each time WISE is allowed to connect to one XV-Board
module only.

XV-Board Setting Page
Module [XV107 v

Figure 6-2 : XV-Board Setting Page

Select the XV-Board that are connected to the WISE from the drop down
list and click “Setting”, a window for setting up the parameters of
XV-Board and its 1/0 channel will appear. The setting for the module is
shown as below (Figure 6-3):
® Nickname: For user to define a nickname for the module, this
nickname will be displayed on the “Channel Status” and “Rule
Setting” pages.
® Description: The Description field provides a space for the user to
make a brief description of this XV-Board.

The digital 1/0O channels of XV308 are programmable. Each digital 1/0
channel of XV308 can be used as DI or DO. If the user selects the XVV308
from the drop down list, the setting interface for the attribute of each digital
I/0O channel will be shown as below. Please identify them depend on the
application.

Ch.0 ] Do
Ch.1 ] Do
Ch.2 D Do
Ch.3 D Do
Ch.4 D Do
Ch.h ] Do
Che ] Do
Ch.7 D Do

Digital Channel

The following section will introduce the DI, DO, Al and AO channel
settings of the XV-Board. After all settings are completed, click “Save”
button to save the changes.
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6.1.1 XV-Board DI Channel Settings
The XV-Board DI Channel Setting page is shown as follow (using
XV107 as an example):

Module XV107 Setting

Nickname
Description

DI Attribute DO Attribute

Channel Name Counter Name Counter Type

Cch.0 Falling v
Cch.1 Falling ¥
Ch.2 Falling ¥
Ch.3 Falling ¥
Ch.4 Falling ¥
Chb Falling ¥
Ch6 Falling ¥
Ch.7 Falling ¥

OK | | Cancel

Figure 6-3 : XV-Board DI Channel Setting Page

The settings are as follow:

® Channel Nickname: For user to define nicknames for each 1/O
channel, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.

® Counter Nickname: For user to define nicknames for each DI
counter, these nicknames will be displayed on the “Log Header”
and “Rule Setting” pages.

® Counter Type: Specify the counter type to be “Falling”
(ON-to-OFF) or “Rising” (OFF-to-ON).

After the DI channel settings are completed, continue to perform
settings of other channels, after all settings are completed click “OK”
button to return to XV-Board Setting page.

6.1.2 XV-Board DO Channel Settings
The XV-Board DO Channel Setting page is shown as follow (using
XV107 as an example):
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DI Attribute DO Attribute

Channel

Ch.0

Chi

Ch2

Ch.3

Ch.4

Chb

Ché

Ch.7

Nickname Power On Value Advanced Function

OFF |+ Disable v
OFF v Disable v
OFF v Disable v
OFF |+ Disable A
OFF v Disable v
OFF v Disable v
OFF |» Disable v
OFF |+ Disable v

Figure 6-4 : XV-Board DO Channel Setting Page

The settings are as follow:
® Nickname: For user to define nicknames for each I/O channel,

these nicknames will be displayed on the “Channel Status” and
“Rule Setting” pages.
Power On Value: Specify the initial status to be “ON” or to be
“OFF” when WISE power on. Select the value from the
dropdown list of “Power On Value” field. The default value is
“OFF”.
WISE provides 3 advanced functions, select the function from
the dropdown list:

B Pulse Output: If the Pulse Output is selected, it will allow

this DO channel to perform pulse output and form a periodic
pulse cycle. In Pulse Output mode, the selected DO channel
will generate a square wave according to specified
parameters (Pulse High and Pulse Low). Pulse High
indicates the “ON” time duration and Pulse Low indicates
the “OFF” time duration in a periodic Pulse cycle. The unit is
100ms.

Auto OFF: When “Auto OFF” is selected, it allows this DO
channel to enable Auto OFF function. It is required to set up
a time interval, when this DO channel is set to be “ON” and
the duration of the ON status reaches the pre-set time interval,
the DO will automatically be set to OFF. The unit is second.
DI Status Mapping: When “DI Status Mapping” is selected,
the status of the DI channel with the same channel number
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on the XV-Board will be copied to the DO channel. For
example, when the “DI Status Mapping” is enabled on DOO,
when the DIO status is ON, DOO will set to be ON, and when
the DIO status is OFF, DOO will set to be OFF as well.

After all settings of the channels are completed, click “OK” button to
return to XV-Board Setting page.

6.1.3 XV-Board Al Channel Settings
The XV-Board Al Channel Setting page is shown as follow (using
XV310 as an example):

DI Attribute DO Attribute Al Attribute AO Attribute

Channel

Cho

Ch1

Ch.2

Ch.3

Nickname Type Scale

=]

Minimum
1oV -~10V A

=]

Waximum

=]

Minimum
-0V ~10V v

=]

Iaximum

=]

Minimum
oV -10V ~

=]

Waximum

=]

Minimum
-0V ~10V v

=]

Iaximum

Figure 6-5 : XV-Board Al Channel Setting Page

The settings are as follow:
® Nickname: For user to define nicknames for each I/O channel,

these nicknames will be displayed on the “Channel Status” and
“Rule Setting” pages.

Type: Select the input signal type of the Al channel from the
dropdown list.

Scale: In the “Scale” field, Al channel raw data can be set to
operate with linear proportion between “Minimum” and
“Maximum” values. The IF Condition will wuse this
already-adjusted value in the evaluation operation, and the Al
value retrieved from the “Channel Status” page or Modbus Table
via WISE would be the adjusted value. The default value for
Maximum and Minimum is 0, it means the Scale function is
disabled.
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After all settings of the channels are completed, click “OK” button to
return to XV-Board Setting page.

6.1.4 XV-Board AO Channel Settings
The XV-Board AO Channel Setting page is shown as follow (using
XV310 as an example):
DI Attribute DO Attribute Al Attribute W‘
Channel Nickname Type Power On Value
Ch.o 0vV-10V  » 0

Ch1 ov~-10v 0

Figure 6-6 : XV-Board AO Channel Setting Page

The settings are as follow:

® Nickname: For user to define nicknames for each 1/O channel,
these nicknames will be displayed on the “Channel Status” and
“Rule Setting” pages.

® Type: Select the output signal type of the AO channel from the
dropdown list.

® Power On Value: You can set the initial value of the AO channel
in the “Power On Value” field. The default initial value is 0.

After all settings of the channels are completed, click “OK” button to
return to XV-Board Setting page.

6.2 Remote I-7000/DL DCON Module Setting
WISE allows connections to ICP DAS 1-7000/DL DCON modules. The 1/0
Module Setting page allows users to add 1-7000/DL DCON modules that
are connected to the WISE to the list. After the module is added, it allows to
set up the configuration of the 1/0O module. The setting page is shown as
below:
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DCON Module List COM3 Ccom4 LAN

Q. No  Address *Module Dl DO Al AO Nickname

oy

& [~ 1 |+ |Search

3 Mo module exists, press this button to create one.

Figure 6-7 : Remote I-7000/DL Module Setting Page

The following section will give more information how to add and complete
settings of 1-7000/DL DCON modules. After all settings are completed,
click “Save” button to save the changes.
Please note:
1. The COM3 (RS-485) and COM4 (RS-485) interfaces on WISE allows
connections to 1-7000/DL DCON modules or Modbus RTU modules.
2. Asingle COM Port interface (COM3 or COM4) allows connections to
at most 16 devices (I-7000/DL DCON modules or Modbus RTU
modules).

6.2.1 Scan to Add ICP DAS |-7000/DL DCON Modules
The user could use the Scan function to add ICP DAS 1-7000/DL
DCON modules to the WISE, the steps are as below:

i. Click on Q\ button to scan the I-7000/DL DCON modules that are
connected to the WISE.

DCON Module List COM3 COM4 LAN
C)‘ No. Address *Module DI DO Al AO Nickname
@ 1 v 1 v [Search

3 Mo module exists, press this button to create one.

Figure 6-8 : The “Scan” button to search I-7000/DL Modules

il. When the Scan page appears, input the starting address and the
ending address of the DCON address that are going to perform scan.
Click on “Scan”, the system will start to scan the 1-7000/DL DCON
modules that match the settings previously set, to cancel the scan,
and click on “Cancel”.
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C)\ Set up the address range to scan:

Scan address from 1 to 16 | This process

will take several seconds, it depends on the address
range that you set.

COM Port COM3 Parity  MNone
Baudrate 9600bps Stop bits 1

Checksum Disable

Figure 6-9 : Set up the Scanning Range for the I-7000/DL modules

iii. When the system is performing the scan, the address that are
performing scan will be dynamically shown on the upper left side,
please wait till the scan operation is completed. To stop the scan
operation, click on “Cancel” to terminal the scan and leave the page.

._a Set up the address range to scan:

3
Scan address from to . This process

will take several seconds, it depends on the address
range that you set.

COM Port COM3 Parity  Mone
Baudrate 9600bps Stop bits 1
Checksum Disable

Cancel | £

Figure 6-10 : Scanning the I-7000/DL modules

iv. After the Scan operation is completed, an 1-7000/DL DCON module
list will appear. If the newly scanned module doesn’t match the
module previously set on the same address, a window will appear
(Figure 6-12), please select the actual device that are connected to
WISE. After all settings are completed, click “Save” button to save
the changes.

DCON Module List COM3 COom4 LAN

O\ Mo Address  "Madule DI DO Al AC Mickname
@ [6 v [5 ] [search ?
® 0 1 1 I-7060 4 4 0 0

g =2 2 1-7005 0B 8 O

g8 3 3 I-7080 2 2 0 0

g 4 4 17021 0o o1

8 s 8 OL-100 0o 3 0

Setting | | Move Up | | Move Down | | Copy | | Remave

Save

Figure 6-11 : I-7000/DL module List after Scan operation
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C)\ Conflicts in some module settings.
Pleaze zelect the module that you want to use for each
address.
Address  Previous-set Module Scanned Module

4 I-7005 *|-7021

K | | Cancel

Figure 6-12 : Select the actual I-7000/DL modules connected

6.2.2 Add I-7000/DL DCON Module manually
In addition to perform Scan operation to automatically add 1-7000/DL
DCON modules to the list, the user could also add the I1-7000/DL

DCON module manually one by one, the steps are as below:

i. No: The number will be the order that the I/O channel data of the
I-7000/DL DCON module being stored in the WISE Modbus Table.
The range is 1~16.

ii. Address: The address will be the DCON address of this 1-7000/DL
DCON module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the 1-7000/DL DCON module will be failed.

DCON Module List COM3 | COM4  LAN

O\ No. Address *Module DI DO Al AD Nickname
\-B 1 & 1 |»| fSearch
No module exists, press this button to create one.

Figure 6-13 : Set up the No. and Address of the I-7000/DL modules

iii. Select the module name: For ICP DAS 1-7000/DL DCON modules,
the user could select the default model name from the dropdown list
for further modification.

DCON Module List COM3 CcOom4 LAN

O\ Mo Address *Module DI DO Al AD Mickname
\-_i-/ 1w 1 = o0 3 0
17000 Series ~
Mo module exists, pt |_7g05 ne.
I-7011
-7011D @
-7011P
®ICP DAS Ll701Pn. .. ¥led

Figure 6-14 : Select the model of the I-7000/DL modules
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iv. Input the Nickname for the 1-7000/DL DCON modules.

v. Click @ to add the 1-7000/DL DCON module to the list. After
adding the 1-7000/DL DCON module, click “Save” button to save
the changes.

DCON Module List COM3 COmM4 LAN

O\ No. Address *Module DI DO Al AO Nickname

l&; 1 ™ 1 |»| |Search

No module exists, press this button to create one.

Figure 6-15 : Add the I-7000/DL Module manually

6.3 1-7000/DL DCON Module List Operation Interface
After the 1-7000/DL DCON modules are added to the 1/0O Module list via
auto scan or manual work, the 1-7000/DL DCON modules will be listed as

below:
DCON Module List COM3 CcOoM4 LAN
O\ MNo Address *Module DI DO Al ADC MNickname
@ [~ [ =~ 4 8 0 0
o8 1 1 I-7005 0 6 8 0
o@ =2 2 I-7015 0 0 6 0
oB s 3 1-7024 0 0 0 4
oB 4 4 I-7067 0 7 0 0
® 0 =6 6 I-7044 4 8 0 O
[ Setting ] [ IMove Up ] [ Move Down ] [ Copy ] [ Remove

Figure 6-16 : 1-7000/DL Module List Operation Interface

The following functions allow to perform settings or rearrange order of the
[-7000/DL DCON modules. Please select the 1-7000/DL DCON module and
click on the function button to perform the operations:
® Setting: Click the radio button in front of the 1-7000/DL DCON
module and click on “Setting” to get into the setting page of the
[-7000/DL DCON module. The settings for each 1-7000/DL DCON
module will be given in the following section.
® Move Up: Click the radio button in front of the 1-7000/DL DCON
module and click on “Move Up” to move the I-7000/DL DCON
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module to upper order (decrease the index number (No.)).

® Move Down: Click the radio button in front of the 1-7000/DL DCON
module and click on “Move Down” to move the 1-7000/DL DCON
module to lower order (increase the index number (No.))

® Copy: To copy the settings of a pre-set I-7000/DL DCON module to
the new 1-7000/DL DCON module, please click the radio button in
front of the pre-set 1-7000/DL DCON module and then click on
“Copy”, a new 1-7000/DL DCON module (in sequence) will be added
to the list and the settings of the old 1-7000/DL DCON module will be
copied to this newly added 1-7000/DL DCON module.

® Remove: Click the radio button in front of the 1-7000/DL DCON
module and click on “Remove” to remove the selected 1-7000/DL
DCON module.

After all settings are completed, click “Save” button to save the changes.
Following will describe the setting of the I/O channel of 1-7000/DL DCON
modules.

6.3.1 The DI channel setting for I-7000/DL DCON module
The 1-7000/DL DCON module DI channel setting interface is shown as
below (using I-7060 as an example)
Module I-7060 Setting

MNickname

Description
Address 1 v
ScanRate |5 second(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Name Counter Name

Ch.0

Ch.1

OK | | Cancel

Figure 6-17 : 1-7000/DL Module DI Channel Setting page

http://wise.icpdas.com 70



ICP DAS WISE User Manual

The settings are as below:

® Nickname: For user to define nickname for the module and the 1/0
channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.

® Description: The Description field provides a space for the user to
make a brief description of this module.

® Address: The address will be the DCON address of this 1-7000/DL
DCON module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the 1-7000/DL DCON module will be failed.

® Scan Rate: Input the time interval for WISE to periodically retrieve
the 1/0 channel data of this I-7000/DL DCON module, the setting
range will be 0 ~ 65535 seconds.

® Retry Interval: The time interval to wait for WISE to repeatedly
send command again when WISE sends command to the
[-7000/DL DCON module and get no response. The unit will be
second. The setting range will be 3 ~ 65535 seconds.

After all settings of the DI channels are completed, continue the
configuration of other channels, and after all channel settings are
completed, click “OK” button to save the changes and return to
I-7000/DL DCON Module List.

Please Note: For I-7000/DL DCON modules, the counting mode of the
DI channel counter is Falling. You can change the counting mode by
DCON Utility

6.3.2 The DO channel setting for I-7000/DL DCON module
The 1-7000/DL DCON module DO channel setting interface is shown
as below (using 1-7060 as an example):
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Maodule I-7060 Setting

Nickname
Description
Address |7 v
ScanRate |0 second(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname Advanced Function

Ch.0 Disable -
Ch.1 Disable v
Ch.2 Disable A

Ch3 Disable v

Figure 6-18 : I-7000/DL Module DO Channel Setting page

The settings are as below:
® Nickname: For user to define nickname for the module and the 1/0
channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.
® For [-7000/DL DCON DO channels, WISE provides the “Auto
OFF” and “DI Status Mapping” advanced functions, select the
function from the dropdown list:

B Auto OFF: When “Auto OFF” is selected, it allows this DO
channel to enable Auto OFF function. It is required to set up a
time interval, when this DO channel is set to be “ON” and the
duration of the ON status reaches the pre-set time interval, the
DO channel will automatically be set to OFF. The unit is
second.

B DI Status Mapping: When “DI Status Mapping” is selected,
the status of the DI channel with the same channel number on
the 1-7000/DL DCON module will be copied to the DO
channel. For example, when the “DI Status Mapping” is
enabled on DOO, when the DIO status is ON, DOO will set to
be ON, and when the DIO status is OFF, DOO will set to be
OFF as well.

After all settings of the DO channels are completed, continue the
configuration of other channels, and after all channel settings are

completed, click “OK” button to save the changes and return to

http://wise.icpdas.com 72



ICP DAS WISE User Manual

[-7000/DL DCON Module List.

Please Note:
1. To set up the Power On value of the DO channels on 1-7000/DL
DCON modules, please use DCON Utility to set the value.
2. The DO channels on 1-7000/DL DCON modules do not offer Pulse
Output function.

6.3.3 The Al channel setting for I1-7000/DL DCON module
The 1-7000/DL DCON module Al channel setting interface is shown as

below (using I-7012 as an example):
Module I-7012 Setting

Nickname
Description
Address |8 v
ScanRate |0 second(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute Al Attribute

Channel Nickname Type Scale

Minimum: [0
Ch.0 -150 my ~ 150 mV v
Maximum: |0

Figure 6-19 : 1-7000/DL Module Al Channel Setting page

The settings are as below:

® Nickname: For user to define nickname for the module and the 1/0
channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.

® Temperature Unit: Specify the temperature measurement unit for
the modules that allows for temperature measurement, such as
[-7005, 1-7011, 1-7013, 1-7015, 1-7018 and 1-7019, the temperature
units can be set as degree Celsius or degree Fahrenheit.

Temperature Unit @ Celsius(*C) ' Fahrenheit("F)

® Type: Select the input signal type of the Al channel from the
dropdown list.

® Scale: In the “Scale” field, Al channel raw data can be set to
operate with linear proportion between “Minimum” and

“Maximum” values. The IF Condition will wuse this
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already-adjusted value in the evaluation operation, and the Al
value retrieved from the “Channel Status” page or Modbus Table
via WISE would be the adjusted value. The default value for
Maximum and Minimum is O, it means the Scale function is
disabled.

After all settings of the Al channels are completed, continue the
configuration of other channels, and after all channel settings are
completed, click “OK” button to save the changes and return to
[-7000/DL DCON Module List.

6.3.4 The AO channel setting for I-7000/DL DCON module
The 1-7000/DL DCON module AO channel setting interface is shown

as below (using 1-7024 as an example):
Module [-7024 Setting

Nickname
Description
Address |3~
Scan Rate |0 second(s)
Retry Interval |5 second(s)

AO Attribute

Channel Nickname Type

Cho 0vV~sv v
Ch 0V-~5V v
Ch2 oOv-8v v
Ch3 A v

Figure 6-20 : 1-7000/DL Module AO Channel Setting page

The settings are as below:
® Nickname: For user to define nickname for the module and the 1/0
channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.
® Type: Select the output signal type of the AO channel from the
dropdown list.
After all settings of the AO channels are completed, continue the
configuration of other channels, and after all channel settings are
completed, click “OK” button to save the changes and return to
I-7000/DL DCON Module List.
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Please note: To set up the Power On value of the AO channels on
[-7000/DL DCON modules, please use DCON Utility to set the value.

6.4 Remote Modbus RTU Module Setting
WISE allows connections to ICP DAS M-7000/tM/DL/LC/IR/iSN/DLW
modules and general Modbus RTU Modules. The I/0 Module Setting page
allows users to add Modbus RTU Module that are connected to the WISE to
the list. After the module is added, it allows to set up the configuration of
the 1/0 module. The setting page is shown as below:

Modbus RTU Module List COM3 COM4 LAN
q MNo. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval(secs)
@ [~ [1 ¥ [search 300 g

E No module exists, press this button to create one.

Save

Figure 6-21 : Remote Modbus RTU Module Setting page

The following section will give more information how to add and complete
settings of Modbus RTU modules. After all settings are completed, click
“Save” button to save the changes.

Please note:

1. The COM3 (RS-485) and COM4 (RS-485) interfaces on WISE allows
connections to 1-7000/DL DCON modules or Modbus RTU modules.

2. Asingle COM Port interface (COM3 or COM4) allows connections to
at most 16 devices (I-7000/DL DCON modules or Modbus RTU
modules).

6.4.1 Scan to Add ICP DAS Modules
The user could use the Scan function to add ICP DAS M-7000
/tM/DL/LC/iSN modules to the WISE, the steps are as below:
Please Note: The ICP DAS IR modules does not support the scan
function, please add it manually.)

i. Click on Q\ button to scan the ICP DAS modules that are
connected to the WISE.
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Modbus RTU Module List COM3 COoM4 LAN
O\ No. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval(secs)
@ [~ 1~ 300 5

Mo module exists, press this button to create one.

Figure 6-22 : The “Scan” button to search ICP DAS module

ii. When the Scan page appears, input the starting address and the
ending address of the Modbus address that are going to perform
scan. Click on “Scan”, the system will start to scan the ICP DAS
modules that match the settings previously set, to cancel the scan,
and click on “Cancel”.

C)\ Set up the address range to scan:

Scan address from 1 to| 18 | This process

will take several seconds, it depends on the address
range that you set.

COM Port COM4 Party  Mone
Baudrate 9600bps | Stop bits 1

Figure 6-23 : Set up the Scanning Range for the ICP DAS module

iii. When the system is performing the scan, the address that are
performing scan will be dynamically shown on the upper left side,
please wait till the scan operation is completed. To stop the scan
operation, click on “Cancel” to terminal the scan and leave the page.

@ Set up the address range to scan:

Scan address from to _ This process
will take several seconds, it depends on the address
range that you set.

COM Port COM4 Parity  Mone

Baudrate 9600bps Stop bits 1

Figure 6-24 : Scanning the ICP DAS module

iv. After the Scan operation is completed, an M-7000/tM/DL/LC/iSN
module list will appear. If the newly scanned module doesn’t match
the module previously set on the same address, a window will
appear (Figure 6-26), please select the actual device that are
connected to WISE. After all settings are completed, click “Save”
button to save the changes.
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Modbus RTU Module List COM3 COM4 LAN
O\ Ma. Address  *MNickname / Module Name Polling Timeout{ms) Retry Interval{secs)
@ [3 v [68 +| [search ? 300 5

® 0 1 1 M-7055 300 5
g =2 2 M-7084 300 5
g 3 3 M-7017Z 300 5
8 4 4 -7080 300 5
B - 5 M-7088 300 5
@ & 8 M-7024 300 5
g - 13 DL-302 300 5
B s 14 mM-7022 300 5

Setting | | Move Up | | Move Down Remove

Save

Figure 6-25 : The ICP DAS module List after Scan operation

C)\ Conflicts in some module settings.

Flease select the module that you want to use for each
address.

Address  Previous-set Maodule Scanned Module

& h-7002 * M-7088

QK| | Cancel

Figure 6-26 : Select the actual ICP DAS modules

6.4.2 Add ICP DAS module or Modbus RTU Module manually
In addition to perform Scan operation to automatically add
M-7000/tM/DL/LC/iSN modules to the list, the user could also add the
ICP DAS M-7000/tM/DL/LC/IR/iISN/DLW modules or Modbus RTU
modules manually one by one, the steps are as below:

i. No: The number will be the order that the 1/O channel data of the
Modbus RTU module being stored in the WISE Modbus Table. The
range is 1~16.

il. Address: The address will be the Modbus address of this Modbus
RTU module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the Modbus RTU module will be failed.
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Modbus RTU Module List COM3 COM4 LAN
O\ MNo. Address *Nickname / Module Name Polling Timeout(ms) Retry Interval{secs)
@~ [~ 300 5

I No module exists, press this button to create one.

Figure 6-27 : Set up the No. and Address of the Modbus RTU modules

iii. Select the module name: For ICP DAS modules, the user could
select the default model name from the dropdown list. Please input
the nickname for other Modbus RTU modules manually.

Modbus RTU Module List COM3 COM4 LAN
O\ Mo. Address “Nickname / Module Mame Palling Timeout{ms) Retry Interval(secs)
@ [~ [ = 300 5

M-7000 Series e
\ MNo module exists, pi 14-7002 ne.
1-7005
IM-7011 @
I-7015
©ICPDAS LM-TO18P ¥led

Figure 6-28 : Select the model of the Modbus RTU Module

iv. Polling Timeout: The time interval for WISE to send command to
the Modbus RTU module and wait for the response, the unit will be
ms. The setting range will be 1~10000 ms.

v. Retry Interval: The time interval to wait for WISE to repeatedly
send command again when WISE sends command to the Modbus
RTU module and get no response. The unit will be second. The
setting range will be 3 ~ 65535 seconds.

vi. Click @ to add the Modbus RTU module to the list. After adding
the Modbus RTU module, click “Save” button to save the changes.

Modbus RTU Module List COM3 COM4 LAN
O\ No Address *Nickname / Module Name Polling Timeout(ms) Retry Interval{secs)
@ |0~ [~ [u7002 300 5

S Mo module exists, press this button to create one.

Figure 6-29 : Add the Modbus RTU Module manually

6.5 Modbus RTU Module List Operation Interface
After the Modbus RTU modules are added to the Module RTU module list
via auto scan or manual work, the Modbus RTU modules will be listed as
below:
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Modbus RTU Module List COM3 COM4 LAN
O\ Mo. Address *Nickname / Module Name Polling Timeout{ms) Retry Interval{secs)
@ [~ 5 & 300 5
oB ¢ 1 M-7002 300 5
o@ =2 2 M-7016 300 5
oB 3 2 M-7024 300 5
@B 4 4 M-7055 200 5

[ Setting ] [ Move Up ] [ Move Down ] [ Copy ] [ Remove

Figure 6-30 : Modbus RTU module List Operation Interface

Through the operations of “Setting”, “Move Up”, “Move Down”, “Copy”
and “Remove” functions, user can set up the parameters or adjust the
arrangement order for each Modbus RTU module in the list. Please refer to
the description of “6.3 1-7000/DL DCON Module List Operation Interface”
for detail. After all settings are completed, click “Save” button to save the
changes. Following will describe the setting of the DI/DO/AI/AO channel
of ICP DAS M-7000/tM/DL/LC/IR/iISN/DLW series modules and the
setting of the Coil Output/Discrete Input/Input Register/Holding Register of
Modbus RTU modules.

6.5.1 The DI channel setting for ICP DAS module
The ICP DAS Modbus RTU module DI channel setting interface is
shown as below (using M-7060 as an example):
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Module M-7060 Setting

Nickname
Description
Address |§ ~
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname

Ch.0
Ch1
Chz2

Ch3

Figure 6-31 : ICP DAS Modbus RTU module DI Channel Setting page

The settings are as below:

® Nickname: For user to define nickname for the module and the
I/O channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.

® Description: The Description field provides a space for the user
to make a brief description of this module.

® Address: The address will be the Modbus address of this module,
please make sure the address is the same as the settings of the
module, if the setting is not accurate, the connection for WISE to
the Modbus RTU module will be failed.

® Scan Rate: Input the time interval for WISE to periodically
retrieve the 1/0 channel data of this module, the setting range will
be 0 ~ 65535 seconds.

® Polling Timeout: The time interval for WISE to send command to
the module and wait for the response, the unit will be ms. The
setting range will be 1-10000 ms.

® Retry Interval: The time interval to wait for WISE to repeatedly
send command again when WISE sends command to the module
and get no response. The unit will be second. The setting range
will be 3 ~ 65535 seconds.
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After all settings of the DI channels are completed, continue the
configuration of other channels, and after all channel settings are
completed, click “OK” button to save the changes and return to
Modbus RTU Module List.

Please Note: For M-7000 modules, the counting mode of the DI
channel counter is Falling. You can change the counting mode by
DCON Utility

6.5.2 The DO channel setting for ICP DAS module
The ICP DAS Modbus RTU module DO channel setting interface is
shown as below (using M-7060 as an example):

Maodule M-7060 Setting

Nickname
Description
Address |5 v
Scan Rate |0 second(s)
Polling Timeout {300 millisecond(s)
Retry Interval |5 second(s)

DI Attribute DO Attribute

Channel Nickname Advanced Function

Chao Disable -~
Ch.1 Disable v
Ch2 Disable v

Ch3 Disable v

Figure 6-32 : ICP DAS Modbus RTU module DO Channel Setting page

The settings are as below:
® Nickname: For user to define nickname for the module and the
I/O channels, these nickname will be displayed on the “Channel
Status” and “Rule Setting” pages.
® For DO channels, WISE provides the “Auto OFF” and “DI Status
Mapping” advanced functions, please refer to ”6.3.2 The DO
channel setting for 1-7000/DL DCON module” section for detail.

After all settings of the DO channels are completed, continue the
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configuration of other channels, and after all channel settings are

completed, click “OK” button to save the changes and return to
Modbus RTU Module List.

Please Note:

1. To set up the Power On value of the DO channels on
M-7000/tM/DL/LC/IR/iSN/DLW modules, please use DCON
Utility to set the value.

2. The DO channels on M-7000/tM/DL/LC/IR/iISN/DLW modules do
not offer the Pulse Output function.

6.5.3 The Al channel setting for ICP DAS module
The ICP DAS Modbus RTU module Al channel setting interface is
shown as below (using M-7002 as an example):

Module M-7002 Setting

Nickname
Description
Address |1 %
ScanRate |0 second(s)
Polling Timeout {300 millisecond(s)

Retry Interval |5 second(s)

DI Attribute DO Attribute Al Attribute

Channel Nickname Type Scale

=}

Iinimurm

Cho -150 mV ~ 150 mV

WMaximum: |0

Minimum: |0
Ch1 -150 mV ~ 150 mV

Maximum: |0

Idinimum: |0
Ch2 -150 mY ~ 150 mV

WMaximum: |0

Minimum: |0
Ch3 -150 mV ~ 150 mV

WMaximum: |0

Figure 6-33 : ICP DAS Modbus RTU module Al Channel Setting page

The settings are as below:
® Nickname: For user to define nickname for the module and the
I/0O channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.
® Temperature Unit: Specify temperature measurement unit for
modules that allows for temperature measurement. The
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temperature units can be set as degree Celsius or degree
Fahrenheit.

Temperature Unit @ Celsius(*C) ' Fahrenheit{*F)

® Type: Select the input signal type of the Al channel from the
dropdown list.
® Scale: Please refer to “6.3.3 The Al channel setting for 1-7000/DL
DCON module” section for detail.
After all settings of the Al channels are completed, continue the
configuration of other channels, and after all channel settings are
completed, click “OK” button to save the changes and return to
Modbus RTU Module List.

6.5.4 The AO channel setting for ICP DAS module
The ICP DAS Modbus RTU module AO channel setting interface is
shown as below (using M-7024 as an example):
Module M-7024 Setting
e
Bem
address 3
ScanRate |0 second(s)
Poling Timeaut [300 ] milisecond(s)
Retry ntervel |5 i

AO Attribute

Channel Nickname Type
Cho ovV~5V ~
Ch.1 ov~av v
Ch2 av-av v

Ch3 avV-~5V v

Figure 6-34 : ICP DAS Modbus RTU module AO Channel Setting page

The settings are as below:
® Nickname: For user to define nickname for the module and the
I/0O channels, these nicknames will be displayed on the “Channel
Status” and “Rule Setting” pages.
® Type: Select the output signal type of the AO channel from the
dropdown list.
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After all settings of the AO channels are completed, continue the
configuration of other channels, and after all channel settings are

completed, click “OK” button to save the changes and return to
Modbus RTU Module List.

Please note: To set up the Power On value of the AO channels on
M-7000/tM modules, please use DCON Utility to set the value.

6.5.5 The Coil Output Setting of Modbus RTU Module
The Modbus RTU Module Coil Output Setting page is shown as

follow:
Module UPS Setting

*Nickname  |UPS
Description
Address |6 v
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model | Coil Qutput (0x) v
Start Address |0
Data Number 1

Add

Figure 6-35 : Modbus RTU module Coil Output Setting page

The settings are as follow:

® Nickname: For user to define nickname for the module, this
nickname will be displayed on the “Channel Status” and “Rule
Setting” pages.

® Description: The Description field provides a space for the user to
make a brief description of this module.

® Address: The address will be the Modbus address of this Modbus
RTU module, please make sure the address is the same as the
settings of the module, if the setting is not accurate, the connection
for WISE to the Modbus RTU module will be failed.

® Scan Rate: Input the time interval for WISE to periodically retrieve
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the 1/0O channel data of this Modbus RTU module, the setting range
will be 0 ~ 65535 seconds.

® Polling Timeout: The time interval for WISE to send command to
the Modbus RTU module and wait for the response, the unit will be
ms. The setting range will be 1-10000 ms.

® Retry Interval: The time interval to wait for WISE to repeatedly
send command again when WISE sends command to the Modbus
RTU module and get no response. The unit will be second. The
setting range will be 3 ~ 65535 seconds.

® Data Model: WISE offers 4 Data Model selections to match the
Modbus RTU module configuration. The Data Model list is as
follow. In this case, please select “Coil Output (0x)”.

The Modbus Address of
Data Model
Modbus RTU Modules
Coil Output OXXXXX
Discrete Input IXXXXX
Input Register 3XXXXX
Holding Register AXXXXX

® Start Address: Allows setting up the starting address of Coil Output
(0x) on the Modbus RTU module you would like to retrieve.

® Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Coil Output data you would like to
retrieve from the Start Address. The maximum address number of
each data type is 500.

® After finishing the “Start Address” and “Data Number” setting, click
on “Add” button. A new Coil Output address block will be added to
the Modbus address mapping table. All added address blocks will be
located in sequences staring from the Starting Address of the Coil
Output (The address number on the first column of the “Local
Address” indicates the local Modbus address of WISE to keep the
Coil Output data.).
Figure 6-36 is an example about Coil Output setting for a Modbus
RTU module. The starting Modbus address of the Coil Output block
is 00050(00000 + 50), it requires to set 4 continuous Coil Output
data in the setting. So that the WISE can access the 00050, 00051,
00052 and 00053 Coil Output address of the module, and these
retrieved Coil Output data will be kept in WISE Modbus Address

04500 ~ 04501 ~ 04502 and 04503.
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Modbus Mapping Table Setting

Data Model | Cail Qutput (0x) b
Start Address 50

Data Number |4

Modbus Mapping Table Address Setting Nickname Setting

Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)

4500 Data Address 50

4501 Data Number 4

4502

4503

Remove All Setting Expand All || Callapse All

Figure 6-36 : Coil Output Setting Example for Modbus RTU module

® To modify the settings of starting address, quantity or Read/Write
authority, please click on the setting block and input the setting.
Click “OK” for modification or click “Remove” to remove the
setting. The Read/Write authority is for user to enable or disable the
Read/Write capability for the address block of the module.

OK || Remove
Data Address 50
Data Number 4

Read / Write Setting
Readable v
Writable ’

® If the user wants to assign a Nickname for the address blocks, the
user can click on the “Nickname Setting” tab, and then input the
Nickname for each address block. The Nickname will be shown in
the “Channel Status” and “Rule Setting” pages.

Modbus Mapping Table Address Setting Nickname Setting
Local Goil Output Discrete Input Input Register Holding Register
Address (0x) (1) (3x) (4%)
Data Address 0050
4500
Nickname
Data Address 0051
4501
HNickname
Data Address 0052
4502
Nickname
Data Address 0053
4503
Nickname

After all settings of the Coil Output of the Modbus RTU module are
completed, continue the configuration of other channel, and after all
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channel settings are completed, click “OK” button to save the changes
and return to Modbus RTU Module List.

6.5.6 The Discrete Input Setting of Modbus RTU Module
The Modbus RTU Module Discrete Input Setting page is shown as

follow:
Module UPS Setting

*Nickname  |UPS
Description
Address |6 v
ScanRate |0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model |Discrete Input (1x)  +
Start Address (50
Data Number |4

Add

Figure 6-37 : Modbus RTU module Discrete Input Setting page

The settings are as follow:

® Data Model: WISE offers 4 Data Model selections to match the
Modbus RTU module configuration. Please refer to the section
“6.5.5 The Coil Output Setting of Modbus RTU Module” for
detailed information. In this case please selects “Discrete Input
(1x)”.

® Start Address: Allows setting up the starting address of Discrete
Input (1x) on the Modbus RTU module you would like to retrieve.

® Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Discrete Input data you would like
to retrieve from the Start Address. The maximum address number of
each data type is 500.

® After finishing the “Start Address” and “Data Number” setting, click
on “Add” button. A new Discrete Input address block will be added
to the Modbus address mapping table. All added address blocks will
be located in sequences staring from the Starting Address (The
address number on the first column of the “Local Address” indicates
the local Modbus address of WISE to keep the Discrete Input data.).
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Figure 6-38 shows an example about Discrete Input setting for a
Modbus RTU module. The starting Modbus address of the Discrete
Input block is 10020(10000 + 20), it requires to set 6 continuous
Discrete Input data in the setting. So that the WISE can access the
10020, 10021, 10022, 10023, 10024, and 10025 Discrete Input
address of the module, and these retrieved Discrete Input data will
be kept in WISE Modbus Address 14500 ~ 14501 ~ 14502 ~ 14503 -
14504 and 14505.

Modbus Mapping Table Setting

Data Model Discrete Input (1x) |+~
Start Address |20
Data Number |8

Add ]

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Output Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4%)
4500 Data Address 20
4501 Data Number 8
4502
4503
4504
4505
Remove All Setting Expand All Collapse All

Figure 6-38 : Discrete Input Setting Example for Modbus RTU module

® To modify the starting address or quantity setting, please click on
the setting block and input the setting. Click “OK” for modification

or click “Remove” to remove the setting.

Remove

Data Address [20]

Data Number 5}

® If the user wants to assign a Nickname for the address blocks, the
user can click on the “Nickname Setting” tab, and then input the
Nickname for each address block. The Nickname will be shown in
the “Channel Status” and “Rule Setting” pages.
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Medbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1) (3x) (4x)
Data Address 0020
4500
Nickname
Data Address 0021
4501
Nickname
Data Address 0022
4502
Nickname
Data Address 0023
4503
Nickname
Data Address 0024
4504
Nickname
Data Address 0025
4505
Nickname

After all settings of the Discrete Input of the Modbus RTU module are
completed, continue the configuration of other channel, and after all

channel settings are completed, click “OK” button to save the changes
and return to Modbus RTU Module List.

6.5.7 The Input Register Setting of Modbus RTU Module
The Modbus RTU Module Input Register Setting page is shown as

follow:
Module UPS Setting

*Nickname |UPS
Description

Address |6 v

ScanRate |0 second(s)
Polling Timeout {300 millisecond(s)
Retry Interval |5 second(s)

Madbus Mapping Table Setting

Data Model  |Input Register (3x) '+
Start Address |20
Data Number |6
Type | 16-bit Signed Integer  +

Add

Figure 6-39 : Modbus RTU module Input Register Setting page

The settings are as follow:
® Data Model: WISE offers 4 Data Model selections to match the
Modbus RTU module configuration. Please refer to the section

“6.5.5 The Coil Output Setting of Modbus RTU Module” for
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detailed information. In this case please select “Input Register (3x)”.

® Start Address: Allows setting up the starting address of Input
Register (3x) on the Modbus RTU module you would like to
retrieve.

® Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Input Register data you would like
to retrieve from the Start Address. The maximum address number of
each data type is 500.

® Type: The system support 6 kinds of data type setting for Input
Register of Modbus RTU module. The 6 Data Type options are
“16-bit Signed Integer”, “16-bit Unsigned Integer”, “16-bit Hex”,
“32-bit Signed Long”, “32-bit Unsigned Long”, and “32-bit Floating
Point”. If the “16-bit HEX” option is selected, it is required to setup
the corresponding scale parameters for linear transformation from
HEX value to real value. The WISE will retrieve the HEX value and
transfer it to real value in floating point format. This real value
could be included in the IF-THEN-ELSE rule for edition.

Modbus Mapping Table Setting

Data Model  |Input Register (3x)
Start Address |20
Data Mumber |8
Type 16-bit HEX v

HEX Minimum: {0000 ~ Maximum: 0000
HEX Type
Real Minimum: |0 ~ Maximum: |0

Add

If users select “32-bit Signed Long”, “32-bit Unsigned Long”, or
“32-bit Floating Point”, the option “Inverse (Big Endian)” will
appear. Enable “Inverse (Big Endian)” to receive the data in Big
Endian format correctly.

Type | 32-bit Floating Foint M Inverse(Big Endian)

® After finishing the “Start Address”, “Data Number”, and “Type”
setting, clicks on “Add” button. A new Input Register address block
will be added to the Modbus address mapping table (shown as
below). All added address blocks will be located in sequences
staring from the Starting Address (The address number on the first
column of the “Local Address” indicates the local Modbus address
of WISE to keep the Input Register data.).
http://wise.icpdas.com 90




ICP DAS WISE User Manual

Figure 6-40 shows an example about Input Register setting for a
Modbus RTU module. The starting Modbus address of the Input
Register block is 30010(30000 + 10), it requires to set 3 continuous
Input Register data in the setting, and the data type is “32-bit
Floating Point”. So that the WISE can access the 30010, 30012 and
30014 Input Register address of the module, and these retrieved
Input Register data will be kept in WISE Modbus Address 34500 -
34502 and 34504.

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (Ox) (1x) (3x) (4x)
4500 Data Address 10
4501 Data Number 3
4502
4503
4504
4505
Remove All Setting Expand All || Collapse All

Figure 6-40 : Input Register Setting Example for Modbus RTU module

® To modify the starting address or quantity setting, please click on
the setting block to perform the modification. The user could also
modify Type, Scale Ratio and Offset on this interface. The Scale
Ratio setting and Offset setting allows to transform the Input
Register value in this block by linear transformation. The formula is
as follow:
Transformed Value = Scale Ratio x Input Register value + Offset

After the linear transformation, the Transformed Value will be saved
in floating point format on the WISE (no matter what format the raw
Input Register value was in the device). The default Scale Ratio will
be 1 and the default Offset is 0, indicating not using linear
transformation.
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OK || Remove
Data Address 10

Data Number 3

Type
32-bit Floating Point
Inverse(Big Endian)

Data Adjustment

Scale Ratio 1

Offset 0

® If the user wants to assign a Nickname for the address blocks, the
user can click on the “Nickname Setting” tab, and then input the
Nickname for each address block. The Nickname will be shown in
the “Channel Status” and “Rule Setting” pages.

Modbus Mapping Table Address Setting Nickname Setting
Local Coil Qutput Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)
4500 Data Address 0010
Nickname
4501 Unit
4502 Data Address 0012
Nickname
4503 Unit
4504 Data Address 0014
Nickname
4505 Unit

After all settings of the Input Register of the Modbus RTU module are
completed, continue the configuration of other channel, and after all
channel settings are completed, click “OK” button to save the changes
and return to Modbus RTU Module List.

6.5.8 The Holding Register Setting of Modbus RTU Module
The Modbus RTU Module Holding Register Setting page is shown as
follow:
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Module UPS Setting

*Nickname |UPS
Description
Address 6 ~
ScanRate 0 second(s)
Polling Timeout 300 millisecond(s)

Retry Interval |5 second(s)

Modbus Mapping Table Setting

Data Model Holding Register (4x) v
Start Address |10
Data Number |3
Type | 32-bit Floating Point M Inverse(Big Endian)
Add

Figure 6-41 : Modbus RTU module Holding Register Setting page

The settings are as follow:

® Data Model: WISE offers 4 Data Model selections to match the
Modbus RTU module configuration. Please refer to the section
“6.5.5 The Coil Output Setting of Modbus RTU Module” for
detailed information. In this case please select “Holding Register
(4x)”.

® Start Address: Allows setting up the starting address of Holding
Register (4x) on the Modbus RTU module you would like to
retrieve.

® Data Number: After finishing the Start Address setting, specify the
Data Number, it is the number of Holding Register data you would
like to retrieve from the Start Address. The maximum address
number of each data type is 500.

® Type: The system support 6 kinds of data type setting for Holding
Register of Modbus RTU module. The 6 Data Type options are
“16-bit Signed Integer”, “16-bit Unsigned Integer”, “16-bit Hex”,
“32-bit Signed Long”, “32-bit Unsigned Long”, and “32-bit Floating
Point”. If the “16-bit HEX” option is selected, it is required to setup
the corresponding scale parameters for linear transformation from
HEX value to real value. The WISE will retrieve the HEX value and
transfer it to real value in floating point format, this real value could
be included in the IF-THEN-ELSE rule for edition.
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Modbus Mapping Table Setting

Data Model  |Holding Register (4x)
Start Address |10
Data Number |3
Type | 16-bit HEX v

HEX Minimum: {0000 | ~ Maximum: 0000
HEX Type
Real Minimum: |0 ~ WMaximum: |0

Add

If users select “32-bit Signed Long”, “32-bit Unsigned Long”, or
“32-bit Floating Point”, the option “Inverse (Big Endian)” will
appear. Enable “Inverse (Big Endian)” to receive the data in Big
Endian format correctly.

Type | 32-bit Floating Foint M Inverse(Big Endian)

® After finishing the “Start Address”, “Data Number”, and “Type”
setting; click on “Add” button. A new Holding Register address
block will be added to the Modbus address mapping table. All added
address blocks will be located in sequences staring from the Starting
Address (The address number on the first column of the “Local
Address” indicates the local Modbus address of WISE to keep the
Holding Register data.).
Figure 6-42 shows an example about Holding Register setting for a
Modbus RTU module. The starting Modbus address of the Holding
Register block is 40060(40000 + 60), it requires to set 2 continuous
Holding Register data in the setting, and the data type is “32-bit
Floating Point”. So that the WISE can access the 40060 and 40062
Holding Register address of the module, and these retrieved Holding
Register data will be kept in WISE Modbus Address 44500 and

Modbus Mapping Table Address Setting Nickname Setting

Local Coil Output Discrete Input Input Register Holding Register

Address (0x) (1x) (3x) (4x)
4500 Data Address 80
4501 Data Number 2
4502
4503

Remove All Setting Expand All Collapse All

Figure 6-42 : Holding Register Setting Example for Modbus RTU module
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® To modify the settings of the starting address, quantity or
Read/Write authority, please click on the setting block to perform
the modification. The user could also modify Type, Scale Ratio,
Offset, and Read/Write authority on this interface. The Scale Ratio
setting and Offset setting allows to transform the Holding Register
value in this block by linear transformation. The formula is as
follow:

Transformed Value = Scale Ratio x Input Register value + Offset

After the linear transformation, the Transformed Value will be saved
in floating point format on the WISE (no matter what format the raw
Holding Register value was in the device). The default Scale Ratio
will be 1 and the default Offset is O, indicating not using linear
transformation. The Read/Write authority is for user to enable or
disable the Read/Write capability for the address block of the
module.

OK | Remove

Data Address 60

Data Number 2
Type

32-bit Floating Point
Inverse(Big Endian)

Data Adjustment

Scale Ratio 1
Offset 0
Read / Write Setting
Readable
Writable

® If the user wants to assign a Nickname for the address blocks, the
user can click on the “Nickname Setting” tab, and then input the
Nickname for each address block. The Nickname will be shown in
the “Channel Status” and “Rule Setting” pages.

Modbus Mapping Table Address Setting Nickname Setting

Local Coil Output Discrete Input Input Register Holding Register
Address (0x) (1x) (3x) (4x)

4500 Data Address 0060
Nickname

4501 Unit

4502 Data Address 0082
Nickname

4503 Unit
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After all settings of the Holding Register of the Modbus RTU module
are completed, continue the configuration of other channel, and after
all channel settings are completed, click “OK” button to save the
changes and return to Modbus RTU Module List.

Please note: The number of Modbus address setting blocks will affect the
data update rate for the Modbus RTU/TCP module. Please minimize the
number of Modbus address setting blocks; merge the conjunctive setting
blocks to speed up the data update rate for the communication between
WISE and Modbus RTU/TCP module.
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6.6 Remote Modbus TCP Module Setting

WISE allows connections to ICP DAS (P)ET-7000/WISE-7100/WF-2000
/IR/IDL/DLW modules and general Modbus TCP Modules. Through
Modbus TCP protocol, it enables to read or write 4 types of Modbus data
(Coil Output, Discrete Input, Input Register and Holding Register) from the
Modbus TCP modules. And by WISE IF-THEN-ELSE rule engine, it allows
to perform automation control operation on the modules. And with SCADA
software, it also allows monitoring and control of the Modbus TCP modules
which connect with the WISE. The Modbus TCP Slave Module setting page
is shown as follow:

Modbus TCP Module List COom3 COoM4 LAN
Mo. P Port NetlD *Mickname / Module Name
@ [~ ] 502 1
Mo module exists, press this button to create one.

Figure 6-43 : Remote Modbus TCP I/O Module Setting page

Please Note: The LAN interface on WISE allows connections to at most 16
devices ((P)ET-7000/WISE-7100/WF-2000/IR/DL/DLW  modules or
Modbus TCP modules).

6.6.1 Add ICP DAS module or Modbus TCP Module manually
The user could add the (P)ET-7000/WISE-7100/WF-2000/IR/DL/DLW
module or Modbus TCP modules manually one by one, the steps are as
below:

i. No: The number will be the order that the 1/O channel data of the
Modbus TCP module being stored in the WISE Modbus Table. The
range is 1~16.

ii. IP: Allows modification of the IP address, Port and NetID of this
Modbus TCP module, make sure the IP, Port and NetID setting are
the same as the settings of the module. If the setting is not accurate,
the connection for WISE to the module will be failed.

iii. Select the module name: For ICP DAS (P)ET-7000/WISE-7100/
WF-2000/IR/DL/DLW modules, the user could select the default
model name from the dropdown list. Please input the nickname for
other Modbus TCP modules manually.
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Modbus TCP Module List COM3 COM4 LAN
No. IP Port NetlD *Nickname / Module Name
@ [~ ] 502 1 |
@ ET/PET Series
= No module exists, press this button to create one (P)ET-7002
(P)ET-7005
(P)ET-7015
(P)ET-7016
@ ICP DAS Co., Ltd. All Rights Reserved (PIET-7017 b

Figure 6-44 : Set up the Model/Name of the Modbus TCP Module

iv. Click @ to add the Modbus TCP module to the list After adding
the Modbus TCP module, click “Save” button to save the changes.
LAN

Modbus TCP Module List COM3 COoM4
Mo. *IP Port NetlD *Mickname / Module Name
@ 2 > 192 || 168 || 100 || 100 502 1 (PJET-7002
® 1 182.168.100.54 502 1 (PIET-7005

sl

&> [ Setting ] I IMove Up ] I Move Down l [ Copy ] [ Remove ]

Figure 6-45 : Add the Modbus TCP Module manually

6.7 Modbus TCP Module List Operation Interface
After the (P)ET-7000/WISE-7100/WF-2000/IR/DL/DLW modules or
Modbus TCP modules are added to the I/O Module list via manual work,
the Modbus TCP modules will be listed as below:

Modbus TCP Module List COM3 COM4 LAN
Mo. *IP Port MNetlD *Nickname / Module Name
@ [+~ ] 502 1
@] 1 192.168.100.54 502 1 (P)ET-7005
@] 2 192.168.100.100 502 1 (P)ET-7002
® 3 182.168.100.22 502 1 ups-ethernet

\\D [ Setting ] [ IMove Up ] [ IMove Down ] I Copy ] [ Remaove

Figure 6-46 : Modbus TCP I/O module List Operation Interface

Through the operations of “Setting”, “Move Up”, “Move Down”, “Copy”
and “Remove” functions, user can set up the parameters or adjust the
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arrangement order for each Modbus TCP module in the list. Please refer to
the description of “6.3 1-7000/DL DCON Module List Operation Interface”
for detail.

After all settings are completed, click “Save” button to save the changes.

About the setting of the 1/O channel of ICP DAS (P)ET-7000/
WISE-7100/WF-2000/IR/DL/DLW modules and Modbus TCP modules,
please input the value for the IP, Port and NetID parameters for the Modbus
TCP protocol first. Because others parameter are the same as the Modbus
RTU device setting, so please refer to “6.5.1 The DI channel setting for ICP
DAS module” ~ “6.5.8 The Holding Register Setting of Modbus RTU
Module” sections for detail.

WISE does not provide the signal type setting interface for the AI/AO
channels of (P)ET-7000/WISE-7100/WF-2000/IR/DL/DLW  modules.
Please use the proprietary interface of (P)ET-7000/WISE-7100/WF-2000
/IR/DL/DLW modules for the setting.

6.8 IP Camera Setting
WISE allows connections to ICP DAS iCAM IP Camera series. The IP
Camera Setting page allows users to add IP Cameras that are connected to
the WISE to the list. After the module is added, the user can set up the
configuration of the IP Camera. The list of supported iCAM IP cameras and
the detail functions are as below:

ICAM-ZMR8422X

Camera Model ICAM-MR6422X
iICAM-MR6322
Default login
2 admin / pass
account/password
Record video
10~60 seconds (configurable)
length
1/0 channel No

OSD message
setting function
Supported Event Motion Detection

Type Tampering Detection

English, Chinese
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The setting page is shown as below:

IP Camera Setting Page

Connection Network

Interface @ LANT OLANZ

Disable
Video Function - - X
Before using this function, please enable the local FTP Server in 'System Setting' -> 'Security Setting' webpage

IP Camera List

No. 1P Port *Module Name

B
i
il
il
]

‘ Save |

Figure 6-47 : IP Camera Setting Page

Please Note : One WISE-2841M controller allows connections to at most 12
IP Cameras.

6.8.1 Set Connection Network Interface and Video Function

I. Select LAN 1 or LAN2 to be the connection network interface to
connect with IP Cameras. The settings of the selected LAN port
have to be in the same netowrk area with IP cameras.

ii. To enable the video recording function of IP Camera, users have to
enable the local FTP server setting and disable TLS Encryption, and
then IP cameras can upload the videos to WISE. Please refer to
Section “5.4 Security Setting”.

6.8.2 Add iCAM IP Camera
The user could add the ICP DAS iCAM IP Cameras manually one by

one, the steps are as below:
i. No.: The number will be the order of the IP Cameras. The range is 1
to 12.

ii. “IP” & “Port”: Input the IP address and Port of this IP Camera.
IP Camera Setting Page

No. P Port *Module Name
3 . o) =S 7]

5. No camera exists, press this button to create one
| Save \

Figure 6-48 : Set up the No, IP address and Port of the IP Cameras

iii. Select the IP Camera’'s module name: For ICP DAS IP Cameras, the
user could select the model name from the dropdown list.
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IP Camera Setting Page

No *IP Port *Module Name
@ [ . o | 2]
ICAM-MR6322
No camera exists, press this button to create one. ICAM-MRB422X
ICAM-ZMRB422X

\ Save \

Figure 6-49 : Set up the Model Name of the IP Cameras

iv. Click@ to add the IP Camera to the list. After adding the IP

Camera, click “Save” button to save the changes.
IP Camera Setting Page

*IP Port *Module Name

No.
[192 [168 |[100] 80 | icAM-MR8322 B

No camera exists, press this button fo create one

| Save |

Figure 6-50 : Add the IP Cameras

6.9 IP Camera List Operation Interface
After the ICP DAS iCAM IP Cameras are added to the IP Camera list via
manual work, the IP Cameras will be listed as below:

IP Camera Setting Page

No. *IP Port *Maodule Name
L'B' Cll:l\:lg 80 | [search [2]
1 192.168.100.133 80 ICAM-MR6E322(Cameral1)
2 192.168.100.77 80 iCAM-MRE322(Camera02)
® 3 192.168.100.142 80 ICAM-MR6322(Camera03)

%I\ Setting \ \ Move Up | | Move Down | | Copy \ \ Remove | I

\ Save \

Figure 6-51 : IP Camera List Operation Interface

The following functions allow to perform settings or rearrange the orders of
the IP Cameras. Please select the IP Camera and click on the function button
to perform the operations:

@ Setting: Click the radio button in front of the IP Camera and click on
“Setting” to get into the setting page of the iCAM IP Camera. The
settings for each iCAM IP Camera will be given in the following
section.

® Move Up: Click the radio button in front of the iCAM IP Camera and
click on “Move Up” to move the iCAM IP Camera to upper order
(decrease the index number (No.)).

® Move Down: Click the radio button in front of the iCAM IP Camera

and click on “Move Down” to move the iCAM IP Camera to lower
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order (increase the index number (No.)).

® Copy: To copy the settings of a pre-set iCAM IP Camera to the new
ICAM IP Camera, please click the radio button in front of the pre-set
ICAM IP Camera and then click on “Copy”, a new iCAM IP Camera
(in sequence) will be added to the list and the settings of the old
ICAM IP Camera will be copied to this newly added iCAM IP
Camera.

® Remove: Click the radio button in front of the iCAM IP Camera and
click on “Remove” to remove the selected iCAM IP Camera.

After all settings are completed, click “Save” button to save the changes.
The following will describe the setting of ICP DAS iCAM IP Camera.

6.9.1 The Setting of iCAM IP Camera(WISE)
The ICP DAS iCAM IP Camera setting interface is shown as below
(using ICAM-MR6322 as an example):

IP Camera iCAM-MR6322 Setting

Nickname  iCAM-MRE322
Description
IP 192 |.| 168 | 100 |. 123
Port |80

*ID admin
Authentication
*Password  |sser

Time

Synchronization Enable

File Transfer Do not upload to any FTP server -

Connection Testing Testing

OSD Message Setting

Nickname Content Duration

+ Add new OSD Message

OK | | Cancel

Figure 6-52 : iCAM IP Camera Setting page

The settings are as below:

® Nickname: For user to define nickname for the IP Camera, the
nickname will be displayed on the “IP Camera Status” and “Rule
Setting” pages.

® Description: The Description field provides a space for the user to
make a brief description of this IP Camera.
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® |P: Enter the IP address of the IP Camera for the connection.

® Port: Enter the Port number of the IP Camera for the connection.

® Authentication: Because IP Camera requires account and password
validation, please enter the login ID and Password of the IP Camera
in the “Authentication” field. About content of the “Authentication”
field, WISE will pre-input the IP Camera's default login ID and
Password, if user has changed the login ID and Password, please
also remember to change them in the page.

® Time Synchronization: if user click “Enable” to enable the Time
Synchronization function. The WISE will actively connect with IP
Camera to synchronize the clock of IP Camera through network. If
user does not click “Enable”, then IP Camera will synchronize its
clock by its original setting.

® File Transfer: The Image files and Video files captured by IP
Camera can be uploaded to remote FTP server of the manage center
via FTP protocol. User can directly select the pre-defined FTP
server from the FTP server list or click on “Add new FTP Server” to
add a new FTP Server to set up parameters for FTP Upload.

® Connection Testing: The user could test if the IP Camera setting is
correct or not. After clicking “Testing” button, the WISE will verify
the connection status with the IP Camera and reply the result.

ICAM-ZMR8422X, iCAM-MR6422X and iCAM-MR6322 support to
set OSD messages displayed on the camera stream. The user can edit
the OSD messages to be displayed on the Camera stream when a
special event occurs, and the content of OSD message can include the
real-time 1/O channel data. User can set the color of the OSD message
and the length of the display time, and can set the current message to
be cleared or display another message after the length of the display
time is exceeded. The settings are as below:
® Click on “Add new OSD message” to add a new OSD message
setting. After clicking the “Add new OSD message”, a setting page
will appear as below:
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OSD Message OSD Message 1 Setting

“Nickname | OSD Message 1

Description

Display Setting

View Edit

*Content

Color  [White v

Duration Setting
Time |10 seconds

. . ® Clear the content
Timeout Action
Change the content

OK | | Cancel

Figure 6-53 : iCAM IP Camera OSD Message Setting page

® Input a name in the “Nickname” field and you could also input the
description of this OSD message in the “Description” field.

® Enter the content of the OSD message in the “Content” field. WISE
provides the “Real-time variable editor” for users to add current 1/0
channel values or Internal Register values into the content of the
message.

® In the “Color” field, select the color of the OSD message. There are
six options: white, black, red, green, blue and yellow.

® In the “Duration Setting” section, set the duration of the OSD
message in the “Time” field. The range is from 0 to 65535 seconds.

® In “Timeout Action” field, users can set “Clear the content” to clear
the OSD message when the length of the display time of the current
message is exceeded the setting of "Duration™; or set “Change the
content” to change the content and the color of the OSD message
with the settings below. The changed OSD message would be
displayed until next OSD message is triggered to display.

® After all settings are completed, click “OK” button to save the
setting of OSD message, and return to the IP Camera setting page.

Please Note: The OSD message only can be entered in one line, and be
displayed at the left-top corner of the camera stream. Following is
example for reference.
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The Eemperabure 1s 1.3 degree.

The number of characters that can be displayed is depended on the
resolution setting of the IP Camera. If the OSD message cannot be
displayed completely, please reduce the character number of the
message.

After all settings of the IP Camera are completed, click “OK” button to
save the changes and return to IP Camera List.

6.9.2 The Setting of iCAM IP Camera(iCAM)

ICP DAS iICAM IP Camera provides Motion Detection, Tampering
Detection, Snapshot and Video recording functions. If the user wants to
add the iCAM IP Camera's event into the WISE's IF-THEN-ESLE rule
as the IF Condition or THEN/ELSE action, or requires the iCAM IP
Camera to report the status of Motion detection to WISE, please
remember to complete the Event setting of iCAM IP Camera in
advance. About the Event setting of iCAM IP Camera, please refer to
the iCAM IP Camera User Manual for detail.

In additional, after completing the settings of 6.9.1 section, WISE will
automatically re-write the FTP related setting into the iCAM IP Camera,
the user does not need to assign the settings of “IP Camera's FTP file
sending operation by Event trigger” again.

Please Note :

® If the user wants to enable the IP Camera's image/video capture
operation, please remember to complete the settings as below.
1.Snapshot for periodic Recording: Please complete the iCAM IP
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Camera's Snapshot event setting first, enable the WISE's Timer
setting later, then complete the WISE's IF-THEN-ELSE rule
setting with Timer and Snapshot event for periodic recording.
2.Snapshot for Motion Detection: Please complete the iCAM IP
Camera's Snapshot setting first, the trigger source is Motion
Detection. Complete the WISE's IF-THEN-ELSE rule setting by
the THEN/ELSE action setting with Motion Detection.
® When the micro SD card’s free space is less than 10% and 1GB,
WISE will only keep the image/video files sent by iICAM IP
Cameras today, and automatically delete all others old image/video
files. WISE is equipped with one built-in 4 GB microSD card; for
the image/video capturing application, we suggest users use the
micro card with larger size (WISE supports up to 32 GB micro
SDHC card or 2TB micro SDXC card).
® Please connect to ICAM IP cameras with LAN1.
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6.9.3 The Path of the files sent back by IP Camera

After completing the settings of WISE and iCAM IP Cameras, the
Image/Video files captured by iCAM IP Cameras will be sent back and
stored in WISE. If the user enables the “File Transfer” function as
described in section 6.9.1, the Image files and Video files will also be
uploaded to remote FTP server of the manage center. The following
section will explain what are the paths of the Image/Video files saved
in WISE and remote FTP server, user can refer to the information to
access these files directly.

® The path of the files in WISE: Micro_SD (FTP root) \ IPCamera\ IP

Camera A\ 201708\ 20170810

The path format are as below:

€ “IPCamera” is a fixed string.

€ “IP Camera A” is the module name of the IP Camera. If the
module name of the IP Camera is iICAM-721F, and its IP
address is “192.168.100.218”, then the “IP Camera A” string
will be “ICAM-721F 100.218”.

€ The “201708 \ 20170810 string indicates the path of the files
sorted by year, month and day. WISE will automatically create
the path string for the files received from IP Cameras.

® The path of the files in remote FTP server: WISE Nickname \
IPCamera\ IP Camera A\ 201708 \ 20170810

The path format are as below:

€ “WISE Nickname” string is the nickname of the WISE.

€ “IP Camera” is a fixed string.

€ “IP Camera A” is the module name of the IP Camera. If the
module name of the IP Camera is iCAM-721F, and its IP
address is “192.168.100.218”, then the “IP Camera A” string
will be “ICAM-721F 100.218”.

€ The “201708 \ 20170810 string indicates the path of the files
sorted by year, month and day. The FTP server will
automatically create the path string for the files received from
WISE controllers.
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7 Logger Setting

The Logger Setting function of the WISE provides recording of the I/0O channel data
from /O modules. It includes I/0O Module Data Logger and User-Defined Data
Logger. The 1/0 Module Data Logger provides users to quickly record the data of all
I/O modules and Internal Registers of WISE. Unlike the I/0O module data logger
function, the User-Defined Data Logger is a data logger allows users to freely select
channels from 1/0O modules or Internal Registers for data record, and provides
multiple independent settings to help users manage data logs. The data log files of
these two Data Loggers are both in CSV format, and the data log files will be
automatically sent to backend FTP servers or pre-defined Email addresses when the
log files are closed. It enables easy integration with the backend database system. In
addition, WISE also provides the MQTT Data Logger and Event Logger. The MQTT
Data Logger is using to record the message content of the Subscribe MQTT Topics.
The Event Logger is using to record the WISE’s system event. The data log files of
the two type loggers all will be automatically sent to backend FTP servers.

The Logger Setting page includes following setting options. More detailed
information of these options will be given in the following section.

® |/O Module Data Logger Setting

® User-Defined Data Logger Setting

® MQTT Data Logger Setting

® Event Logger Setting

® FTP Server Setting

Please note:

1. The data logger files inside the micro SD card will be stored by month. When the
micro SD card’s free space is less than 10%, WISE will send an email to notice
the administrator that WISE will delete the old log files, and only keeps the data
logger files of the last month 24 hours later.

2. WISE provides data recovery mechanism so that when experiences network
disconnection, the data log files will be kept in WISE, and be recovered after the
network is resumed.

3. WISE provides alarm notification mechanism so that when microSD card is
damaged, the data log file will be stored in WISE’s Flash memory to ensure zero
data loss of the data logger.
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7.1

I/O Module Data Logger Setting

The 1/0 Module Data Logger provides users to quickly record the data of all
I/O modules and Internal Registers of WISE. On the I/0O Module Data
Logger Setting page, the user could enable the Data Logger if required. The
setting page is shown as below:

I/0 Module Data Logger Setting Page

Function Status ¥ Enable

*Folder Name  |ALLDATA

Log Interval 10 seconds

yyyy MM
*Time Format ¥y Year

File Length |1 hour *

CSV Header |None

Enabl
UTF-8 BOM navle

Enabled the support of multi-languages.

Log File Sending Setting

FTP Server Do not upload to any FTP server hd

Email | Do not send via Email -

Figure 7-1 : I/O Module Data Logger Setting Page

Follow the steps below:

Check “Enable” in the “Function Status” field to enable the /0O Module
Data Logger function.

. In the “Folder Name” field, input the name of the file folder for the

data logger files.

Select “Log Interval” to enable period recording function in WISE.
When the time reaches the period time interval, all 1/O data will be
recorded once. The data recording will keep going periodically. There
are ten options: 5 secs, 10 secs, 30 secs, 1 min, 2 mins, 3 mins, 5 mins,
10 min, 20 min, 30 min and 1 hour.

In the “Time Format” field, define the time format of the content of the
log file from the dropdown list, “yyyy” indicates western year, “MM”
indicates month, “dd” indicates date, “hh” indicates hour, “mm”
indicates minute and “ss” indicates second. User can insert comma (*,”)
flexibly in the “Time Format” field to define the time format of the
data log file, and let it be suitable for your database system.

The Data Log file is in CSV format. In the data log file, current date,
time and data log type (Period recording or Event trigger recording)
will also be automatically pasted to each data log item. The final data
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log content format will be like this:

2013/06/01,12:35:00,XXXX,...,...,...,Period

— . |

Vi.

Vil.

viii.

Time information The record for all I/O Specify the data log is

based on the setting of channel data and Period recording (Period)

“Time Format” field. Internal Register. or Event trigger recording
(Event).

Figure 7-2 : The format of record data

In the “File Length” field, select the time interval to close a data log
file. There are 12 options: 5 mins, 10 mins, 15 mins, 30 mins, 1 hour, 2
hours, 3 hours, 4 hours, 6 hours, 8 hours, 12 hours and 24 hours.

For example, if the “File Length” time interval is set as 3 hours, and
“Log Interval” is set as 5 mins, it means WISE will record data every 5
mins. And the log file is created at 0 o’clock, 3 o’clock, 6 o’clock, 9
o’clock, 12 o’clock, 15 o’clock, 18 o’clock, and 21 o’clock. When the
system time reached these specified time, the Data Log file will be
closed automatically (the time interval of this first file will be shorter
than 3 hours) and create a new data log file to record another 3 hours
and so on.

In the “CSV Header” field, there are four options: “None”, “Channel”,
“Nickname” and “Channel + Nickname”. The module name, channel
address and nickname (if any) of each field will be added to the CSV
Header of the data logger file if the user select “Channel + Nickname”.
Select “Nickname” to add the CSV Header with channel nickname only.
Select “Channel” to add the CSV Header with the module name and
channel address only. Select “None” to disable the “CSV Header”
function.

Check “Enable” in the “UTF-8 BOM” field. If you enable this item, the
UTF-8 BOM (Byte Order Mark) will be added at the beginning of the
log file for the support of multi-languages.

. In the “FTP Server” field, please specify the FTP Servers which will

receive the data logger files WISE send. WISE can send the data logger
files to multi-FTP Servers simultaneously. Users can directly click on
the rectangle area at the right side of “FTP Server” field to configure
the FTP Server.
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FTP Server | Do not upload to any FTF server -
Email
©ICP DAS CI © Add New FTP Serverl % Select All Unselect All

.
.t

.

2%

*Nickname
*Server Address
Server Port
*User ID
User Password

Upload Path

Connection Testing

Add New FTP Server

FTP Server 1

21

Figure 7-3 : FTP server selecting and setting page

Please refer to “7.5 FTP Server Setting” section for detail. If you select

“Do not upload to any FTP Server”, WISE will not send the data logger

file to any FTP Server.

X. In the “Email” field, please specify the Email address which will

receive the data logger

files WISE send. The log files will be

attached(Filename: “FolderName_MMdd_HH.csv”) in the email and
sent to the receiver. Users can directly click on the rectangle area at the
right side of “Email” field to configure the Email setting.
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Email Do not send via Email -

Do not send via Email

®ICPDASC

© Add New Email

Ty
os*® R E T
2% hLLLY T

Add New Email

*Nickname Email 1
SMTP Server Setting

® |Specify an address of SMTP server
*SMTP Server

Google Gmail - smtp.gmail.com v
Port 25
Authentication Enable
Email Address Setting
*Sender Name

*Sender Email
Address

*Receiver Email Remove
Address

Email Sefting Test Send

Next || Cancel
S

==

Figure 7-4 : Email selecting and setting page

Please refer to “9.4 Email Setting” section for detail. If you select “Do
not send via Email”, WISE will not send the data logger file to any
Email address.

xi. After all settings are completed, click “Save” button to save the setting.

7.2 User-Defined Data Logger
The User-Defined Data Logger allows users to freely select channels from
I/O modules or Internal Registers for data record, and provides multiple
independent settings to help users manage data logs.

Follow the steps below:
i Click on “Add new User-Defined Data Logger” to add a new
User-Defined Data Logger setting.
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User-Defined Data Logger Setting Page

Nickname Folder Name Log Interval

+ Add new User-Defined data logger

Figure 7-5 : User-Define Data Logger List Interface

il After clicking the “Add new User-Defined Data Logger”, a setting
page of User-Defined Data Logger will appear.
User-Defined Data Logger User-Defined Data Logger 1 Setting

*Nickname |User-Defined Data Log

Description

Data Logger Setting

*Folder Name
Log Interval 1 minute v

yyyy/MM/dd HH:mm:ss

yyyy Year(four digits) HH  Hour(00 to 23)
VUM Month(01 to 12) mm Minute{00 to 59)
dd  The day of the month(01 to 31) ss Second(00 to 59)

*Time Format

File Length Thour ¥

CSV Header None

Enable
e Eolk Enabled the support of multi-languages.

Log File Sending Setting

FTP Server | Do not upload to any FTP server

Email Do not send via Email

Data Format Setting

View Edit

*Data Format

OK | | Cancel

Figure 7-6 : User-Define Data Logger Setting Page
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iii  Input a name in the “Nickname” field and you could also input the
description of this User-Defined Data Logger in the “Description”
field.

iv. About the setting of “Folder Name”, “Log Interval”, “Time Format”,
“File Length”, “CSV Header”, “UTF-8 BOM”, “FTP Server” and
“Email” fields, please refer “7.1 1/0 Module Data Logger Setting”
section for detail.

v Set up the data format in the “Data Format” field. The User-Defined
Data Logger provides encoded strings for user to add real-time 1/O
channel data or Internal Register data into the Data Format content.

User can select the “Edit” tab or click on any blank area in the “Data
Format” field, and then the “Real-time variable editor” will be shown

as below.
Data Format Setting

View Edit
$C4M2ro0,

*Data Format

Interface | CON4 v
Module  |M-7024(2) =
Channel |AQ v| Ch.|0 »

Figure 7-7 : The setting interface of Real-time Variable Editor

Select the “Interface”, “Module” and “Channel” from the dropdown
list and click “Insert” to add channel value encoded string into the
“Data Format” content. The system will record the data the user pre-set
in the Data Format, and will save the real data values in the data log
file. When editing the content, the user can select the “View” tab, and
then the channel encoded string will be displayed in the real index
format of the channel for user to check the settings in an easy way.

The figure above shows an example of the encoded strings, the variable
$C4M2ro0 indicates the AO channel 0 value of M-7024 on the module
2 connected to COM4. When user select the “View” tab, the channel
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7.3

value encoded string will be displayed as below for user to check if the
setting is appropriate (please refer to the figure as below).

Data Format Setting

View Edit

M-7024 AQO

*Data Format

Figure 7-8 : The view interface of Real-time Variable Editor

vi After all settings are completed, click “OK” button to return to the
User-Defined Data Logger list page.

vii  Repeat steps i~vi to complete settings of all User-Defined Data Logger.

viii To modify the settings of a pre-set User-Defined Data Logger, please
click on the radio button in front of the User-Defined Data Logger, and
then click on “Setting” to modify the settings.

ix To copy the settings of a pre-set User-Defined Data Logger to the new
User-Defined Data Logger, please click the radio button in front of the
pre-set User-Defined Data Logger and then click “Copy”, a new
User-Defined Data Logger (in sequence) will be added to the list and
the settings of the old User-Defined Data Logger will be copied to this
newly added User-Defined Data Logger.

X  To remove a pre-set User-Defined Data Logger, please click the radio
button in front of the pre-set User-Defined Data Logger and then click
“Remove”.

xi  After all User-Defined Data Logger settings are completed, click

“Save” button to save the changes.

MQTT Data Logger Setting

The MQTT Data Logger allows to record the message content of the Topics
which WISE subscribe from the MQTT broker, the setting page is shown as
below:
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MQTT Data Logger Setting Page

Function Status ¥ Enable

yyyy/MWdd HH:mm:ss
Year(four digits)
Month(01 to 12)

dd  The day of the month{01 to 31)

*Time Format

File Length 1hour v

Enable

UTF-8 BOM Enabled the support of multi-languages

Log File Sending Setting

FTP Server | Do not upload to any FTP server =

Email Do not send via Email -

Save

Figure 7-9 : MQTT Data Logger Setting page

Follow the steps below:

i In the “Function Status” field, click “Enable” to enable the MQTT Data
Logger. °

i About the setting of “Time Format”, “File Length”, “UTF-8 BOM”,
“FTP Server” and “Email” fields, please refer “7.1 1/0 Module Data
Logger Setting” section for detail.

iii After the MQTT Data Logger settings are completed, click “Save”
button to save the setting.

7.4 Event Logger Setting
The Event Logger allows to record system event of the WISE, the setting
page is shown as below:
Event Logger Setting Page

Upload Frequency  |Disable v

Figure 7-10 : Event Data Logger Setting page

Follow the steps below:
i Select “Upload Frequency” to enable period uploads function in WISE.
When the time reaches the period time interval, the event logger file
will be sent to the FTP Server. The upload of the event logger file will
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keep going periodically. There are five options: “Disable”, “Once an
hour”, “Once a day”, “Once a week” and “Once a month”.

If user selects “Once a day”, “Once a week” or “Once a month”, please
select the “Upload Timing” for the Event Logger.

In the “FTP Server” field, please specify the FTP Servers which will
receive the Event Logger files WISE send. WISE can send the Event
Logger files to multi-FTP Servers simultaneously. User can directly
click on the rectangle area at the right side of “FTP Server” field to
configure the FTP Server. Please refer to “7.5 FTP Server Setting”
section for detail. If you select “Do not upload to any FTP Server”,
WISE will not send the Event Logger file to any FTP Server.

Iv After all settings are completed, click “Save” button to save the setting.

7.5 FTP Server Setting
I/O Module Data Logger files, User-Defined Data logger files and Event
logger files all can be upload to remote FTP server of the manage center via
FTP protocol. The FTP Server Setting page allows to set up parameters for
FTP Upload, the setting page is shown as below:

Follow the steps below:

Click on “Add new FTP Server” to add a new FTP Server.

FTP Server Setting Page

Nickname Address And Port

+ Add new FTP server

Figure 7-11 : FTP Server List page

After clicking the “Add new FTP Server”, a setting page of FTP Server
will appear.
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Vi

Vii

viii

Xi

Xii

FTP Server(FTP Server 3) Setting

*Nickname |FTF’ Server 3 |

Description | |

*Server Address ftp:.-'.-'| |

Server Port

*User 1D | |

User Password | |

) [CJEnable
TLS Encryption

Currently only supports Explicit TLS encryption.

Upload Path |

Connection Testing | Testing |

| OK | |Cance| |

Figure 7-12 : FTP Server Setting page

Input @ name in the “Nickname” field and you could also input the
description of this FTP Server in the “Description” field.

In the “Server Address” and “Server Port” field, input the IP Address
(or domain name) and Port number of the remote FTP Server.

In the “User ID” and “User Password” field, input the login ID and the
login password of the remote FTP Server.

In the “TLS Encryption” field, check “Enable” to enable the TLS
Encryption function.

In the “Upload path” field, input the path which will be used by the
remote FTP Server to store the logger files.

The user could test if the FTP Server setting is correct or not. After
clicking “Testing” button, the system will create a folder on the remote
FTP server and will send a testing file to the remote FTP server.

After all settings are completed, click “OK” button to return to the
remote FTP Server list page.

Repeat steps i~viii to complete settings of all remote FTP Servers.

To modify the settings of a pre-set remote FTP Server, please click on
the radio button in front of the remote FTP Server, and then click on
“Setting” to modify the settings.

To copy the settings of a pre-set remote FTP Server to the new remote
FTP Server, please click the radio button in front of the pre-set remote
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FTP Server and then click “Copy”, a new remote FTP Server (in
sequence) will be added to the list and the settings of the old remote
FTP Server will be copied to this newly added remote FTP Server.

xiii To remove a pre-set remote FTP Server, please click the radio button in
front of the pre-set remote FTP Server and then click “Remove”.

xiv After all remote FTP Server settings are completed, click “Save”
button to save the changes.

7.6 The Path of Data Log File
The data logger files of WISE will all be saved in the microSD card. The
following section will explain the path of the data logger files saved in the
microSD card:
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microSD
L Log
L Folder Name (Define in 1/0 Module Data Logger or User-Defined Data
| logger)
L. 201502 < Data files be sorted by year and month.
L Uploaded < Data file that are completed with upload
| operation will be moved into the section.
L0208 < Data files be sorted by day
L.0208_00.csv
L. 0208_01.csv

|
|
|
|
|
|
|
| L.0209_00.csv

| L0209 _01l1.csv

|

| L.0209_09.csv

L0209 _10.csv € The data file which is in using currently

| or is waiting for the upload operation.

I

L MQTTLoOQg (The folder for MQTT Data Logger file)

L Broker Name (Define in Broker Setting page of MQTT Setting)
L. 201502 < Data files be sorted by year and month.

L Uploaded < Data file that are completed with upload
| operation will be moved into the section.
L0208 < Data files be sorted by day.

L.0208_00.csv
L. 0208_01.csv
L0209 _10.csv € The data file which is in using

| currently or is waiting for the

| upload operation.
|
L_ EventLog (The folder for Event Logger file)
201502 < Data files be sorted by year and month
L Uploaded < Data file that are completed with upload
| | operation will be moved into the section.
| L.0207.csv
| L. 0208.csv
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L. 0209.csv € The data file which is in using currently or
is waiting for the upload operation.

WISE will upload the data logger files and event logger files to the remote
FTP server based on the following file architecture:

Upload Path
L WISE module nickname
L Folder Name (Define in 1/0 Module Data Logger or User-Defined Data
logger)
L. 201502 < Data files be sorted by year and month
L0208 _00.csv
L0208 01.csv

|

|

|

|

| .

| L0208 23.csv

| L0209 _00.csv

| L0209 01.csv

| .

| L0209 _09.csv

L MQTTLoOQg (The folder for MQTT Data Logger file)

L Broker Name (Define in Broker Setting page of MQTT Setting)

L. 201502 < Data files be sorted by year and month.

L.0208_00.csv
L.0208_01.csv

I
I
I
I
|
| L0208 _23.csv
| L0209 _00.csv
| L. 0209 01l.csv
|

|

L.0209_09.csv

L EventLog (The folder for Event Logger file)
201502 < Data files be sorted by year and month
L. 0207.csv
L. 0208.csv
L. 0209.csv
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Please note: If the remote FTP server receives log files from more than one
WISE controller, please set different nickname to each WISE. If all WISE
controllers were named the same, the log files from every WISE will be
uploaded to the same folder, and then the log files might be overwritten.
Please refer to “4.1.1 Rules management toolbar” to set the nickname of
WISE.
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8 10T Platform Setting

The 10T Platform Setting function of the WISE allows to build a connection to
Amazon Web Services, Microsoft Azure or IBM Bluemix directly. It can also connect
to MQTT Brokers. Based on the 10T Platform Setting function, WISE can publish the
I/O channel data of the Sensors and I/O modules that are connected to WISE to the
IoT Cloud Platform for future data analysis, and receive the command message from
loT Cloud Platform to trigger the corresponding actions of WISE at the field side.
With the 10T Platform Setting function the WISE provides, it helps users to
implement an 10T system in a easy way.

In additional, WISE supports to connect to the 10T cloud management software:
loTstar designed by ICP DAS. The supported functions for loTstar includes
Connection Setting, Real-Time Data Sending Setting, Historical Data Sending Setting,
Video Data Sending Setting, and Bot Service Setting can also be set in this page..

The 10T Platform Setting page includes the following setting options. More detailed
information of these options will be given in the following section.

@ Amazon Web Services Platform Setting

@ Microsoft Azure Platform Setting

€ IBM Bluemix Platform Setting

€ MQTT Setting

loTstar relative functions:

@ Connection Setting

@ Real-Time Data Sending Setting
@ Historical Data Sending Setting
@ Video Data Sending Setting

@ Bot Service Message Setting
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8.1 AWS Platform Setting
WISE provides the ability to connect to Amazon Web Services 10T Cloud
platform. Because the setting of AWS platform is more complicated, this
chapter only describe the setting that need to be set on WISE controller. For
the complete connection setting between WISE and AWS platform, please
to refer to the user manual of “Operation manual for WISE to connect with
AWS(Amazon Web Service) cloud platform_en.pdf”.

Amazon Web Services Setting Page

Function Status Enable

*Device Daia ‘ |
Endpoint

“Device Certificate | | Browse . |

*Private Key | | Browse... |

“Root GA erlifcate | [ Browse |

mport RSA 2048 bit key: Amazon Root CA 1 cerlificate

“Thing ARN | |

*Client ID ‘WISE-OﬂD-‘iASﬂﬁDODOOQB |

Periodical Publish second(s)

Interval  npyt 0 represent disable periodical publish

Topic Prefix |
Export Policy File
Connection Testing

Publish & Subscribe Setting Publish Subscribe

Nickname Topic Message

+Add new Publish Message

Figure 8-1 : Amazon Web Services Setting page

Follow the steps below:

i Check “Enable” in the “Function Status” field to enable the connection
to Amazon Web Services Cloud loT platform.

il Inthe “Device Data Endpoint” field, enter the information of AWS loT
Core endpoint set by AWS platform. The Device Data Endpoint can be
obtained from the setting page of AWS IloT Core, please refer to the
following:
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AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
» Device Advisor

MQTT test client

Manage

» All devices

P Greengrass devices

» LPWAN devices

P Remote actions

» Message Routing
Retained messages

» Security

» Fleet Hub

Device Software

Billing groups

Settings

Learn

AWS loT Settings

Settings

Device data endpoint info Cc

Your devices can use your account's device data endpoint to connect to AWS.

Each of your things has a REST APl available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this
endpoint.

Endpoint

v 3 om

Domain configurations

simplify ta as migrating devices to AWS IoT Core, migrating application infrastructure to

Core and maintaining brand identity.
Create domain configuration

Name Domain name Status Service type Date updated

No domain configurations

You don't have any domain configurations.

Create domain configuration

Logs nfo Manage logs

You can manage AWS loT logging to log helpful information to CloudWatch Logs.

As messages from your devices pass through the message broker and the rules engine, AWS 10T logs process events
which can be helpful in troubleshooting

Figure 8-2 : "Device Data Endpoint" Setting page of Amazon Web Services

i In the “Device Certificate”, “Private Key” and “Root CA Certificate”
fields, import the certificate and key generated from the AWS platform.
Following is the page for the download of the certificate and key WISE
need from AWS platform:
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iv

Download certificates and keys X

Download certificates and keys

Download and install the certificate and key files to your device so that it can connect securely to AWS
IoT. You can download the certificate now, or later, but the key files can only be downloaded now.

Device certificate M Download

fd4d384bb65...te.pem.crt

Key files Device Certificate

The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

Public key file [ Download

fd4d384bb65dfb66974341f..91272a7-public.pem.key

Private key file [ Download

fd4d384bb65dth66974341f..1272a7-private.pem.key

Root CA certificates Prlvate Key

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint [ Download

RSA 2048 bit key: Amazon Root CA 1

Amazon trust services EndpointRoot CA Ce rtiflcat

ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available from our

developer guides.

Figure 8-3 : Certificate and Key Download page of Amazon Web Services

In the “Thing ARN?” field, enter the information of “Thing ARN” set by
AWS platform. Following is the page for the “Thing ARN” WISE need
from AWS platform:
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AWS loT X AWS loT Manage Things WISETest2

Wl S ETEStz Info

Monitor

Thing details
Connect

Connect one device
Name

P Connect many devices
WISETest2

ARN
Test
armn:awsiiotius-west-2:968695211508:thing/WISETest2

B Device Advisor

MQTT test client
Attributes Certificates Thing groups Device Shadows

Manage

¥ All devices

Attributes (0) info
Attributes are key-value pairs that can be searchable or non-searchable. Searchable attrit

Thin FOLDS used to filter lists of things without using fleet indexing. Non-searchable attributes can b
99 P find things, but only when fleet indexing is turned on.

Thing types

Fleet metrics Key v
P Greengrass devices
P LPWAN devices

» Remote actions

P Message Routing

Figure 8-4 : "Thing ARN" page of Amazon Web Services

v In the “Client ID” field, WISE will provide a default string (with the

format of “WISE-serial number”) as the unique client ID for the WISE,
and user can change this string according to his requirement. The client
ID must be unique. If two WISEs use the same client ID to connect to
AWS platform, one of them will fail to connect.
Please Note: If users use the WISE's rule file export/import function to
copy the rule file to others WISE, the information of client ID will be
the same, so user need to manually modify the client ID after the
import operation is completed.

vi The value in “Periodical Publish Interval” field defines the time
interval to automatically and periodically send the Publish Messages
which are with the “Periodical Publish” attribute. If the value of the
“Periodical Publish Interval” field is 0, it means the “Periodical
Publish” operation is disabled. The unit of the value is second.

vii  The “Topic Prefix” field is for setting up a string as Topic Prefix. The
prefix can be used in the Publish Topic or Subscribe Topic to simply
the Topic editing. The default string of the “Topic Prefix” will be the
model name of the WISE. If there are more than one WISE controllers
in a system for AWS connection, please remember to change the
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“Topic Prefix” setting to distinguish the Publish Topic/Subscribe Topic
setting of each WISE controllers.

viii After press the “Export” button in the “Export Policy File” field, WISE

will generate the policy JSON file required by AWS platform according
to the current settings. User need to copy its content and paste it in the
policy editor of AWS platform to complete the connection between
WISE and AWS platform.
Please Note: If the user modifies the above settings (except the
certificate file), or modifies the content of the publish or subscribe
messages, the policy file must be re-exported, and the new version of
the policy file must be copied to AWS platform again.

ix After complete the operation of policy editing, click the “Testing”
button in the “Connection Testing” field to immediately connect to
AWS platform to check whether the connection setting is correct, or
not.

X The lower half section on the AWS Web Services Setting Page is for
the Publish Message and Subscribe Topic setting. The user can click
the tab of “Publish” or “Subscribe” to edit the Publish Message and
Subscribe Topic. The Interface will be shown as below:

Publish & Subscribe Setting Publish Subscribe

Nickname Topic Message

+ Add new Publish Message

| Save |

Figure 8-5 : Publish and Subscribe Setting page of Amazon Web Services

Xi  Click the “Publish” tab to edit the Publish Message. User can click on
“Add new Publish Message” to add a new Publish Message. The
Publish Message setting page is shown as below.
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Xii

Xiii

Publish Message(Message 1)

*Nickname |Message 1 |

Description | |

Message Type @ Channel Data O User-Defined Data

Interface | XV-Board v
Module | | XV116 ~
Channel ch.[o v]

[JJSON Format

Channel Data

xvboard/di/0 [JUse Prefix

*Topic

Auto Publish [JWhen the /0 channel data changed and the variation exceeds .
[JPeriodical Publish

| oK | | cancel |

Figure 8-6 : Publish Message Setting Page of Amazon Web Services

Input a name in the “Nickname” field and you could also input the

description of this Publish Message in the “Description” field.

In the “Message Type” field, select the “Channel Data” to prepare a
Publish Message with the 1/O channel value. Based on the “Channel
Data” interface, the user can select a specific /O channel value or
“All” I/O channel values for the Publish Message. If the user selects a
specific I/O channel, it means the 1/0O channel value will be bound with
the Publish Message. If the user selects “All” I/O channels, it means all
I/0 channel values will be added in the Publish Message. If the user
clicks the “JSON Format” check box, the content of the Publish
Message will be packaged in JSON format; if the “JSON” is not
selected, the content of the Publish Message will only include the 1/0
channel value. (For the I/O Channel information in JSON Format,
please refer to Appendix VII for more details.) After completing the
“Channel Data” setting, the system will automatically generate the
default Topic content in the “Topic” field. User can modify the content
of the “Topic” field if require. If the “Use Prefix” checkbox is enabled,
the string in the “Topic Prefix” field will be used as the prefix of the
Publish Topic.
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xvhoard/di/0 [JUse Prefix WISE-01D4A5111D000029/xvboard/dif0 Use Prefix

“Topic *Topic

xiv If the user selects “User-Defined Data” in “Message Type” field, the
interface will be changed to free-style editing mode. So the user can
edit the content of the message by himself via the editor. The interface

Is shown as below.
Publish Message(Message 1)

"Nickname |I'ﬂessage1 |

Description | |

IMessage Type (O Channel Data @ User-Defined Data

View Edit

*User-Defined Data

Interface | XV-Board v
Module | XV116 v

Channel | DI ~|chlo ~]

| Insert |

*Topic

Auto Publish  [JPeriodical Publish

| OK | \ Cancel |

Figure 8-7 : “User-Defined Data” Setting Page of Amazon Web Services

XV In the “Auto Publish” field, there are two options: “When the I/O
channel data changed and the variation exceeds xxx” and “Periodical
Publish”. If the “When the 1/O channel data changed and the variation
exceeds xxx” is selected, the user must assign a evaluation value, then
the system will automatically publish the message when the 1/0
channel value is changed and exceeds the evaluation value (This option
only support “Channel Data” setting in “Message Type”). If the user
selects “Periodical Publish”, it means the message will be published at
periodic time schedule based on the value in “Periodical Publish

Interval” field at Step vi.
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xvi After complete all settings of Publish Message, please click “OK”
button to add the Publish Message to the Publish Message List.
xvii Click the “Subscribe” tab to edit the Subscribe Topic. The interface is

shown as below:

Subscribe Topic(Topic 1)

"MNickname

Description

Message Type

|Topic 1 ‘

@ Channel Data O User-Defined Data

Message Format @ String OJSON
Interface | [XV-Board v
Channel Data Module | | XV116 v
Channel chjov]
xvboard/di/0 [JUse Prefix
*Topic
Auto Update (] Update to Channel
[ oK | | cancel |

Figure 8-8 : Subscribe Topic Setting Page of Amazon Web Services

xviiiInput a name in the ‘“Nickname” field and you could also input the

XiX

description of this Subscribe Topic in the “Description” field.

In the “Message Type” field, select the “Channel Data” means that the
Topic of the received message uses the Topic of the channel preset by
WISE. Under this setting, if the user selects “String” in the “Message
Format” field, he can check the “Update to Channel” in the “Auto
Update” field, and then when WISE receives the message, it will
automatically convert the message string into the numerical value and
update it to the channel output value. If the “Message Format” is
selected as “JSON”, then user can fill in the JSON format content
expected to be received into the “JSON variable Setting” field, and
WISE will parse the content of each variable and provided for use by
logic rules. The interface is shown as below:
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Message Type @ Channel Data O User-Defined Data

Message Format O String @JSON

Interface | X\-Board ~
Channel Data Module | |XV116 v
Channel chlo~]

xvboard/di/0 [JUse Prefix

"Topic

JSON Variable | be || Remove |
Setting ‘m‘

Figure 8-9 : Receive messages in JSON format of Amazon Web Services

xx If the user selects “User-Defined Data” in “Message Type” field, the
interface will be converted to free-style editing mode, and user can edit
the Topic for the subscribe message by himself. He can also set the
“Message Format” to “String” or “JSON” to parse the received
message content and provided for use by logic rules.

xxi After complete all settings on Amazon Web Services Setting Page,
please click “Save” button to save the setting. After downloading the
setting to WISE, WISE will initiate the connection to Amazon Web
Services, and start the Publish Message/Subscribe Message mechanism
with Amazon Web Services.
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8.2 Microsoft Azure Platform Setting
On the Microsoft Azure Setting page, the connection to Microsoft Azure
loT Cloud Platform can be built if required. The setting page is shown as

below:
Microsoft Azure Setting Page

Function Status Enable

Connection Type  @IloT Hub  OloT Hub DPS

*SAS Token

Keep Alive Time second(s)
Periodical Publish second(s)

Interval  nput 0 represent disable periodical publish
Connection Testing
Publish & Subscribe Setting Publish Subscribe
Nickname Message
+Add new Publish Message
®  Message 1 DL-100 Temperature(°F)
Message 2 DL-100 Humidity,

P> (seting | [Gony | [Remove |

Figure 8-10 : Microsoft Azure Setting page

Follow the steps below:

i Check “Enable” in the “Function Status” field to enable the connection
to Microsoft Azure 10T Cloud Platform.

i Select “Connection Type” as “loT Hub” or “loT Hub DPS”.

i If “loT Hub” is selected, in the “SAS Token” field, input the SAS
Token which you previously registered for this WISE from Microsoft
Azure. For the procedure to generate a SAS Token, please use Azure
loT Explorer (Download Link) to generate the SAS token of the device
in the 10T Hub as below:
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Azure IoT Explorer (preview) - o %
File Edit View Window Help

Azure loT Explorer (preview) Q1 Notifications 03 Settings

Home > ICPDASIoTHub > s > WISE-2841M > Device identity

Save © Manage keys ™

£ Device identity
Device identity

[ Device twin

—

[ Telemetry Primary connection string

< Direct method
Secondary connection string
= Cloud-to-device ...
& Module identities
Connection string with SAS token
" loT Plug and Play... X
) Symmetric key

‘ Primary key

Expiration (minutes)

525600

SAS token connection string

Connect your phone as an loT device

Connect this device to loT hub

0 Enable

Figure 8-11 : SAS Token generating interface on Azure IoT Explorer

iv If “loT Hub DPS” is selected, get “DPS Endpoint”, “DPS ID Scope”,
“Registration ID” and “Symmetric Key” parameters from the 10T Hub
Device Provisioning Service(DPS) function page on the Azure
platform.

v The value in “keep alive Time” field defines the maximum amount of
time in second that pass away without communication between the
WISE and Microsoft Azure. The ‘“keep alive interval” enables
Microsoft Azure to detect if the connection to the WISE is no longer
available without having to wait for the long TCP/IP timeout.

vi The value in “Periodical Publish Interval” field defines the time
interval to automatically and periodically send the Publish Messages
which are with the “Periodical Publish” attribute. If the value of the
“Periodical Publish Interval” field is 0, it means the “Periodical
Publish” operation is disabled. The unit of the value is second.

vii To verify whether the SAS Token setting is correct, click “Testing” in
the “Connection Testing” section, then WISE will try to connect
Microsoft Azure with the SAS Token setting, and reply the connection
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status.

viii The lower half section on the Microsoft Azure Setting Page is for the
Publish Message and Subscribe Topic setting. User can click the tab of
“Publish” or “Subscribe” to edit the Publish Message and Subscribe
Topic. The Interface will be shown as below:

Publish & Subscribe Setting Publish Subscribe

Nickname Message
+ Add new Publish Message
© Message 1 Xv308 DI
Message 2 Internal Register 1(Internal Register 1)

Setting | | Copy | | Remove

Figure 8-12 : Microsoft Azure Publish/Subscribe Setting page

iX Click the “Publish” tab to edit the Publish Message. User can click on
“Add new Publish Message” to add a new Publish Message.

Publish Message Message 3 Setting

*Nickname  |Message 3
Description
Message Type @ Channel Data ) User-Defined Data

Interface | X\-Board v
Module | Xv308 *
Channel Data
Channel | DI ¥ | Ch.|O(di0) *

¥/ JSON Format

When the /O channel data changed and the variation exceeds 1
Periodical Publish

Auto Publish

OK | | Cancel

Figure 8-13 : Microsoft Azure Publish Message setting page

X Input a name in the “Nickname” field and you could also input the
description of this Publish Message in the “Description” field.

Xi In the “Message Type” field, select the “Channel Data” to prepare a
Publish Message with the I/O channel value. Based on the “Channel
Data” interface, the user can select a specific 1/0 channel value or
“All” I/O channel values for the Publish Message. If the user selects a
specific 1/0O channel, it means the 1/0 channel value will be bound with
the Publish Message. If user select “All” /O channels, it mean all I/O
channel values will be added in the Publish Message List. If the user
click the “JSON Format” check box, the content of the Publish
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Message will be packaged in JSON format; if the “JSON” is not
selected, the content of the Publish Message will only include the I/O
channel value. (For the 1/0 Channel information in JSON Format,
please refer to Appendix VII for more details.) The user can select
“User-Defined Data” in “Message Type” field to edit the Publish
Message on the free style editing interface. The user interface is shown
as below.

Message Type Channel Data ® User-Defined Data

View Edit

*User-Defined Data

Interface | X\/-Board hd
Module | X\V308 v
Channel |D

v | ch.[o(dio) ¥

Insert

Figure 8-14 : “User-Defined Data” Setting Interface of Microsoft Azure

xii The timing to publish message is set in the “Auto Publish” field, there
are two options: “When the I/O channel data changed and the variation
exceeds xxx” and “Periodical Publish”. If the “When the /O channel
data changed and the variation exceeds xxx” is selected, the system
will automatically publish the message when the 1/0 channel value is
changed and exceeds the evaluation value (This option only support
“Channel Data” setting in “Message Type”). If the user selects
“Periodical Publish”, it means the message will be published at
periodic time schedule based on the value in “Periodical Publish
Interval” field at Step iv.

xiii After completing all settings of Publish Message, please click “OK”
button to add the Publish Message to the Publish Message List.

xiv Click the “Subscribe” tab to edit the Subscribe Topic. The user
interface is shown as below:
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Publish & Subscribe Setting Publish Subscribe

Target Remove
Variable Name  Action Remove

Add

Save

Figure 8-15 : Microsoft Azure Subscribe Topic setting page

xv In the “Variable Name” field, user can input the name of the variable
which is defined in the message of the Subscribe Topic. After
completing the settings, click the “Add” button to add the variable. For
the message the WISE receives from Microsoft Azure is based on
JSON format, the WISE will get the corresponding value of the
variable from the received message. The following is an example of a
message the WISE receives:

{
"Target":"door",
"Action":"open",
"Timestamp™:"2016/10/17 15-17-22"
}

In this example, the “Target” and “Action” variable setting will be
performed first. Each time when the WISE receives the message, it will
retrieve the corresponding value of the “Target” and “Action” variables
from the message. The value of the variables can be used in the
evaluation criteria of IF Condition to trigger THEN/ELSE Action for
WISE logic operation.

xvi After completing all settings on the Microsoft Azure Setting Page,
please click “Save” button to save the settings. After downloading the
settings to WISE, WISE will initiate the connection to the Microsoft
Azure, and start the data communication with the Microsoft Azure.

8.3 IBM Bluemix Platform Setting
On the IBM Bluemix Setting page, the user could enable the connection to
IBM Bluemix loT Cloud Platform if required. The setting page is shown as
below:
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IBM Bluemix Setting Page

Function Status ¥ Enable
*Organization ID
*Device Type

*Device ID

*Device
Authentication Token

Keep Alive Time |60 second(s)
Periodical Publish |5 second(s)
Interval nput 0 represent disable pericdical publish

Connecticn Testing Testing

Publish & Subscribe Setting Publish Subscribe

Nickname Message
+ Add new Publish Message
1 XV308 DI0(di0)
Filt=9 XV308 DI1
g 3 XV308 DI2
s 4 XV308 DI3
e 5 DL-100 Humidity
FE 6 DL-100 Temperature(°C)
e 7 DL-100 Temperature(*F)

Sefting | | Copy | | Remove

Save

Figure 8-16 : IBM Bluemix Setting page

Follow the steps below:

i Check “Enable” in the “Function Status” field to enable the connection
to IBM Bluemix IoT Cloud Platform.

i In the “Organization ID”, “Device Type”, “Device ID” and “Device
Authentication Token” fields, input the data you previously registered
for this WISE from IBM Bluemix. After you completing the device
settings on IBM Bluemix for the WISE, IBM Bluemix will reply you the
device information similar as below.

##& D pg2yw1

=ZEER WISE-5231

ZEID WISE-5231_3

ERIAE token

- Rk 7K&VXMO IO

Just refer to the information and complete the setting at WISE Web page.
iii The value in “keep alive Time” field defines the maximum amount of
time in second that pass away without communication between the
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WISE and IBM Bluemix. The “keep alive interval” enables IBM
Bluemix to detect if the connection to the WISE is no longer available
without having to wait for the long TCP/IP timeout.

iv The value in “Periodical Publish Interval” field defines the time interval
to automatically and periodically send the Publish Messages which are
with the “Periodical Publish™ attribute. If the value of the “Periodical
Publish Interval” field is O, it means the “Periodical Publish operation is
disabled. The unit of the value is second.

v Click “Testing” in the “Connection Testing” section, then WISE will
try to connect IBM Bluemix, and reply the connection status to verify
the setting is correct, or not.

vi The lower half section on the IBM Bluemix Setting Page is for the
Publish Message and Subscribe Message setting. User can click the tab
of “Publish” or “Subscribe” to edit the Publish Message and Subscribe
Message. For the settings of the Publish Message, please refer to “8.2
Microsoft Azure Setting” section.

vii Click the “Subscribe” tab to edit the Subscribe Message. The user
interface is shown as below:

Publish & Subscribe Setting Publish Subscribe

Room1 Remoave

Command Name  |Room2 Remave
Add

Target Remove

Variable Name  |Action Remoave
Add

Save

Figure 8-17 : IBM Bluemix Subscribe Message setting page

viii In the “Command Name” field, the user can specify the command
strings to be sent from the IBM Bluemix to the WISE-521xx. The
content of “Command Name” setting can be used as the IF Condition
of IF-THEN-ELSE logic rule to filter the commands sent from IBM
Bluemix. WISE can be set to only receive the commands that are
pre-defined in the field, the other commands will be ignored by WISE.

ix In the “Variable Name” field, user can input the name of the variable
which is defined in the message of the Subscribe Topic. After
completing the setting, click the “Add” button to add the variable. For
the message the WISE receives from IBM Bluemix is based on JSON
format, the WISE can also get the corresponding value of the variable
from the received message. Following is an example of the message
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which WISE receives:

{
"Target":"door",
"Action":"open",
"Timestamp":"2016/10/17 15-17-22"
}

In this example, the “Target” and “Action” variable setting will be
performed first. Each time when the WISE receives the message, it will
retrieve the corresponding value for the “Target” and “Action” variables
from the message. The value of the variables can be used in the
evaluation criteria of IF Condition to trigger THEN/ELSE Action for
WISE logic operation.

X  After completing all settings on the IBM Bluemix Setting Page, please
click “Save” button to save the settings. After downloading the settings
to the WISE, the WISE will initiate the connection to  IBM Bluemix,
and start the Publish Message/Subscribe Message mechanism with
IBM Bluemix.
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8.4 MQTT Setting
WISE provides complete MQTT Client function. The MQTT Client can
connect with two (Maximum) MQTT Brokers concurrently. In order to enable
the MQTT Client function, user has to complete the setting of the WISE’s
Publish Topic and its message content with the MQTT Brokers, and also the
setting of the WISE’s Subscribe Topics. In addition, WISE provides the
“Topic Import/Export” function. It will help user to organize the MQTT
topics from different MQTT devices in an easy way. The configuration page
for MQTT setting is shown as below.

8.4.1 Broker Setting
WISE provides the setting for two (Maximum) MQTT Brokers. It can
Publish/Subscribe the Topic with the two MQTT Brokers at the same
time, and the Topic setting for the two Brokers is also independent.
The configuration page of MQTT Broker setting is shown as below:

MQTT Setting Page ‘ Broker Setting ‘ Topic Import/Export

MNicknarne Address Port Initial Status

+Add new MQTT Broker

Eroker 1 m11.cloudmott.com 19193 Enable

BEroker 2 192.168.100.93 1883 Enable

Setting | | Copy | | Remove

Sawve

Figure 8-18 : MQTT setting page (Broker)

The settings steps are as below:

i Click the “Broker Setting” tab on the right-top corner of “MQTT
Setting Page”.

i Click on “Add new MQTT Broker” to add the new MQTT Broker.
After clicking the “Add new MQTT Broker”, the MQTT Broker
Setting Page will appear. The upper half area of the setting page is
about the Broker parameters setting. It will be shown as below:
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Vi
Vil

viii

Broker Broker 1 Setting

*Nickname  |Broker 1

Description

Broker Attribute Setting

Initial Status @ Enable © Disable

*Address

Port  |1883

Authentication Enable

Client ID

Encryption Enable(SSL/TLS) ® Disable

Keep Alive Time |60 second(s)

Connecfion Testing Testing

Message Setting

Last Wil Enable

Periodical Publish |5
Interval

second(s)

nput 0 represent disable periedical publish

Topic Prefix  |WISE-5231

Figure 8-19 : MQTT Broker Parameter setting page

In the Broker parameters setting page, you can input the name of
the Broker in the “Nickname” field and you could also input the
description of this Broker in the “Description” field.

Check “Enable” or “Disable” in the “Initial Status” field to enable
the initial connection status with the Broker. If the user clicks
“Enable”, it means the WISE will start the communication with the
Broker after it is powered on.

Enter the Broker IP address (or domain name) in the “Address”
field.

Enter the Broker Port number in the “Port” field.

If the Broker requires account and password validation, please
select the “Enable” checkbox in the “Authentication” field, and
enter the login ID and password in the “ID” and “Password” fields
to login into the Broker. If the Broker doesn’t need account and
password validation, uncheck the “Enable” checkbox and go
directly to next step.

Enter the Client ID information in the “Client ID” field. The Client
ID is used for Broker to verify if the MQTT Client is allowed to
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Xi

xii

Xiii

Xiv

connect to the Broker or not. If the Broker does not require
Client ID for the connection, this field can be ignored.

If the SSL/TLS encryption mechanism is required for the
connection between the Broker and the WISE via MQTT, click
the “Enable” checkbox of the “Encryption” field to enable this
function.

The value in “keep alive Time” field defines the maximum time
that should pass without communication between the WISE and
the Broker. The WISE will ensure that at least one message travels
across the network within each keep alive period. In the absence of
a data-related message during the time period, the WISE sends a
very small MQTT “ping” message, which the Broker will
acknowledge. The keep “alive interval” enables the WISE to detect
when the Broker is no longer available without having to wait for
the long TCP/IP timeout. The unit of the value is second.

To verify whether your Broker setting is correct, click “Testing” in
the “Connection Test” section, then WISE will try to connect to the
Broker and reply the connection status.

Click the “Enable” checkbox in the “Last Will” field to allow the
Broker to send the alarm Topic to other MQTT client devices when
WISE lost connection to the Broker. After clicking the “Enable”
checkbox, the setting of Last Will Topic, Message content and QoS
will be brought up.

< Enable
*Topic
Last wvill
*Message

Clos =0 o1 2

The value in “Periodical Publish Interval” field defines the time
interval (in second) to send all Publish Topics with the “Periodical
Publish attribute automatically and periodically. If the value of
the “Periodical Publish Interval” field is 0, it means the “Periodical
Publish” operation is disabled.

The “Topic Prefix” field is for setting up a string as Topic Prefix.
The prefix can be used in the Publish Topic or Subscribe Topic to
simply the Topic editing. The default string of the “Topic Prefix”
will be the model name of the WISE. If there are more than one
WISE controllers in a system for MQTT connection, please
remember to change the “Topic Prefix” setting to distinguish the
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Publish Topic/Subscribe Topic setting of each WISE controllers.

xv  The lower half area of the MQTT Broker Setting Page is for the
Publish Message and Subscribe Topic setting. User can click the
“Publish” tab or “Subscribe” tab on the right-top corner of
“Publish & Subscribe Setting” to edit the Publish Message and
Subscribe Topic. The Interface will be shown as below:

Publish & Subscribe Setting

Nickname

Message 1

Message 2

Message 3

Message 4

Message 5

Message 6

Message 9

Message 10

Topic

+ Add new Publish Message

WISE-5231/xvboard/di/0

WISE-5231/xvboard/dif1

WISE-5231/xvboard/di/2

WISE-5231/xvboard/dif3

WISE-5231/xvboard/di_counter/0

WISE-5231/xvboard/di_counter/1

WISE-5231/xvboard/do/4

WISE-5231/xvboard/do/5

Setting | | Copy | | Remove

OK

Cancel

Publish Subscribe

Message

XV308 DI0(di0)

XV308 DI1

XV308 DI2

X308 DI3

X308 DI Counter 0(di0)

XV308 DI Counter 1

X308 DO4

X308 DO5

Figure 8-20 : Publish Message and Subscribe Topic setting page

xvi Click the “Publish” tab to edit the Publish Message. Click on “Add
new Publish Message” to add a new Publish Message. The

Interface will be shown as below:
Publish Message Message 1 Setting

*Nickname

Description

Message Type

Channel Data

*Topic

QoS

Retain

Auto Publish

® Channel Data

Message 1

Interface | XV-Board
Module | XV310
Channel | DI

JSON Format

xvboard/di/0

®0 O1 02

Enable

User-Defined Data

¥ Chj0

When the I/O channel data changed and the variation exceeds 1

Periodical Publish

OK

Figure 8-21 : Publish Message Setting Page
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xvii Input a name in the “Nickname” field and you could also input the
description of this Publish Message in the “Description” field.

xviiiIn the “Message Type” field, select the “Channel Data” to prepare
a Publish Message with the I/0O channel value. Based on the
“Channel Data” interface, user can select a specific 1/0 channel
value or “All” I/O channel value for the Publish Message. If the
user selects a specific I/0 channel, it means the 1/0 channel value
will be bound with the Publish Message. If the user select “All”
I/O channels, it mean all 1/0 channel values will be added into the
Publish Message List. If the user click the “JSON Format” check
box, the content of the Publish Message will be packaged in JSON
format; if the “JSON” is not selected, the content of the Publish
Message will only include the I/O channel value. (For the 1/0
Channel information in JSON Format, please refer to Appendix
V11 for more details.). After completing the “Channel Data” setting,
the system will automatically generate the default Topic content in
the “Topic” field. User can modify the content of the “Topic” field
if require. If the “Use Prefix” checkbox is enabled, the string in the
“Topic Prefix” field will be used as the prefix of the Publish Topic.

xvbcardcid Use Prefi WISE-5231 xvhoardidi0

*Topic *Topic

The user can select “User-Defined Data” in “Message Type” field
to edit the Publish Topic and its binding message on the free style
editing interface. The user interface is shown as below.

Message Type Channel Data ® User-Defined Data

View Edit

*User-Defined Data

Interface | X\V-Board
Module | XV308 *
Channel | D

~| ch.[0(dio) v

Insert

Figure 8-22 : Publish User-Defined Message Setting Page

xix In the “Qo0S” field, user can select 0, 1, 2 for the QoS(Quality of
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Service) setting for the Publish Message.

xx In the “Retain” field, user can click the “Enable” checkbox to keep
the Publish Message in the Broker.

xxi The timing to publish message is set in the “Auto Publish” field,
there are two options: “When the I/O channel data changed and the
variation exceeds xxx” and “Periodical Publish”. If the “When the
I/O channel data changed and the variation exceeds XxX” is
selected, the system will automatically publish the topic when the
I/O channel value is changed and exceeds the evaluation value
(This option only support “Channel Data” setting in “Message
Type”). If user selects “Periodical Publish”, it mean the topic will
be published at periodic time schedule base on the value in
“Periodical Publish Interval” field.

xxii After completing all settings of Publish Topic, please click “OK”
button to add the Publish Topic to the Publish Message List.

xxiiiClick the “Subscribe” tab to edit the Subscribe Topic. The user
interface is shown as below.

Publish & Subscribe Setting Publish W\
Nickname Topic
+ Add new Subscribe Topic
Topic 1 WISE-7504M/ac/1
Topic 2 WISE-5231/SET/ir/6

Sefting | | Copy | | Remove

Figure 8-23 : MQTT Subscribe Setting Page

xxivClick on “Add new Subscribe Topic” to add a new Subscribe Topic.
The Interface will be shown as below:
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Subscribe Topic(Topic 1) Setting

*Nickname ‘Topic 1 |

Description ‘ |

[DJUse Prefix

*Topic

‘ || Remove

JSON Name
QoS @0 O1 O2

|E\ | cancel |

Figure 8-24 : MQTT Subscribe Topic Setting Page

xxv Input a name of the Subscribe Topic in the “Nickname” field, and

you could also input the description of this Subscribe Topic in the
“Description” field. In the “Topic” field, user can input the content
of the Subscribe Topic. After completing all settings of Subscribe
Topic, please click “Add” button to add the Subscribe Topic to the
Subscribe Topic List.
The value of the Subscribe Topic can be wused in the
IF-THEN-ELSE logic evaluation, and also be recorded in the
MQTT Data Logger. If the payload format of the subscribe topic is
JSON, and users want to get values of some specific keys for
IF-THEN-ELSE rules or calculation, they could add the keys into
“JSON Name” fields. In addition, all Internal Registers and the 1/O
modules connected to WISE have their own default definition of
Subscribe Topic. It allows user to change the value of the Internal
Register and the value of the output channel of 1/0 module by
MQTT protocol. Please refer to Appendix VII for detailed
information.

xxviAfter completing all settings of the Broker, please click “OK”
button to return to add the MQTT Setting Page. And then click
“Save” button to save all MQTT Broker settings.

8.4.2 Topic Import/Export Setting
WISE provides the Topic Import function so the users can import the
MQTT Topics settings from other MQTT client devices easily. Click
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on “Topic Import/Export” tab, and click “+ Import Topic” to add new
MQTT Topic setting into the WISE. And select the topics to be
imported. The Topic Export function allows to export the MQTT
Topics that the WISE is using to a document file, and it can be a
reference for integration with the back-end Server. The Topic
Import/Export Setting page is shown as below.

MQTT Setting Page Broker Setting Topic Import/Export
< Mickname Topic
+ Import Topic
+ Topic 1 Temperature
+ Topic 2 dooristatus
+ Topic 1 devicesswitch
Export

Save

Figure 8-25 : MQTT Topic Import/Export setting page

All MQTT Publish Topics and Subscribe Topics that the WISE is using
now will be shown in the setting page. Click the “Export” button will
collect all topics into the “topics.csv” file. The format of the
“topics.csv” file is “The_nickname_of_Topic, Topic message”. Please
refer to the following figure:

'

Save

ICP DAS Co., Lid. All Rights Reserved

WEE REE #E0 BREO HREE

Topic 1,Temperature
Topic 2,door/status
Topic 1,device/suwitch

k] fopicscs .[

Figure 8-26 : The Export of MQTT Topic

To use the Topic Import function, please prepare a document with the
same format as “The_nickname_of Topic, Topic message”. Click the
“+ Import Topic” button, then browse through to select the document
which includes the MQTT Topic and click “Open”. If the format is
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correct and the import process is successful, the system will show an
“Import successfully”” message box.

After importing the MQTT Topic successfully, there the Imported
Topic list will be shown in the “Topic” field of the Publish & Subscribe
Setting page. The user can select a specific topic from the Imported
Topic list, and click “Use” button to use this imported topic.

Publish & Subscribe Setting Publish Subscribe

*Mickname  Message 3
Message Type = Channel Data User-Defined Data

Interface | =v-Board v
Channel Data hodule | X107 v
Channel | DI v/ Ch/o «

WISE-52004vhoard/di/l

Irnpart | Topic 1 - Temperature v || Use

*Topic

When the V0 channel data changed and the variation exceeds 1
Periodical Publish

Auto Publish
Add

Figure 8-27 : The Import of MQTT Topic

8.5 loTstar Connection Setting
The section is for user to complete the connection setting between WISE
and loTstar or “ICP DAS loTstar Trial Service”. Please follow the steps
below for the setting:
i Click “Enable” of the “Function Status” field to enable the connection
to loTstar.

loTstar Connection Setting

Function Status Enable

il Two options : “User-built IoTstar” and “loTstar Trial” are available for
selection.
If users select “User-built loTstar”, please click

©‘Specify an address of server ‘ in the “Server Address”

field, then input the IP address or Domain Name of the PC or Platform
(with loTstar installed). Enter the login username and password in the
“Username” and “Password” fields. WISE will login and connect to the
loTstar by the information provided.
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loTstar Connection Setting

Function Status Enable
OICP DAS loTstar Trial Service - Create Account

Server Address |© 192.168.100.252 |

*Username |Wayne1 |

RIS pe—— |

Connection Status  Disable

Save

Figure 8-28 : IoTstar Connection Setting Page(1)

If users want the WISE to connect the “loTstar Trial”, please click
@ICP DAS loTstar Trial Service jn the “Server Address” field, then enter
the login username and password (require to apply in advance) in the
“Username” and “Password” fields. WISE will login and connect to the
“loTstar Trial”” by the information provided.

Please Note: For the account application of the “loTstar Trial”, please
refer to the instructions in Appendix IX: ICP DAS “loTstar Trial”
account application.

loTstar Connection Setting

Function Status Enable

@ [CP DAS loTstar Trial Servicel- Create Account

*S Add
erver ress O | Specify an address of server

*Username |Wayne1 |

IO pr— |

Connection Status  Disable

Figure 8-29 : loTstar Connection Setting Page(2)

iii After all settings are completed, click “Save” button to save the
changes. After download the setting to WISE, WISE will connect to
loTstar, and the user can review the current connection status between
WISE and loTstar through the information displayed in the
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“Connection Status” field.

loTstar Connection Setting

Function Status

*Server Address

*Username

*Password

¥ Enable

ICP DAS Tnial Service - Create Account
* 192 168.100.252

wayne1

Connection Status

Connected.

Save

Figure 8-30 : IoTstar Connection Status

iv If the “Connection status” field shows the “Connected” message, it
means the connection between the WISE controller and loTstar is in
normal status. The authorized users now can login to the loTstar (with
the username and password set in “Step iii”) to perform remote
monitoring and maintenance of the WISE.
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8.6 loTstar Real-Time Data Sending Setting
loTstar can receive the real-time 1/O data uploaded by WISE, and import
the data into the database it created. The setting page is shown as below:

Real-Time Data Sending Setting Page

Function Status ¢/ Enable
Add Channel
Interface COM3 v

Module DL-100(5:H/T Meter) *

Channel |Al ¥ | Ch.|All r
Insert
Channel List

Channel *Name

COM3 DL-100(5:H/T Meter) Humidity(RH) COM3-N2-Al0

COM3 DL-100(5:H/T Meter) Temperature(*C)(*C) COM3-N2-Al1
O COM3 DL-100(5:H/T Meter) Temperature(°F)(°F) COM3I-N2-Al2
N Remove

Save

Figure 8-31 : loTstar Real-Time Data Sending Setting page

Follow the steps below:

i In the “Function Status” field, check “Enable” to enable the Real-Time
I/0O data upload operation.

il In the “Add Channel” section, select the “Interface”, “Module” and
“Channel” from the dropdown list and click “Insert” to add the I/O
channel into the “Channel List” section. User can select “All” in
“Channel” field to insert all I/O channels of the module at once.

it WISE will actively send the Real-Time I/O channel data which is
located in the “Channel List” section to loTstar. User can modify the
database field name of the 1/O channel data in the “*Name” field. To
remove a pre-set 1/O channel, please click the radio button in front of
the pre-set 1/0O channel and then click “Remove” button.

Please Note:

€ The name inputted in the “*Name” field must be a unique name.

€ The name set in the "*Name" field will be saved in the "Name" field of
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the Real-Time Data Table that loTstar creates for the WISE (Please
refer to Appendix VI of loTstar User Manual). These names can be
used later for further query operations of the Database.

Channel List
Channel *Name
COM3 DL-100(5:H/T Meter) Humidity(RH) COM3-N2-Al0
COM3 DL-100(5:H/T Meter) Temperature(*C){*C) COM3-N2-Al1
. COM3 DL-100(5:H/T Meter) Temperature(°F)(°F) COM3-N2-Al2
I\\\J> Remove

Figure 8-32 : Channel Names of Realtime data table of loTstar database

IV After all settings are completed, click “Save” button to save the setting.

8.7 loTstar Historical Data Sending Setting
loTstar can receive the history 1/0O data uploaded by WISE, and import the
data into the database it created. The setting page is shown as below:
Historical Data Sending Setting Page

Enable

Function Status . ! ) ) )
‘You need to enable the /O Module Data Logger function to use this function

Save

Figure 8-33 : loTstar Historical Data Sending Setting page

Follow the steps below:

i To enable WISE's historical 1/0 data upload operation, users need to
enable “I/O Module Data Logger” function first. More detailed setting
information please refers to the section “7.1 I/O Module Data Logger

i Check “Enable” to enable the Historical Data Sending function, and

click “Save” button to save the setting.

8.8 loTstar Video Data Sending Setting
WISE supports to send the snapshots or video files captured by iCAM
cameras or other devices to loTstar. loTstar would save the uploaded files
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and perform the following actions:

® Save the event to trigger image/video recording, the event time, and
the path to store image/video files into the database for further use.

® With loTstar Dashboard Service package, users can build their own
dashboard, and use “Video Event List” widget to display the event list
and event image/video files.

® \With loTstar Bot Service package, loTstar can forward the uploaded
image/video files to the LINE accounts that bind with the loTstar
server.

About the detail of loTstar Dashboard Service and loTstar Bot Service,

please check the loTstar web page. Video Data Sending Setting page shows

as the following. When the setting is completed, WISE would upload the

images and videos from the specific resource to loTstar. The source of the

image or video files includes following types:

® [P Camera: If the WISE controller connected with ICP DAS iCAM
series IP cameras, it is able to collect the snapshot or video files
captured by iCAM cameras.

® Sendbox: Upload files to the specific path (/Sendbox/loTstar) of the
FTP server on the WISE.

® CGl server: Connect to CGI servers and get the image files with CGI
commands. (For example, users can use WISE controllers to connect
with general IP cameras, and get snapshot files with CGl commands.)

a .
wiseszamace | 2B & @
ﬁe; Web Inside, Smart Engine e = ﬂ

DAS OK @932554MB

Instant Message

System Setting Module Setting Logger Setting loT Platform Setting Advanced Setting Rule Setting Channel Status  |P Camera Status

m Sefting  Video Data Sending Setting

ft Azure Platform Video Data Sending Setting Page IP Camera Sendbox CGl Server

Source Function Status Content of Attached Message
IBM Bluemix Platform Setting
y ICAM-MRE422X

MQTT Setting ® (192 168 100.94:80) D=

loTstar Setting —
\ Setting \
Real-Time Data Sending

Setting

\ Save |
Historical Data Sending —
Setting

I Video Data Sending Setting

Bot Service Message Setting

Figure 8-34 : loTstar Video Data Sending Setting page (1)

Follow the steps below:
i To select the data resource for image/video data sending, click on one
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of the tabs: “IP Camera”, “Sendbox” and “CGIl Server” at the
right-upper corner of the Video Data Sending Setting page.

il To send the desired files, please specify and click on the radio button of
the file source, and click the “Setting” button to enter the setting page.

iii Check the “Enable” function, and then the message setting interface
will be shown as below. Enter the message content in the “Content of
Attached Message” field to discribe the video data resource. WISE
provides an “Real-time variable editor” to add current 1/O channel data

or Internal Register data into the messages.
IP Camera iCAM-MR6E6422X(192.168.100.94.80) Video Data Sending Setting

Function Status  EdEnable

View Edit

*Content of Attached
Message

The image will be sent with this message.

Bot Service [JForward to Bot Service

| OK \ \ Cancel \

Figure 8-35 : loTstar Video Data Sending Setting page (2)

iv If the loTstar enabled Bot Service package, check “Forward to Bot
Service” to send the image/video data of the data resource to the
specific LINE account.

v Click the “OK” button to save the setting of the data resource.

Vi After you finish all the “Video Data Sending” settings, click “Save”
button to save the settings.

8.9 loTstar Bot Service Message Setting
When WISE is set to connect to an loTstar server and the loTstar server
enables Bot Service function, WISE can send message or forward
image/video data to the LINE accounts that bind with the loTstar server. In
the Message setting page, users can edit the messages which would be sent
to loTstar Bot Service with pre-input strings and realtime 1/0 channel data.
The configuration page is shown as below:
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Bot Service Message Setting Page

Nickname Content

+ Add new message

| Save \

Figure 8-36 : loTstar Bot Service Message Setting page (1)

Follow the steps below:
I Click “Add new message”, the Bot Service Message Setting page will
appear as following:

Message Message 1 Setting

*Nickname |Message 1

Description ‘

View Edit

*Content

| oK | | Cancel |

Figure 8-37 : loTstar Bot Service Message Setting page (2)

i Input name in the “Name” field and you could also input the
description of this LINE message in the “Description” field.

iii Enter the message content in the “Content” field. WISE provides an
“Real-time variable editor” to add current I/O channel data or Internal
Register data into the messages.

iv After complete all settings, click the “OK” button to confirm the
message setting, and return to the Message Setting page.

v Repeat steps i ~ iv to complete settings of all messages for loTstar Bot
Service.

vi After you finish all the Message settings, click “Save” button to save
the settings.
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9 Advanced Setting

Advanced Setting provides additional features and allows you to perform more setting
on the WISE. Click on the Advanced Setting button, a column of buttons will appear
on the left of the page:

@ Internal Register Setting (Include Math Formula Editing Function)

@ Timer Setting

@ Schedule Setting

€ Email Setting

€ SMS Setting

€ SNMP Trap Setting

@ CGI Command Setting

@ LINE Notify Setting

@ Telegram Setting

@ Active 1/0 Setting

@ Channel Status Setting

@ Ping Setting

After complete the Advanced Setting, all the setting you define in the section will be
the property in the IF-THEN-ELSE rule setting page. Please note: In order to avoid
possible error when performing rule definition (IF-THEN-ELSE), please always
finish configuration in Advanced Setting before starting to define Rules. Avoid
unnecessary change in Advanced Setting after you finish rule definition. Unexpected
errors might occur if you violate this sequence: Advanced Setting—> Rule Setting. In
case you make any modification, please double check your settings and Rules
definition to make sure no errors are present. The following sections will describe
more detailed information for these configurations.

9.1 Internal Register Setting

WISE provides 100 Internal Registers; they can be used to hold temporary

variables. The supported format type of Internal Register are as follows:

® String
16-bits Signed Integer
16-bits Unsigned Integer
32-bits Signed Long
32-bits Unsigned Long
32-bits Floating Point
® 64-bit Signed Long
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® 64-bit Unsigned Long
® 64-bit Double

The data on the registers or each bit of the data can be read and evaluated in
IF Condition, and be written or calculated after performing a THEN/ELSE
Action. The data can also be read/written on the Registers via Modbus
command. Each Internal Register features the “Retain Variable” mechanism,
and the value stored in it will not be reset to zero due to program
interruption or controller power failure. Please Note: If the Internal Register
is set to String format type, the “Retain Variable” mechanism will be
disable.

In addition. WISE supports math formula editing function. Users can set
I/0 channels to be the variables, and use the following operators to edit the
formula:

® Plus “+”

Minus “-”

Times “*”

Divide “/”

Superscript “A”

Left parenthesis “(” and Right parenthesis )’

Users can edit different formula in each Internal Register. WISE will
calculate the results of all formulas repeatedly, and save the results into the
corresponding Internal Registers for IF-THEN-ELSE rule checking or data

logging.

The settings are as following steps:

I Select the No of the Internal Register from the dropdown list and input
“Name”. If the nickname of the register is not inputted, the name will
be automatically set as “Internal Register#” (#is the number of the
register).

i In the “Type” field, select the data type of the Internal Register. There
are nine options: “String”, “16-bits Signed Integer”, “16-bits Unsigned
Integer”, “32-bits Signed Long”, “32-bits Unsigned Long” and “32-bits
Floating Point”, “64-bits Signed Long”, “64-bits Unsigned Long”. The
default data type is “32-bits Floating Point”.

iii In the “Initial value” field, assign the initial value of the Internal

Register, then click @ to create a new Internal Register, and add to
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the list. (If the data type is Numeric, the default setting is 0, and if the
data type is String, the default setting is Null.)
Iv Repeat steps i~iii to complete settings of all Internal Register.

Internal Register Setting Page

No. Nickname Type Initial Value
& 3 v 32-bit Floating Point ~ » 0
1 Temp1 32-bit Floating Point 0
2 Temp2 32-bit Floating Point 0
81 Retain Register 1 32-bit Floating Point 0
100 Retain Register 2 32-bit Floating Point 0

Setting = Copy | Remove

Save

Figure 9-1 : Internal Register List Page

v To modify the settings of a pre-set Internal Register, please click on the
radio button in front of the Internal Register, and then click on
“Setting” to modify the settings.

vi In the Internal Register Setting Page, user can modify the setting
of ”Nickname”, “Type” and “Initial Value” and “Retain Variable” of
Internal Register in the Internal Register Setting page, and input the
description of this Internal Register in the “Description” field. If users
want to use the bit value of the Internal Register in the IF condition
setting, then please click on the rectangle at the right-side of “Bit
Nickname” field to set up the nickname for each bit of the Internal
Register.
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Internal Register(Internal Register 1) Setting

No. 1

*Nickname ||nterna| Register 1 |

Description | |

Type [32-bit Floating Point +]

nitial Valve [0 ]

Retain Variable [ Enable

Bit Nickname

Formula Setting

Function Status EEnable

Wiew Edit

*Content of Formula

- Minus *Times / Divide * Superscript () Parenthesis

Verification

Figure 9-2 : Internal Register Setting page

vii If users need to perform math operations, check “Enable” in the
Formula Setting section and edit math formula in the “Content of
Formula” field. Users can select the “Interface”, “Module” and
“Channel” from the dropdown list and click “Insert” to add a channel
value encoded string into the formula, and use the operators as “+”, “-”,
xR e e and “)” to edit the formula. For example, if user edit a
formula as below:
1000*$C4M6ro0 + 100*$C4M6rol - 20*$C4M6ro2 / 10"$C4M6r03
In the “View” tab, it would be displayed in the real index format of the
channel as:

1000%M-7024 ACO| + 100*|M-7024 AO1| - 20%|M-7024 AO2| / 10* |M-7024 AO3
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Please note: Do not modify the channel value encoded string when you
are editing the formula. It may cause failures when WISE reads the
channel value.

In addition, click the “Verifying” button could check the result of the
formula.

. . - feri C
Verification Ver’lf‘fll'lg \'\'E“rul'fy' SI_IL:'I_IE”E??ILH[W__'PF - 20%3.000 / 10~1.000=1094.000

_____________

Please note: Before you click the “Verifying” button, please confirm
that the 1/0 module setting is saved to WISE if you use the 1/O
channels in the formula. Otherwise, the test result would be error
because the 1/0 module is not found.

viii Click on “OK” to confirm the setting and return to the Internal Register
list page.

ix After return to Internal Register list page, if user want to copy the
settings of a pre-set Internal Register to the new Internal Register,
please click the radio button in front of the pre-set Internal Register and
then click “Copy”, a new Internal Register (in sequence) will be added
to the list and the settings of the old Internal Register will be copied to
this newly added Internal Register.

X To remove a pre-set Internal Register, please click the radio button in
front of the pre-set Internal Register and then click “Remove”.

xi After all Internal Register settings are completed, click “Save” button
to save the changes.

9.2 Timer Setting

WISE provides “Timer” for timing functions. The Timer status can be
“Stop”, “Not Timeout” or “Timeout”. They can be included in the IF
Condition statements. The Timer Action can be “Start”, “Reset”, “Pause” or
“Resume”. The Start Action will start to run the Timer and if the Start
Action is triggered one more time when the Timer is running, the Timer will
restart again. The Reset action will reset the Timer and stop running the
Timer. The “Pause” action will pause the Timer counting temporarily. The
“Resume” action is to let the Timer to leave the “Pause” mode, and
continue the Timer counting for the rest second of the Timer.
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Timer Stop Not Timeout Timeout
Status l l

Timer Period

Timer
Action

Start Pause Resume Reset

Figure 9-3 : Timer Status and Actions

Follow the following steps :

Input the nickname of the timer in the “Nickname” field.

Specify the initial status of the timer from the dropdown list of the

“Initial Status” field. The “Initial Status” could be “Stop” or “Start”

status.

Specify the period interval in units of seconds. There are two options

to setup the period interval:

M Assign Period: Input the period interval in units of seconds
manually.

&) Stop ¥ Assign Period ¥ | 1 second(s)

M Internal Register: Assign the period interval as the value of the
selected Internal Register.

\-B Stop * Internal Register ¥ | No.| 1(IR1)

Please note: The user must setup Internal Register before using Internal
Register as timer period. Please refer to “9.1 Internal Register” to setup
Internal Register.

“~

iv Click 3+ button to create a new Timer, and add to the Timer list.

http://wise.icpdas.com 162



ICP DAS WISE User Manual

Timer Setting Page

MNickname Initial Status Period
\-_B Stop + Assign Period  ~| |10 second(s)
®  Timer1 Stop 10 second(s)

I Setting ] [ Copy | I Remove ]

Figure 9-4 : Timer List Page

v Repeat steps i~iv to complete settings of all Timers.
vi To modify the settings of a pre-set timer, please click on the radio
button in front of the timer, and then click on “Setting” to modify the

settings. The setting user interface is as following:
Timer Timer1 Setting

*Nickname | Timer1
Description

Initial Status Stop ¥

Period  |Assign Period |+| |10 second(s)

Figure 9-5 : Timer Setting page (by assign value)

Timer Timer3 Setting

*Nickname  |Timer3
Description
Initial Status | Stop (v

Period  |Internal Register + | No.| 11(Internal Register 11} +

Figure 9-6 : Timer Setting page (by Internal Register)

vii User can modify the setting of “Nickname”, “Initial Status” and
“Period” in the Timer Setting page, and input the description of this
Timer in the “Description” field.

viii Click on “OK” to confirm the setting and return to the Timer list page.

ix After return to Timer list page, if user want to copy the settings of a
pre-set Timer to the new Timer, please click the radio button in front of
the pre-set Timer and then click “Copy”, a new Timer (in sequence)
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will be added to the list and the settings of the old Timer will be copied
to this newly added Timer.

X To remove a pre-set Timer, please click the radio button in front of the
pre-set Timer and then click “Remove”.

xi After all Timer settings are completed, click “Save” button to save the
changes.

9.3 Schedule Setting
WISE provides Schedules to setup prescheduled routine tasks. The setting
of Schedule can be used to check if the system time of the WISE is in the
range of date/time setting of the schedule or not. The checking status can be
included in the IF Condition statements. Schedule setting page is shown as

below:
Schedule Setting Page

Nickname Made
+ Add new schedule
QO Schedule 3 Calendar
®  Schedule 4 Repeat

[ Setting ] [ Copy ] [ Remove ]

Figure 9-7 : Schedule List Page

The settings steps are as below:

i Click on “Add new schedule” to add a new schedule.

il After clicking the “Add new schedule”, a setting page will appear.
Input a name in the “Nickname” field and you could also input the
description of this schedule in the “Description” field.

iii  Select Mode to be “Calendar” or “Repeat”.
® Calendar :

(a.) In the “Date” field, select the “Starting Month” and “Duration”
from the dropdown list. The maximum duration can be set is
120 months. After you specify the Year and Month in the Date
section, the calendars corresponding to the Year and Month you
specified will appear as shown below:
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Schedule(Schedule 1) Setting

*Nickname |Schedule1 |

Description | |

Schedule Content Setting

Mode @Calendar CRepeat

Starting Month | 2022

Date
Duration Manth(s)

-~ @) 0] BHouy
“Time Range(s (72} 0%} [00¥] Ooury

| Select Al |[ Unselect All | [ Select Weekday || Select Weekend | InRange Out of Range
2022/6 2022 /7 2022/8

Sun Mon Tue Wed Thu Fnm Sat Sun Mon Tue Wed Thu Fn Sat Sun Mon Tue Wed Thu Fri Sat

1 2 3 4 1 2 1 2 3 4 5 8

5 6 7|8 9 10 1 3 4 5 6 7 8 9 7 8 9 10 11 12 13

12 {13 |14 15 [16 |17 18 10 11 12 13 14 15 16 14 15 16 17 18 19 20

19 (20121 22 [23|/24 25 17 18 19 20 21 22 23 21 22 23 24 25 26 27
26 (27 (28 |29 30 24 25 26 27 28 29 30 28 29 30 A

3

| OK | ‘ Cancel ‘

Figure 9-8 : Calendar mode of Schedule setting

(b.) In the “Time Range(s)” section, click “Add” to add new Time

Range of this schedule. Select the start time and the end time
from the dropdown list. User can also enable the “Hourly”
option for the “Time Range” seting to launch the schedule with
the set date. Each Schedule is required to set at least one Time
Range; click on “Add” to add more Time Range. Please note:
the time zones you specified can’t be overlapped. If you specify
an end time that is earlier than the start time, such as 20:00:00 ~
06:00:00, it indicates the end time will be set one day after the
start date. Click “Remove” to remove a pre-set Time Range.

(c.) On the calendars, click to toggle highlight on the dates you’d

like to execute or not execute the operations for this Schedule.
If the date shows a light purple background, it indicates the date
is “In Range” of the schedule, that is, that date falls into the
range that will execute the operations. On the contrary, if the
date shows a light grey background, it indicates that date is
“Out of Range” of the schedule, that is, that date falls out of the
range and will not execute the operations. By default, all dates
will be “In Range”, that is, during the date range you select, the
operation will be executed every day. “Select All” button is
used to set all dates to be “In Range”; whereas “Unselect All”
button is for marking all dates to be “Out of Range”. The
“Select Weekday” button is for you to select all Mondays to
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Fridays to be “In Range”, and Saturdays and Sundays to be
“Out of Range”, that is, the operations will be executed during
weekdays only. On the contrary, the “Select Weekend” button is
for you to set all Saturdays and Sundays to be “In Range”, and
all Mondays to Fridays to be “Out of Range”, that is, the
operations will be executed during weekends only.

® Repeat:

(a.) In the “Day(s) of week” section, click on the day(s) in a week

that is going to execute the schedule; shown as below:

Schedule(Schedule 1) Setting

*Nickname |Schedule 1 |

Description

Schedule Content Setting
Mode OCalendar ®Repeat

*Day(s) of Week  (JSun EMon ETue EWed EThu EFri (JSat

o

<

1w |/|01
Exception Date(s) 2|25
Add

Remove |

<[] ¢

¢

Remove |

:: = :: B Hourly | Remove |
*Time Range(s) 083w | |00~|:|00w|~|12v /|00 : CHourly | Remove |

2
[=%

|E| | Cancel |

Figure 9-9 : Repeat mode of Schedule setting

(b.) In the “Exception Date(s)” selection, click on “Add” to add the

date(s) that is/are not in the schedule. Click “Remove” to
remove a pre-set Exception Date.

(c.) In the “Time Range(s)” section, click “Add” to add new Time

Range of this schedule. Select the start time and the end time
from the dropdown list. User can also enable the “Hourly”
option for the “Time Range” seting to launch the schedule with
the set date. Each Schedule is required to set at least one Time
Range; click on “Add” to add more Time Range. Please note:
the time zones you specified can’t be overlapped. If you specify
an end time that is earlier than the start time, such as 20:00:00 ~
06:00:00, it indicates the end time will be set one day after the
start date. Click “Remove” to remove a pre-set Time Range.
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v Click on “OK” to confirm the setting and leave the setting page.

Vv Repeat steps i~iv to complete settings of all Schedules.

vi To modify the settings of a pre-set Schedule, please click on the radio
button in front of the Schedule, and then click on “Setting” to modify
the settings.

vii To copy the settings of a pre-set Schedule to the new Schedule, please
click the radio button in front of the pre-set Schedule and then click
“Copy”, a new Schedule (in sequence) will be added to the list and the
settings of the old Schedule will be copied to this newly added
Schedule.

viii To remove a pre-set Schedule, please click the radio button in front of
the pre-set Schedule and then click “Remove”.

iX After all schedule settings are completed, click “Save” button to save
the changes.

9.4 Emalil Setting
WISE support Email messages sending function. This function allows
sending pre-input Email message(s) to pre-set Email receiver(s) under
certain conditions. The configuration page is shown as below:
Email Setting Page

Nickname Subject Receiver

+ Add new email

® DI Ststue Alarm DI Ststue Alarm Report cindy@iii.org.tw

[ Setting ] [ Copy ] [ Remove ]

Figure 9-10 : Email List Page

The settings steps are as below:

i Click on “Add new email” to add a new email setting.

il After clicking the “Add new email”, a setting page will appear, input a
name in the “Nickname” field and you could also input the description

of this email in the “Description” field; shown as below:
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Vi
Vii
Viii

Email Email 2 Setting

"Mickname  |Email 2
Description

Figure 9-11 : Email setting page (Name & Description)

In the “SMTP Server” field, enter the IP or the domain name of the
SMTP server; or select the SMTP server from the dropdown list. In the
dropdown list, WISE provide four public SMTP servers for selection as
below:

® Google Gmail

® Yahoo Mail

® Microsoft Outlook / Hotmail

® AOL Mail
After select SMTP server from the dropdown list, WISE will
automatically complete the “Port Number” and “Security” setting
related to the SMTP server you select. The SMTP Setting page is
shown as below:
SMTP Server Setting

® |Specify an address of SMTP server
*SMTP Server
O |Google Gmail - smtp.gmail.com »

Port |25

Authentication [ Enable

Figure 9-12 : Email setting page (SMTP Server)

Input the Port number, the default port number is set as 25.

If the SMTP server requires account and password validation, please
select the “Enable” checkbox in the “Authentication” field, and
continue steps vi~viii to login into the SMTP server. If the SMTP
server doesn’t need account and password validation, uncheck the
“Enable” checkbox and go directly to step ix.

Enter the SMTP server login ID in the “ID” field.

Enter the SMTP server password in the “Password” field.

In the “Security” field, select the security setting to be “No Security” or
“TLS/SSL” from the dropdown list.

After complete SMTP server setting, continue to input Email address

setting. In the “Sender Name” field, input the name of the sender.
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X  Enter the sender’s email address in the “Sender Email Address” field.

Xi In the “Receiver Email Address” section, click on “Add” to add the
receiver’s email address. At least one email address has to be entered.
The number of the receiver's email addresses is unlimited.

Email Address Setting

*Sender Name Daris

*Sender Email

ArihTaeE doris@iii.org.tw

*Receiver Email  |Cindv@ii.org.tw

Address Add

Figure 9-13 : Email setting page (Email Address)

xii  After complete Email Address setting, continue to input Email Content
setting. Enter the email subject in the “Subject” field. The Email
Content Setting page is shown as below:

Email Content Setting

*Subject |Status Alarm

View Edit

DL-303 CO concentration: |DL-303 CO
DL-303 COZ2 concentration: |DL-303 CO2

*Content

Email Setting Test | Send |

| OK | | Cancel |

Figure 9-14 : Email setting page (Email Content)

xiii Enter the content in the “Content” section. In addition, it provides
encoded strings for users to add current 1/0 channel value or Internal
Register value into the Email content. To make it easy to add the
encoded string, WISE provides “Real-time variable editor”. Please
refer to "7.2 User-Defined Data Logger* for more detailed information
of the “Real-time variable editor”.

xiv To verify whether your email setting is correct to send the Email, click
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“Send” in the “Email Setting Test” section, then WISE will send a test
Email to the receivers’ email addresses.

xv  Click on “OK” to confirm the setting and return to the Email list page.

Xvi Repeat steps i~ xv to complete settings of all Emails

xvii To modify the settings of a pre-set Email, please click on the radio
button in front of the Email, and then click on “Setting” to modify the
settings.

xviii To copy the settings of a pre-set Email to the new Email, please click
the radio button in front of the pre-set Email and then click “Copy”, a
new Email will be added to the list and the settings of the old Email
will be copied to this newly added Email.

xix To remove a pre-set Email, please click the radio button in front of the
pre-set Email and then click “Remove”.

xx After you finish all the Email settings, click “Save” button to save the
settings.

9.5 SMS Setting
WISE-2841M-4GE/AGC/5GE/5GC offer SMS Alarm message sending and
SMS Command receiving functions. For SMS Alarm function; it allows to
send pre-set SMS alarm message to specific phone numbers. For SMS
command function; it allows to set up authorized phone numbers to receive
SMS commands. WISE will execute the commands received from
authorized phone numbers only. There are 2 types of SMS commands:
® Retrieve channel data (GET): The user can retrieve specific channel
real-time data. The user could add the encoded string to the message
to retrieve the related channel data.
® Modify channel data (SET): The user could modify channel data by
SMS command. Each SMS command message allows to modify one
channel value.

9.5.1 Phone Number Group Setting
If users want to send a SMS alarm to many cell phone numbers, they
can group the cell phone numbers before setting SMS Alarm. It would
be easier to set SMS Alarm and modify SMS receivers with the Phone
Number Group function. The Phone Number Group Setting page is
shown as below:
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SMS Setting Page SMS Alarm SMS Command I‘ Phone Number Group

Nickname Phone Numbers

................................................................................................

| Save |

Figure 9-15 : Phone Number Group setting page (1)

Please follow the steps below:
I Make sure the “Phone Number Group” Tab is selected.
i Click “Add new phone number group”, the Phone Number
Group Setting page will appear as follow:

Phone Number Group(Phone Number Group 1) Setting

*Nickname |Ph0ne Number Group 1 |

Description | |
10987654321 || Remove |
*Phone Number 0912345678 || Remove |
| Add |
| OK | | Cancel |

Figure 9-16 : Phone Number Group setting page (2)

iii  Input name in the “Name” field and you could also input the
description of this phone number group in the “Description”
field.

iv In the “Phone Number” section, click on “Add” to input the
phone numbers to receive the SMS Alarm messages. Keep on
clicking “Add” to add all phone numbers to receive the Alarm
message, click “Remove” to remove the phone numbers you
want to delete. The number of the phone numbers in a group is
unlimited.

v Click on “OK” to confirm the setting and leave the setting page.

vi Repeat steps ii~v to complete settings of all phone number
group setting.

vii After you finish all the Phone Number Group selections and

settings, click “Save” button to save the settings.

9.5.2 SMS Alarm Setting
The SMS Alarm Setting page is shown as below:
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SMS Setting Page SMS Alarm SMS Command Phone Number Group
Nickname Phone Numbers/Group  Message

................................................................................................

| Save |

Figure 9-17 : SMS Alarm setting page (1)

Please follow the steps below:
I Make sure the “SMS Alarm” Tab is selected.
i Click “Add new SMS alarm”, the SMS Alarm Setting page will
appear as follow:
SMS Alarm(SMS Alarm 1) Setting

*Nickname ~ [SMS Alarm 1 |

Description ‘ |
Group [None v|
*Phone Number [0912345678 || Remove
Number
[ Add |
CMultilingual Support(Unicode)
View Edit
Leak alarm
*Message

Setting Test \ Send |

| OK \ | Cancel |

Figure 9-18 : SMS Alarm setting page (2)

iii  Input name in the “Name” field and you could also input the
description of this SMS Alarm in the “Description” field.

iv In the “Phone Number” section, select a preset phone number
group, or click on “Add” to input the phone numbers to receive
the SMS Alarm messages. The SMS can be sent to multiple
receivers. Keep on clicking “Add” to add all phone numbers to
receive the Alarm message, click “Remove” to remove the
phone numbers you want to delete. The number of the SMS
alarm receivers is unlimited.
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Vi

Vil
viii

Xi

xii

Enter the content in the “Message” field. If content includes
characters other than English, it must be checked for
“Multilingual Support(Unicode)”. SMS Alarm provides an
encoded string for you to add current I/O channel data or
Internal Register data into SMS Alarm message. To make it
easy to add the encoded string, WISE provides “Real-time
variable editor”. Please refer to “7.2 User-Defined Data
Logger” for more detailed information of the “Real-time
variable editor”.

To verify whether your SMS Alarm setting is correct to send the
SMS message, click “Send” in the “Setting Test” section, then
WISE will send a test SMS to the phone numbers.

Click on “OK” to confirm the setting and leave the setting page.
Repeat steps ii~vii to complete settings of all SMS Alarm
setting.

To modify the settings of a pre-set SMS Alarm, please click on
the radio button in front of the SMS Alarm, and then click on
“Setting” to modify the settings.

To copy the settings of a pre-set SMS Alarm to the new SMS
Alarm, please click the radio button in front of the pre-set SMS
Alarm and then click “Copy”, a new SMS Alarm will be added
to the list and the settings of the old SMS Alarm will be copied
to this newly added SMS Alarm.

To remove a pre-set SMS Alarm, please click the radio button
in front of the pre-set SMS Alarm and then click “Remove”.
After you finish all the SMS Alarm selections and settings,

click “Save” button to save the settings.

9.5.3 SMS Command Setting
The SMS Command Setting page is shown as below:
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SMS Setting Page SMS Alarm SMS Command Phone Number Group

SMS Command
Function

EEnable

EEnable

Authorized Phone |0937654321
Numbers

H Remove ‘

[ Add |

SMS Command List

Command Command String

________________________________________________________________________________________________

®  Status GET:iSN-101 Leak Status
% \ Setting | | Copy | | Remove \

| Save \

Figure 9-19 : SMS command setting page

Please follow the steps below:

i Make sure the “SMS Command” Tab is selected.

il In the “SMS Command Function” section, click on “Enable” to
enable SMS Command function. The SMS Command list will
be displayed. If “Disable” is selected, the SMS Command list
will be disabled.

ili  In the “Authorized Phone Number” field, click on “Enable” to
set the phone numbers you would like to authorize to send SMS
commands to WISE-2841M-4GE/4GC/5GE/5GC. If this field is
not enabled, this WISE controller would receive SMS
commands from any cell phone. Click on “Enable” and keep on
clicking “Add” to add all phone numbers to send the SMS
commands to WISE, click “Remove” to remove the phone
numbers you want to delete. Please note: the Authorized Phone
Number has to be input in the normal format. For example, if
the Authorized Phone Number is a cell phone number
0987654321 in Taiwan area, Just input the Authorized Phone
Number as “0987654321”. If you cannot send the command to
WISE successfully, you can use the cellular phone to send the
SMS command “ECHO” to the WISE module. When WISE
receives the command, it will reply a SMS message to the
cellular phone you use. The SMS message will include the
phone number that WISE received. After getting the
information, you can enter the exact phone number of the SMS
message sender in the 'Authorized Phone Number' field of the
WISE module.
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iv

SMS Settin§ Page

SMS Commapd
Functidg IEEtE
MEnable

Authorized Phone |0912
Numbers

|| Remove

[ Add |

Click “Add new SMS command”, the SMS Command Setting
page will appear.

Input a command string in the “Command” field as the
nickname for the original corresponding command in the
“Command String Editor” section. In the “Command String
Editor” section, select the command type to be “GET” (retrieve
real-time channel data) or “SET” (modify channel data) from
the dropdown list. For “GET” command (shown as Figure 9-20);
It provides an encoded string for you to add current 1/0 channel
data, power data or Internal Register data into SMS command.
To make it easy to add the encoded string, WISE provides
“Real-time variable editor”. For “SET” command (shown as
Figure 9-21), select “Source”, “Module” and “Channel” from
the dropdown list, and then set the “Value” to be modified (you
can also leave the “Value” field blank, and input the value later
according to requirement in real-time when send back the SMS
Command). Take Figure 9-21 as an example, you can leave the
“Value “field blank and input the SMS Command AO/2.3 to
modify the Al channel value to be 2.3.
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SMS Command Setting

*Command |DATA

View Edit
GET: v ||$C4M2ci32$C4AM2ci33$C4M2ci34

*Command String
Editor

Interface | | COM4 v

Module ' [M-7055(2) v

Chammel on

| Insert |

| OK | | Cancel |

Figure 9-20 : SMS command setting for GET command

SMS Command Setting

*Command |AO

SET: v| SC4M1ro0

Interface | COM4 ~
*Command String

Editor IModule | [M-7024(1) v
Channel | [AO v| Ch[0v]

| oK | | cancel |

Figure 9-21 : SMS command setting for SET command

vi  Click on “OK” to confirm the setting and leave the setting page.

vii Repeat steps iv~vi to complete settings of all SMS Command
setting. The SMS Command (and its original corresponding
command) will be listed in the SMS Command List on the SMS
Command setting page.
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viii

Xi

SMS Setting Page SMS Alarm SMS Command Phone Number Group

SMS Command
Function (3=l
FEnable

Authorized Phone ‘0937554321
Numbers

H Remove |

| Add |

SMS Command List

Command Command String

+ Add new SMS command
) Status GET:|M-7017Z AlQ| M-7017Z Al1||M-7017Z AI2
) DATA GET:|M-7055 DIO||M-7055 DI1||M-7055 DI2
@® A0 SET.M-7024 AQQ|/2.3

‘ Setting ‘ ‘ Copy ‘ ‘ Remove ‘

[ save |

Figure 9-22 : SMS command list

On Figure 9-22, taking the second SMS Command on the list as
an example, when user send SMS message “DATA” to WISE,
WISE will send back the data of DIO, DI1, & DI2 of the
M-7055 to the command sender.

Taking the third SMS Command on the list as an example,
when user send SMS message “AO” to WISE, WISE will set
the value of AOO on M-7024 to be 2.3 after receiving the
message.

To modify the settings of a pre-set SMS Command, please click
on the radio button in front of the SMS Command, and then
click on “Setting” to modify the settings.

To copy the settings of a pre-set SMS Command to the new
SMS Command, please click the radio button in front of the
pre-set SMS Command and then click “Copy”, a new SMS
Command will be added to the list and the settings of the old
SMS Command will be copied to this newly added SMS
Command.

To remove a pre-set SMS Command, please click the radio
button in front of the pre-set SMS Command and then click
“Remove”.

After you finish all the SMS Command selections and settings,

click “Save” button to save the settings.
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9.6 SNMP Trap Setting
SNMP Trap function allows WISE to initiative sending of the system data
and 10 channel data to the SNMP Manager (pre-defined in the SNMP
Setting of System Setting section) in real time automatically when unusual
events occur; so that the SNMP Manager can respond immediately with
corresponding operations. The configuration page for SNMP Trap setting is
shown as below:

SNMP Trap Setting Page

Nickname SNMP Agent Address Version Amount of Messages
+ Add new SNMP agent
®  SNMPAgent 1 192.168.100.222 V2e 1

\\> \ Setting \ \ Copy \ \ Remove \

| Save |

Figure 9-23 : SNMP Trap List Page

The settings steps are as below:
i Click “Add new SNMP agent” to add a new SNMP Agent.
i After click “Add new SNMP Agent”, the setting page of this SNMP
Agent will be shown. Enter the informatoin for the “Nickname” and
“SNMP Agent Address” fields.

SNMP Agent(SNMP Agent 1) Setting

*Nickname |SNMP Agent 1

*SNMP Agent
Address 192.168.100.222
Port 162

Version @V2c OWV3

*Trap Community |pubhc

SNMP Trap Setting

Test |_Send ‘

SNMP Trap Message List

Nickname Content Format

+ Add new trap message

\ OK \ | Cancel |

Figure 9-24 : SNMP Agent Setting Page of V2c version

iii Select the version used by this SNMP Agent in the “Version” field.
Different versions will require different information to be entered. V2c
needs to enter the information for “Trap Community” field. For V3,
user need to enter the information for “Username” field and select the
“Security Level”, and then set up the information for “Authentication

Protocol”, “Authentication Password”, “Encryption Protocol” and
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“Encryption Password” according to the selected security level.

SNMP Agent(SNMP Agent 1) Setting

*Nickname ‘SNMP Agent 1

N ey [192168100222 |
ke 192.168.100.222

Port 162

Version OV2ec @V3

Security Level  OnoAuthNoPriv - O authNoPriv - @ authPriv

Authentication
Protocol

Ao ]
Password
Encryption Protocol @AES ODES
o N
Password

SNMP Trap Setting
Test

@SHA OMD5

‘ Send ‘

Figure 9-25 : SNMP Agent Setting Page of V3 version

iv Click the “Send” button in “SNMP Trap Setting Test” field to
immediately send a test SNMP Trap to the SNMP Agent address user
enter to check whether the SNMP Trap setting is correct, or not.

v Click “+ Add new trap message” to add the new SNMP trap message
for the SNMP Agent.

vi After click “+ Add new trap message”, the “SNMP Trap Message”
setting page will be shown. Please assign the Nickname for the SNMP
Trap message, then select the type of the “SNMP Trap Message”. WISE
provides two options of “SNMP Trap Message” as “Channel data” and
“User-Defined Data” for users to easily edit the content of SNMP Trap
message, the setting page is as follows.
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B Channel Data type
SNMP Trap Message Setting Page

*Nickname  [SNMP Trap 1 |

Type @Channel Data O User-Defined Data

Interface | [ Xv-Board v|

Channel Data Module | XWV116 v
GRERREI) DI Counter v ch.[0v]

*Object ®Channel OID
Identifier(0ID)  OUser Defined OID |_1.3_6.1.4.1.34321.30.2841.1[}

Format |OctetString v

| oK | | cancel |

Figure 9-26 : SNMP Trap "Channel Data" type Setting Page

Select the “Interface”, “Module”, “Channel”, “Object Identifier
(OID)” and “Format” from the dropdown list, then click “OK” button,
and the system will add the code string of the 1/O channel to the
content of the “SNMP Trap Message”, and store the actual value in
the “SNMP Trap Message” of the SNMP Agent according to the data
format set up by user. Following is an example that the SNMP Agent
contains three “SNMP Trap messages”, the first “SNMP Trap
message” represents the counter value of the DI counter channel O of
the XV116 module connected to the XV-Board interface, and the
second “SNMP Trap message” represents the AIO value of the
M-7019R connected to COM4, and the third “SNMP Trap message”
represents the value of the iSN-101 Leak module connected to
COM4.

SNMP Trap Message List

Nickname Content Format

+ Add new trap message

SNMP Trap 1 X116 DI Counter 0 OctetString
SNMP Trap 2 M-TO19R AIOD OctetString
® SNMP Trap 3 ISN-101 Leak Status OctetString

% \ Setting \ \ Copy \ \ Remove \

| OK \ \ Cancel |

Figure 9-27 : List of "SNMP Trap Messages" edited by "Channel Data" type
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B User-Defined Data type
In addition to the “Channel Data” type, user can also select the
“User-Defined Data” type to edit the content of the SNMP Trap
message. Following is the setting page of the “User-Defined Data”
type:
SNMP Trap Message Setting Page

*Nickname  [SNMP Trap 1

Type (OChannel Data @User-Defined Data

View Edit

*User-Defined Data

Interface | X/-Board e
Module | XV116 v~
Channel chfo v]

| Insert |

*Object
\dentifier(QID) [1.3.6.1.4.1.34321.30.2841.10 \

| OK \ \ Cancel |

Figure 9-28 : SNMP Trap "User-Defined Data" type Setting Page

In the “User-Defined Data” type settings page, the user can enter the
words (or sentence) he want to present in the message and edit the data
format and message content by himself. The “User-Defined Data” field
provides users with a special code string to add real-time 1/0O module
channel data into the “User-Defined Data” text. User can click the
“Edit” tab or directly click the “User-Defined Data” text area, and the
“Real-time Variable Editor” will appear as below.
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SNMP Trap Message Setting Page

Type (OChannel Data @ User-Defined Data

View Edit
System Alarm, DI chQ is $Xdi0, Al ch0 is SC3M1ri0

*User-Defined Data

Interface | COM3 v

Module | M-7019R(1) v

Channel ch

\ Insert |

*Object

IdentifierOID) [136.1.4134321302841.10 |

\ OK | \ Cancel |

Figure 9-29 : "User-Defined Data" Interface in Edit Mode

User can input message in the “User-Defined Data” field, and then
select the “Interface”, “Module” and “Channel” from the dropdown list
and click “Insert” to add channel value encoded string into the
“User-Defined Data” content. The system will record the data the user
pre-set in the User-Defined Data, and save the real data values in the
SNMP Trap message. When editing the content, the user can select the
“View” tab, and then the channel encoded string will be displayed in
the real index format of the 1/O channel for user to check the settings in
an easy way. The figure above shows an example of the encoded
strings, the variable $XdiO indicates the DIO data of XV116, the
variable $C3M1ri0 indicates the AlO data of M-7019R on the module 1
that is connected to COMS3. When users select the “View” tab, the 1/0
channel value encoded string will be displayed as below for user to
check if the setting is appropriate, or not.
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SNMP Trap Message Setting Page

Type (OChannel Data @User-Defined Data

View Edit
System Alarm, DI ch0is Xv116 DIO|, Al chO1s |M-7019R AlO

*User-Defined Data

*Object

IdentifienID) [.1.3.6.1.4.1.34321.30.2841.10 |

Figure 9-30 : "User-Defined Data" Interface in View Mode

vii After complete all settings, click the “OK” button to confirm the
“SNMP Trap Message” setting and return to the SNMP Agent setting
page.

SNMP Agent(SNMP Agent 1) Setting

"Nickname |SNMF’ Agent 1

L
Address 192.168.100.222

Port 162

Version @WV2c OV3

*Trap Community |pubhc

SNMP Trap Setting

Test |_Send ‘

SNMP Trap Message List

Nickname Content Format

SNMP Trap 1 System Alarm, DI ch0 is | XV116 DIO|, Al chO is |M-7019R AlO OctetString
SNMP Trap 2 XV116 DIO OctetString
SNMP Trap 3 M-7T019R AlO OctetString
@®  SNMP Trap 4 iSN-101 Leak Status OctetString

% \ Setting \ \ Copy | | Remove |
| OK \ | Cancel \

Figure 9-31 : SNMP Agent Setting Page(with SNMP Trap Message)

viii Repeat steps v~vii to complete the setting of each SNMP Trap
message.
ix After complete all settings, please click “OK” button to save the
content of the “SNMP Trap Message” and return to the SNMP Trap list
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page.

X Repeat steps i~ix to complete the setting of each SNMP Trap.

xi After complete all SNMP Trap settings, please click “OK” button to
save the setting for all SNMP Trap.

9.7 CGI Command Setting

CGI command function is the important function for real-time message
communication. WISE supports fully CGlI command operations as CGI
command sending and CGI command receiving. The CGI command
sending function can be added to the logic edition as part of logic control in
response to specific events. The CGI command receiving function let WISE
can receive CGl commands from others network devices. The content of
CGI command receiving can be used in IF condition statements to trigger
the THEN/ELSE actions.

After the user completing the settings of a CGI Server, WISE will
automatically create a mapping folder under the CGI directory in the
microSD card. The new folder will use the nickname of the CGI Server as
the folder name, however, if the CGI Server's nickname is not in English
format or numbers; the new folder will use the IP address of the CGI Server
as the folder name. After the CGI command receiving function is enabled
and requires the response of CGI Server to be saved; the response from the
CGI Server will be saved as files in its mapping CGI Server folder. The
files inside the folder will be classified automatically by date. User can also
enable the file transfer operation, then the WISE will send back all files
inside the folder to the remote FTP Server. The configuration page for CGI
command sending and CGI command receiving setting is shown as below.

9.7.1 The setting of CGl command sending
WISE supports the CGI command sending function. This function
allows sending pre-input CGI Commands to pre-set Remote CGI
Server devices under certain conditions. The configuration page is
shown as below:
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CGI Command Setting Page CGI Sending CGI Receiving
Mickname *CGl Server Address Port The number of the CGl Command
+ Add new CGl server
® CGl Server 1 192 168.100.230 80 1

\/, [ setting | [ Copy | [ Remove |

Figure 9-32 : CGlI Command Server List Page

The settings steps are as below:
Click the “CGI Sending” Tab on the right-top corner of the CGI
command Setting page.
Click on “Add new CGI Servers” to add the new CGI servers
which will receive the CGI commands.

i After clicking the “Add new CGI Servers”, the CGI Server Setting

Page will appear. The setting page interface will be shown as
below:

CGI Server CGI Server 2 Setting

*Nickname  CGI Server 2

Description

*CGI Server Address

Port 80
Authentication Enable

Retry Count 0 times

File Transfer Do not upload to any FTP server

CGl Command Setting

Nickname CGI Command

+ Add new CGI command

OK | Cancel

Figure 9-33 : CGl Command Server Setting page

iv. In the CGI Server Setting Page, you can input the name of the

\Y

remote CGI Server in the “Nickname” field and you could also
input the description of this CGI Server in the “Description” field.
Enter the remote CGI Server IP address (or domain name) and Port
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Vi

Vil

viii

Xi

Xii

Xiii

number in the related fields.

If the remote CGI Server requires account and password validation,
please select the “Enable” checkbox in the Authentication field,
and continue steps vii~ix to login into the remote CGI Server. If
the remote CGI Server doesn’t need account and password
validation, uncheck the “Enable” checkbox and go directly to step
X.

¥ Enable
IMethod Basic ~
Authentication ID

Password

In the “Method” field, select the Authentication method from the
dropdown list. It will be “Basic” or “Digest”.

Enter the CGI Server login ID in the “ID” field.

Enter the CGI Server login password in the “Password” field.
Enter the number in the “Retry Count” field. It means the retry
number WISE will try when it can’t connect to the remote CGI
Server device.

In the “FTP Transfer” field, please specify the FTP Servers to
receive the CGI Server files that sent by the WISE. The content on
the “FTP Transfer” dropdown list will be the same as the content
on the “FTP Server” dropdown list of Data Logger. Please refer to
“7.5 FTP Server Setting” section for detailed settings.

After the setting of remote CGI Server, please continue the steps as
below for the CGI Command setting. The setting page interface
will be shown as below:

CGI Command Setting

Nickname CGl Command
+ Add new CGI command

Figure 9-34 : CGl Command List Page

Click on “Add new CGI Command” to add the new CGI
Command which will be sent by WISE to the remote CGI Server.
The setting page interface will be shown as below:
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Xiv

XV

XVi

XVii

Xviii

CGl Command(CGl Command 1) Setting

"Nickname |CGI Command 1 |

Description | |

CGI Command

Mothog @CET OPOST

View Edit
http:///

*CGI Command

URL Encoding  EEnable

Connection Testing | Testing |

Response Setting

Save as File  [JEnable

| oK | | Cancel |

Figure 9-35 : CGl Command (Sending) Setting page

In the CGI Command Setting Page, you can input the name of the
CGI Command in the “Nickname” field and you could also input
the description of this CGI Command in the “Description” field.
Enter the content of the CGI Command in the “CGI Command”
field. In addition, it provides encoded strings for users to add
current 1/0 channel value or Internal Register value into the CGI
Command content. To make it easy to add the encoded string,
WISE provides “Real-time variable editor” for operation. Please
refer to “7.2 User-Defined Data Logger” for more detailed
information of the “Real-time variable editor”.

In the “URL encoding” field, if user want to use the URL encoding
for the transmission of CGI commands, please click “Enable” to
enable this function. Pleaes Note: For the CGIl command sending
to iIKAN, please be sure to enable this function.

To verify if the setting of the CGI Server and the CGI Command is
correct or not, please click “Testing” in the “Connection Testing”
field, then WISE will send the CGI Command the user entered to
the remote CGI Server for testing.

If the CGI Command send by WISE will trigger the CGI Server to
send back a reply to WISE, users can select the “Enable” checkbox
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XiX

XX

XXi

XXii

XXili

XXV

XXV
XXVi

in the “Save content into the file” filed to enable WISE to save the
content of the reply of the CGI command into a file. The file can
be sent as the attached file by the WISE Email function.

After complete all settings, click the “OK” button to confirm the
CGI Command setting, and return to the CGI Server Setting page.
Repeat steps xii~ xvii to complete settings of all CGlI Commands.
To modify the settings of a pre-set CGI Command, please click on
the radio button in front of the CGI Command, and then click on
“Setting” to modify the settings.

To copy the settings of a pre-set CGI Command to the new CGI
Command, please click the radio button in front of the pre-set CGI
Command and then click “Copy”, a new CGlI Command will be
added to the list and the settings of the old CGlI Command will be
copied to this newly added CGl Command.

To remove a pre-set CGI Command, please click the radio button
in front of the pre-set CGI Command and then click “Remove”.
After you finish all the CGI Command settings, click “OK” button
to confirm the settings, and return to CGI Server List page.

Repeat steps i~ xxii to complete settings of all CGI Servers.

After you finish all the CGI Server settings, click “Save” button to
save the settings.

9.7.2 The setting of CGI command receiving
WISE supports the CGl command receiving function. This function
allows WISE to receive the CGI command from other network devices.
The content of CGI command can be used in IF condition statements to
trigger the THEN/ELSE actions. The configuration page for CGI
command receiving setting is shown as below:

CGIl Command Setting Page CGl Sending | CGl Receiving |

Variable Name Add

Source Address Add

CGI Query Example

p://152.168.100.102/d11/cgi.dll

Figure 9-36 : CGl Command (Receiving) Setting page (1)
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The settings steps are as below:

Click the “CGI Receiving” Tab on the right-top corner of the CGI
Command Setting page.

Click on “Add” button in the “Variable Name” field to add variables
which will be used in the CGl command. After add the variables, the
system will display the usage of the variables in the receiving CGI
command in the red rectangle area as below for reference. Following
is an example.

User creates two variables “DO” and “AQO” in the variable adding
process, the system will show the usage format of the CGI command
as “http://192.168.100.102/dll/cqi.dlI?DO=value&AO=value”. It
means the remote network devices can send the CGI command to
WISE (with IP address 192.168.100.102). After WISE receives the
CGI command, it will immediately update the value of “DO” and
“AO” variables in WISE kernel engine. If the “DO” or “AO”
variables are used in the IF condition statements of WISE logic rules,
WISE will also evaluate the result of the IF condition and trigger the
related the THEN/ELSE actions.

CGl Command Setting Page CGI Sending ‘ CGl Receiving ‘
50
Variable Name ~ [AO

Add

Source Address Add

CGl Query Example

Figure 9-37 : CGl Command (Receiving) Setting page (2)

Please Note: Because CGI Query Authentication Setting in the
“Security Setting” page is necessary, you have to add the parameters
(&id=“Username”&password="“Password”) into the CGI command.

Click on “Add” button in the “Source Address” field. It means WISE
can recognize the received CGI commands from the IP address which
user defines. User can use the “Source Address” of CGI command in
the IF condition setting.
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CGI Command Setting Page CGl Sending ‘ CGl Receiving
5
Variable Name  [AQ

Add

192 | [ 188 | [ 100 |[ 23
Source Address | 192 | [ 168 | [ 100 | [ 43

Add

CGl Query Example

http://1%2.168.100.102/d11/cgi.d11?|D0|=valus&|a0[=valus

Save

Figure 9-38 : CGl Command (Receiving) Setting page (3)

iv After you finish all the CGI command receiving settings, click “Save”
button to save the settings.

9.8 LINE Notify Setting

WISE provides LINE Notify message sending function. With this function,
WISE can send the text messages, send messages with snapshots from
ICAM series IP cameras, and forward image files captured by other devices
to LINE personal account or group chat rooms via LINE Notify official
account. To send the LINE Notify message, users have to apply a LINE
Notify service first and connect the service with the personal account or
chat room to be sent. Please refer to the LINE Notify guide webpage on
WISE official webpage for the application and connection of LINE Notify
service. The configuration page for LINE Notify message setting,
“Forward” setting, and chat room setting is shown as below.

9.8.1 Message Setting
In the Message setting page, users can edit the LINE messages with
pre-input strings and realtime 1/0 channel data. The configuration page
is shown as below:

LINE Notify Message Setting Page Message Forward Chat Room

Nickname Content Amount of Chat Room

+ Add new message

Save

Figure 9-39 : LINE Notify Message Setting page (1)
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The settings steps are as below:

I Make sure the “Message” Tab is selected.

i Click “Add new message”, the LINE Notify Message Setting page
will appear as following:

Message Message 1 Setting

*Nickname  Message 1
Description

View Edit

*Content

*Chat Room Do not upload to any chat room -
OK | | Cancel

Figure 9-40 : LINE Notify Message Setting page (2)

iii  Input name in the “Name” field and you could also input the
description of this LINE message in the “Description” field.

iv  Enter the message content in the “Content” field. LINE message
provides an encoded string for you to add current 1/0O channel data
or Internal Register data into LINE messages. To make it easy to
add the encoded string, WISE provides “Real-time variable editor”.
Please refer to “7.2 User-Defined Data Logger” for more detailed
information of the “Real-time variable editor”.
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Message Message 1 Setting

*Nickname |Message 1

Description
View Edit
LINE Notify
$STy/SSTIM/$STd, $STh $STm:$STsl
*Content
Interface | System Information ¥
Item Time(Second) M
Insert
*Chat Room Do net upload to any chat room -
OK | | Cancel

Figure 9-41 : LINE Notify Message Setting page (3)

v In the “Chat Room” field, please specify the Chat rooms which
will receive the message WISE send. WISE can send the messages
to multi-chat rooms simultaneously. Users can directly click on the
“Add new Chat Room” to connect with a new chat room, please
refer to the section “9.8.3 Chat Room Setting”.

Message Message 1 Setting
*Nickname |Message 1

Description

View Edit
LINE Notify

*Content
Interface | System Information ~
Item Time(Second) v
Insert
*Chat Room Do not upload to any chat room -
E— teon-
00WISE LINE Notify Group
© Add New Chat Room @ Select All Unselect Al

Figure 9-42 : LINE Notify Message Setting page (4)
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vi  After complete all settings, click the “OK” button to confirm the
LINE Notify message setting, and return to the Message Setting
page.

vii Repeat steps ii~vi to complete settings of all LINE Notify
messages.

viii After you finish all the LINE Notify Message settings, click
“Save” button to save the settings.

9.8.2 Forward Setting

WISE supports the message forward function to send the image files

with LINE Notify service. It can send messages with image in JPG or

PNG format. The source of the image files includes following type:

® Upload files to the specific path (/Sendbox/LINE) of the FTP
server on the WISE, and then WISE would forward messages
with the files automatically.

® Connect to iICAM series IP cameras. WISE can collect the
snapshots captured by iCAM cameras.

® Connect to CGI servers and get the images with CGI commands.
(For example, users can use WISE controllers to connect with
general IP cameras, and get snapshots with CGI commands.)

The Forward Setting page is as below:

LINE Notify Forward Setting Page Message Forward Chat Room
Sendbox Fg:;:éi‘ﬂsn Content of Attached Message Amount of Chat Room
Local FTP Server ~ c
ISendbox/LINE Disable 0
IP Camera Fg;;:ttLi‘usn Content of Attached Message Amount of Chat Room
iICAM-771 - (
(192.168.100.218:80) Ricabie 5
CGl Server Fg;;:tiig” Content of Attached Message Amount of Chat Room
=t Disable 0

(192.168.100.179:80)

Setting

Save

Figure 9-43 : LINE Notify Forward Setting page(1)

Users can upload image files to the FTP server of the WISE controller
(the path is /Sendbox/LINE), and WISE would send LINE messages
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with the image files to the specified LINE chat room. When users

connect WISE with iCAM series IP Cameras, the “Forward” setting

page will show the list of connected IP cameras. Users can enable the

“Forward” function to let WISE automatically send the image files of

the IP camera to the specified LINE chat room when the IP camera

triggered by the following actions:

® Use IF-THEN-ELSE rule to trigger a snapshot action of the
connected IP Camera.

® The events of IP Camera (Motion Detection, Tampering Detection)
are triggered and the pictures are sent to the WISE controller.

In addition, when the WISE controller connect with a CGI server (ex.

IP camera), and get the snapshots from the CGI server through CGI

commands. These files also can be forwarded to the specified LINE

chat rooms.

The forward setting of each file source is independent. When the
forward function is enabled, you have to edit an message which will be
sent with the image. The settings steps are as below:

I Click on the “Forward” tab at the right-upper corner of the LINE
Notify setting page.

i To forward the desired files, please specify and click on the radio
button of the file source, and click the “Setting” button to enter the
setting page.

il Check the “Enable” function, and then the message setting
interface will be shown as below. Please refer to the section “9.7.1
Message Setting” to complete the setting.
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Sendbox Local FTP Server(/Sendbox/LINE) Forward Setting

Function Status ¥ Enable

View Edit

"Content of Attached
Message

The image will be sent to the chat room with this message

*Chat Room Do not upload to any chat room -

OK | | Cancel

Figure 9-44 : LINE Notify Forward Setting page(2)

Iv After you finish all the forward settings, click “Save” button to
save the settings. After enable the “Forward” function and
complete the message settings, the snapshots and event pictures
will be sent to the LINE chat room which is assigned in the
message setting.

9.8.3 Chat Room Setting
WISE send LINE messages to the chat room which is connected to the
service. Users can add or manage chat rooms via the Chat Room
setting page. The setting interface is as below:

LINE Notify Chat Room Setting Page Message Forward Chat Room

Nickname Type Access Token

+ Add new chat room

| save |

Figure 9-45 : LINE Notify Chat Room Setting page (1)

The settings steps are as below:

I Click “Add new chat room”, the LINE Notify Connection Setting
page will appear as below. Input the Client ID and Client Secret of
the applied service and click the “Send” button, the LINE login
interface will appear if the client data was correct. If you do not
apply the service before, click the link of “No Client ID and Client
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Secret?” at the lower area of the windows. It will lead you to the
LINE Notify teaching website on the WISE official webpage.

Client ID

Client Secret

No Client ID and Client Secret?

Figure 9-46 : LINE Notify Chat Room Setting page (2)

i When the LINE login interface appears, login with the account
which will receive the messages from WISE.

LINE

Figure 9-47 : LINE Notify Chat Room Setting page (3)

iii  After login, select this account(one-to-one) or a group under this
account which WISE will connect to.
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WISE-Notify

ICPDAS

Select a chat to send notifications to.

, 1-on-1 chat with LINE Notify
» . T
- 00WISE LINE Notify
e
u 00Wise linenotify
AR e—— v

Figure 9-48 : LINE Notify Chat Room Setting page (4)

iv  After the connection procedure is complete, the new chat room
will appear in the list, and it can be selected in the message setting

page.
LINE Notify Chat Room Setting Page Message Forward Chat Room
Nickname Type Access Token
+ Add new chat room
@®  Michael Lai 1-on-1 T ——

\\> [ setting | [ Remove |

| save |

Figure 9-49 : LINE Notify Chat Room Setting page (5)

v Select a chat room and click the “Setting” button to enter the
setting page of the chat room. Users can make a brief description
of this chat room, and click “Testing” button to send a testing
message to this chat room.
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Chat Room(Michael Lai) Setting

*Nickname |Michae| Lai ‘

Description | |

Type 1-on-1

Access Token

Setting Test | Send |

| OK | | Cancel |

Figure 9-50 : LINE Notify Chat Room Test Function

vi  After you finish all the LINE Notify Chat Room settings, click

“Save” button to save the settings.

Please Note:
® The limit of LINE Notify service to each chat room:

1. Each LINE user can apply for a maximum of 100 services.

2. The number of text message: 1000 per hour.

3. The number of image message: 50 per hour.

4.  WISE would not calculate the number of messages sent.
The message sending operation would be fail if the number
of message sent is over the limitation.

5. If you copy the WISE rule file from one WISE controller to
another, they would share the quota of messages. You can
re-connect the char room to avoid this problem.

6. WISE can only send:
€ Text message
€ image(JPG or PNG format, 1024*1024, smaller than

1MB)
€ Not allow to send videos

® To send LINE messages to multi-LINE accounts with WISE series
modules, we suggest you can create a group with LINE APP first,
and connect this group with the LINE Notify service, then you can
invite the other LINE accounts to join the group to receive the
messages from WISE.

® To perform the chat room setting, please confirm that the WISE
controller is connected with internet. The setting could only be
done by connecting with LINE Notify server.
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® LINE Notify sending function sends messages to the port 443 of
LINE Notify server. If the WISE controller is located behind a
firewall, please confirm the sending would not be blocked.

9.9 Telegram Setting

WISE provides Telegram message sending function. With this function,
WISE can send the text messages, send messages with snapshots and videos
from iICAM series IP cameras, and forward image files captured by other
devices to Telegram 1-on-1 or group chat rooms via Telegram Bot account.
To send the Telegram message, users have to apply a Telegram Bot account
first and add the bot account into a group chat room to be sent. The
configuration page for Telegram message setting, “Forward” setting, chat
room setting, and the application procedure of Telegram Bot account is
shown as below.

9.9.1 Message Setting
In the Message setting page, users can edit the Telegram messages with
pre-input strings and realtime 1/0 channel data. The configuration page
is shown as below:

Telegram Message Setting Page Message Forward Chat Room

Nickname Content Amount of Chat Room
+ Add new message
| save |

Figure 9-51 : Telegram Message Setting page (1)

The settings steps are as below:

I Make sure the “Message” Tab is selected.

i Click “Add new message”, the Telegram Message Setting page
will appear as following:
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Message(Message 1) Setting

*Nickname |Message 1 ‘

Description | |

View Edit

*Content

*Chat Room Do not upload to any chat room -

| oK | | cancel |

Figure 9-52 : Telegram Message Setting page (2)

Input name in the “Name” field and you could also input the
description of this Telegram message in the “Description” field.

Enter the message content in the “Content” field. Telegram
message provides an encoded string for you to add current 1/O
channel data or Internal Register data into Telegram messages. To
make it easy to add the encoded string, WISE provides “Real-time
variable editor”. Please refer to “7.2 User-Defined Data Logger”
for more detailed information of the “Real-time variable editor”.
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Message(Message 1) Setting

*Nickname ‘Message 1 |

Description | |

View Edit

Telegram Message:
$STY/$STM/$STd $STh:$STm:$STs

"Content

Interface | System Information v
Item Time(Second) ~

| Insert |
*Chat Room | Do not upload to any chat room -

| OK | | Cancel |

Figure 9-53 : Telegram Message Setting page (3)

v In the “Chat Room” field, please specify the Chat rooms which
will receive the message WISE send. WISE can send the messages
to multi-chat rooms simultaneously. Users have to entry a Bot
Token and add new chat rooms before selecting the chat rooms to
be sent. To apply a Telegram Bot account, please refer to the
section “Create Telegram Bot Account and Get the Token”. Users
can directly click on the “Add new Chat Room” to connect with a
new chat room, please refer to the section “9.8.3 Chat Room
Setting”.
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Message(Message 1) Setting

*Nickname  [Message 1 |

Description | |

View Edit
Telegram Test:
SSTY/SSTMI$STd 5STh:$STm:$STs

*Content

Interface | System Information v
Item Date(Year) v

*Chat Room | Send to 1 chat room(s). -
EMichael Lai 1-on-1
OTestz Group
@ Add New Chat Room v Select Al Unselect A

Figure 9-54 : Telegram Message Setting page (4)

vi After complete all settings, click the “OK” button to confirm the
Telegram message setting, and return to the Message Setting page.

vii Repeat steps ii~vi to complete settings of all Telegram messages.

viii After you finish all the Telegram Message settings, click “Save”
button to save the settings.

9.9.2 Forward Setting

WISE supports the message forward function to send the image files

with Telegram service. It can send images in JPG or PNG format and

videos in MP4 format. The source of the image files includes following

type:

® Upload files to the specific path (/Sendbox/Telegram) of the FTP
server on the WISE, and then WISE would forward the files
automatically.

® Connect to iICAM series IP cameras. WISE can collect the
snapshots and videos captured by iCAM cameras.
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® Connect to CGI servers and get the images with CGI commands.
(For example, users can use WISE controllers to connect with
general IP cameras, and get snapshots with CGI commands.)

The Forward Setting page is as below:

Telegram Forward Setting Page Message Forward Chat Room
Enable IP Camera IP and Port Chat Room
] iCAM-MR6322 192.168.100.170:80 Do not upload to any chat room
Enable Sendbox FTP Path Chat Room
m] Local FTP Server /Sendbox/Telegram Do not upload to any chat room
Enable CGl Server Server Address and Port Chat Room
] CGl Server 1 192.168.100.27:80 Do not upload to any chat room

| save |

Figure 9-55 : Telegram Forward Setting page(1)

Users can upload image files to the FTP server of the WISE controller
(the path is /Sendbox/Telegram), and WISE would send Telegram
messages with the image files to the specified Telegram chat room.
When users connect WISE with iCAM series IP Cameras, the
“Forward” setting page will show the list of connected IP cameras.
Users can enable the “Forward” function to let WISE automatically
send the image files of the IP camera to the specified Telegram chat
room when the IP camera triggered by the following actions:
® Use IF-THEN-ELSE rule to trigger a snapshot action of the
connected IP Camera.
® The events of IP Camera (Motion Detection, Tampering Detection)
are triggered and the pictures are sent to the WISE controller.
In addition, when the WISE controller connect with a CGI server (ex.
IP camera), and get the snapshots from the CGI server through CGI
commands. These files also can be forwarded to the specified Telegram
chat rooms.

The forward setting of each file source is independent. When the

forward function is enabled, you have to edit an message which will be

sent with the image. The settings steps are as below:

I Click on the “Forward” tab at the right-upper corner of the
Telegram setting page.

i To forward the desired files, please specify and click on the
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“Enable” checkbox of the file source, and specify the Chat rooms
which will receive the message WISE send. WISE can send the
messages to multi-chat rooms simultaneously. Users have to entry
a Bot Token and add new chat rooms before selecting the chat
rooms to be sent. To apply a Telegram Bot account, please refer to
the section “Create Telegram Bot Account and Get the Token”.
Users can directly click on the “Add new Chat Room” to connect
with a new chat room, please refer to the section “9.8.3 Chat Room
Setting”.

i After you finish all the forward settings, click “Save” button to
save the settings. After enable the “Forward” function and
complete the message settings, the snapshots and event pictures
will be sent to the Telegram chat room.

9.9.3 Chat Room Setting
WISE send messages to the Telegram chat rooms. Users can add or
manage chat rooms via the Chat Room setting page. The setting
interface is as below:

Telegram Chat Room Setting Page Message Forward Chat Room

“Bot Token ‘ ‘

Chat Room List

Nickname Type Chat Room 1D

+ Add new chat room
| save |

Figure 9-56 : Telegram Chat Room Setting page (1)

The settings steps are as below:

I In the “Bot Token” field, key in the token of the Telegram Bot
account. Please refer to the section “Create Telegram Bot Account
and Get the Token” to get the token.

i Before add the Telgram chat rooms to WISE, You have to interact
with the chat rooms by Telegram app. To interact with 1-on-1 chat
room, you have to send messages to the Bot account. To interact
with a Group chat room, you have to add the Bot account into the
group chat room. Users must complete the interactions with
Telegram app via cell phone or PC, and add the chat rooms on
WISE within 24 hours. Otherwise, you need to interact with the
chat rooms again for adding then into WISE.
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il Click “Add new chat room”, the chat rooms that have been
interacted within 24 hours would be shown on the list. To add the
chat rooms, click on the checkbox in fornt of the chat rooms and

press “OK” button.
Add new chat room
v Select All Unselect All
Add Nickname Type Chat Room ID
0 Test2 Group T
0 Telegram Group Test Group I
] Michael Lal 1-on-1

| OK | | Cancel |

Figure 9-57 : Telegram Chat Room Setting page (2)

iv After the adding procedure is complete, the new chat room will
appear in the list, and it can be selected in the message setting

page.
Telegram Chat Room Setting Page Message Forward Chat Room
‘BotToken NGNS |
Chat Room List
Nickname Type Chat Room ID
+Add new chat room
Telegram Group Test Group I
®  Michael Lai 1-on-1 I

\\‘> ‘ Setting ‘ ‘ Remove

[ save |

Figure 9-58 : Telegram Chat Room Setting page (5)

v Select a chat room and click the “Setting” button to enter the
setting page of the chat room. Users can make a brief description
of this chat room, and click “Testing” button to send a testing
message to this chat room.
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Chat Room(Michael Lai) Setting

*Nickname

Description

Type

Chat Room ID

Setting Test

|Michae! Lai |

1-on-1

Figure 9-59 : Telegram Chat Room Test Function

vi  After you finish all the Telegram Chat Room settings, click “Save”
button to save the settings.

® Create Telegram Bot Account and Get the Token
1. Connect to Telegram Web Version and login via Browser. And
open Telegram BotFather official webpage, click on “OPEN IN

WEB” button to enter the dialog window with BotFather account.

Q Telegram

DOWNLOAD

BotFather & &%)

@botfather

BotFather is the one bot to rule them all. Use it to
create new bot accounts and manage your existing
bots.

SEND MESSAGE

OPEN IN WEB

; 8
1GY

Figure 9-60 : Create Telegram Bot Account(1)
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2. In the message field, key in the message “/newbot” to create a Bot
account, and then input the “Name” and “Username” for the Bot
account. The “Username” must be end with the “bot” string. After
the Bot is created, click the Bot account link in the following
message to enter the dialog window of the Bot account. Click on
the Token to copy it, and then paste it on the WISE Chat Room
Setting Page.

BotFather &
bot Q

/newbot 4555,

Alright, a new bot. How are we going to call it? Please choose a
name for your bot.
—

Good. Now let's choose a username for your bot. It must end in
—
“bot". Lnke thxs for example TetrisBot or tetris_bot.

2 re for your bot, see /help for a
Ilst of commands By the way, when you've finished creating
your cool bot, ping our Bot Support if you want a better
username for it. Just make sure the bot is fully operational
before you do this.

Use this token to access the HTTP API:
290218653 : AAFoe7eog—pSUAc. gZRD7185PiZ6uQgc “H

Keep your token secure and store it safely, it can be used by

anyone to control your bot.

For a description of the Bot AP, see this page:
https://core.telegram.org/bots/api

e

Figure 9-61 : Create Telegram Bot Account(2)

3. If you had created a bot, key in “/mybots” in the message field,
and select the Username of the Bot account, and then click the
“API Token” button. Click the Bot account link in the following
message to enter the dialog window of the Bot account. Click on
the Token to copy it, and then paste it on the WISE Chat Room
Setting Page.
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Choose a bot from the list below: 09:49

@WISETelegramTestBot

Here it is: WISE Telegram Test Bot @WISETelegramTestBot.
What do you want to do with the bot? 09:49 §

API Token
Bot Settings
Transfer Ownership

« Back to Bots List

i ISE Telegram Test Bot
@WISETelegramTestBot:

I290218653 :AAFoe7eog—pSUE d: ZRD7185Pi26wggctHl

Revoke current token

« Back to Bot

Figure 9-62 : Get the Token of Telegram Bot Account

® Please Note:

1. Telegram Bot account can send message numbers in every chat
room: 20 per minute.

2. WISE would not calculate the number of messages sent. The
message sending operation would be fail if the number of
message sent is over the limitation.

3. If you copy the WISE rule file from one WISE controller to
another, they would share the quota of messages. You can create
new Telegram Bot accounts to avoid this problem.

4.  WISE can only send:
¢ Text message
€ Image (JPG or PNG format, smaller than 10MB)
€ Video (MP4 format, smaller than 50MB)

5. To perform the chat room setting, please confirm that the WISE
controller is connected with internet. The setting could only be

http://wise.icpdas.com 208




ICP DAS WISE User Manual

done by connecting with Telegram server.

9.10 Active I/O Sending Setting

WISE equips the “Active I/O sending” function. There are two parts in this
function: “I/O Data Table Setting” and “Active Sending of I/O Data Table”.
Even though WISE allows to connect with multiple 1/0 modules at the
same time, however, the channel data of each I/O module that WISE
received is located in the different Modbus Address memory block of WISE.
Therefore, when using SCADA software to retrieve the data, the SCADA
software must poll each I/O module’s channel data separately. It is
impossible to poll all WISE 1/0 modules’ channels data at one time. In
order to improve the efficient of the data communication between WISE
and SCADA software, WISE provides “Active I/0 Sending” function. It
allows to copy the I/O channels data from different 1/O modules and puts
them into a continuous Modbus address memory block, and then SCADA
software can retrieve all 1/0 channel data from different modules by using
one single Modbus command. Comparing to traditional polling mechanism,
it will greatly save time and polling attempts.

Please note: The SCADA software must equip the Modbus TCP Slave
function to receive the content of I/0 Data Table that sent by WISE.

9.10.11/0O Data Table Setting
The settings steps are as below:
i Click on the “Table Setting” tab at the right-upper corner of the
Active 1/O Sending setting page.

Active 1/O Setting Page Table Setting Sending Setting

Interface | XV-Board -

Idodule | XV308(308 Sample) +
Channel DI ~| Ch.[0 b

Insert To @ Coil O Register

Modbus Address Mapping Table

Local Coil Register
Address (0x) (4x)

No Coil or Register is set

Figure 9-63 : 1/0O Data Table Setting page (1)
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il Select the “Interface”, “Module” and “Channel” from the dropdown
list to identify the 1/0 channel which will be inserted into the I/O
Data Table.

iii Please select the area which the 1/O channel will be inserted into.
There are two data types for the 1/O Data Table: “Coil” and
“Register”. The I/O module’s DI/DO/Coil Output/Discrete Input
channel data can be saved in the “Coil” area of the 1/0 Data Table or
be saved in the Register area of the 1/0 Data Table in binary format.
Each Register can store 16 Coil data. The I/O module’s AI/AO/Input
Register/Holding Register channel data and Internal Register data
can be saved in the “Register” area of the 1/0 Data Table.

Active /O Setting Page Table Setting Sending Setting

Interface | COM4

Module |M-7024(8) ~
Channel |AO ¥|Ch |3 ¥
Insert To Coil ® Register

Insert

Modbus Address Mapping Table

Local Coil Register
Address (0x) (4x)
A
30000 Dio cgm 5
30001 | G

30002 ann
AC3
30003

Remove All Setting Remove

Save

Figure 9-64 : I/O Data Table Setting page (2)

iv.-When you complete the setting of Interface, Module and Channel,
please click the “Insert” button to add the channel of the /O module
into the 1/0 Data Table.

v If you want to change the position of the I/O channel in the 1/0 Data
Table, please left-click the 1/O channel by mouse, and drag it up or
down to arrange the new position of the I/O channel. When the 1/O
channel arrive the right position, release the mouse left-button to let the
I/O channel be at the new location.

vi If you want to remove one I/O channel of the I/O Data Table, please
click the 1/0 channel by mouse, then click the “Remove” button which
is located at the right-lower corner of the 1/O Data Table to remove the
I/O channel.
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vii If you want to remove all 1/0 channel of the I/O Data Table, please
directly click the “Remove All Setting” button which is located at the
left-lower corner of the 1/0 Data Table to remove all I/O channels.

viiiAfter you finish the 1/0 Data Table settings, click “Save” button to save
the settings.

9.10.2 Active Sending of I1/0 Data Table
The settings steps are as below:
i Click on the “Sending Setting” tab at the right-upper corner of the

Active I/O Sending setting page.
Active |/O Setting Page Table Setting | Sending Setting

Active Sending [ Enable

Figure 9-65 : “Active Sending of 1/O Data Table” Setting page (1)

ii Enable the “Active Sending” function, and then the setting
interface will be shown as below.

Table Setting Sending Setting

Active I/O Setting Page

Active Sending

IP

Port

NetlD

Timeout

*Data Update Model

Data Start Address

] Enable

192 |.| 168 100 25
502

1

300 millisecond(s)

[ When the I/0 channel data changed and the variation exceeds 0

O Every 5 second(s)

Coill  0/00000

Register 4|00000

Figure 9-66 : “Active Sending of I/O Data Table” Setting page (2)

iii Complete

the receiver’s (SCADA software) IP address, the

Modbus TCP Slave’s Port number, NetID and Timeout value
setting. Make sure all the setting is the same as the settings of the
receiver (SCADA software). If the setting is not accurate, the
connection for WISE to the receiver (SCADA software) will be

failed.
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iv Please select the timing to send back the data of 1/0 Data Table.

There are two options for the “Data Update Model”, one option is
to send out the data when the 1/0 channel data change takes place,
the other is to send out the data at periodic time schedule. The two
options can be enabled concurrently.
Please note. If the “Data Update Model” you select is “1/O channel
data change takes place”, please remember to input the variation
value. It mean if the Analog I/O channel data change takes place,
and exceed the variation value, then WISE will send back the data
of I/0 Data Table. This setting will be helpful to avoid signal
oscillation that may result in instability to the status changes and
let WISE send the data of 1/0 Data Table too frequently.

vV In the “Start Address” field, set up the start address which the
receiver (SCADA software) will use to save the data of 1/0 Data
Table from WISE.

vi After you finish the “Active 1/0 sending” settings, click “Save”
button to save the settings.

9.11 Channel Status Setting
Channel Status function offers all WISE login account an easy way to view
monitoring page that allows users to view important controller information
(Internal Register value, 1/0 module list and I/O channel value) in real time
without SCADA software. In addition, the Administrator login account can
update the value of Internal Register or 1/0O output channel (DO/AO/Coil
Output/Holding Register) by the interface WISE provide.
In order to let users browse the I/O channel value in a flexible and efficient
way, WISE provide two 1/0 value display interfaces as below.
B Default Channel Status page: It displays all I/0 channel status based
on the sorting of all 1/0 Module (Default style).
B User-defined Channel Status page: It displays the 1/0 channel status
based on the user-defined arrangement.

The settings steps for User-defined Channel Status page are as below:
i Click on “Add new Channel Status page” to add the new Channel
Status page which will be used to display the I/O channel data.
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Channel Status Setting Page

Nickname Group Amount

+ Add new channel status page

Figure 9-67 : Channel Status List Page

il After clicking the “Add new Channel Status page”, the Channel Status
setting page will appear. In the Channel Status setting page, please input
the name of the page in the “Nickname” field and you could also input
the description of this page in the “Description” field. The setting page
interface will be shown as below:

Channel Status Channel Status 1 Setting

*Nickname  |Channel Status 1

Description

+ Add new group

Figure 9-68 : Channel Status Setting Page

iii  Click on “Add new Group” to add a new group which will be included
in the User-defined Channel Status page.

Channel Status Channel Status 1 Setting

*Mickname  |Channel Status 1

Description
+ Add new group
Group 1

+ Add Channel
Status

Figure 9-69 : Add a new group

iv  Click on “Add Channel Status” to add a new I/O channel into the group.
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Select the “Interface”, “Module” and “Channel” from the dropdown list
and click “Add” to add the new 1/O channel into the group.
Channel Status Channel Status 1 Setting

*MNickname  |Channel Status 1

Description

+ Add new group
Group 1

+ Add Channel
Status

Interface | XV-Board v
Module |XV308(308 Sample)
Channel |DI ~| Ch.|0 v

Add

Figure 9-70 : Add I/O Channels into Group

Vv Repeat steps iv~ v to complete the I1/O channel settings for all groups.
Channel Status Channel Status 1 Setting

*Nickname  |Channel Status 1

Description
+ Add new group
Group 2 e
[0l [l =]
#V-Board XV-Board + Add Channel
X\308(308 Sample) X308(308 Sample) Status
D04 Al2
Group 1 O
Ao = E =l = FE [
*V-Board COM3 Com4 COM3 + Add Channel
XW308(308 Sample) DL-302(1) 1-7060{1) DL-302(1) Status

DI0 0 DIo coz2

Figure 9-71 : Multi-Groups Setting in User-defined Channel Status page

vi If the User-defined Channel Status page includes many groups, users

et

can click on the icon on the right-top corner of each group, and
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Vii

viii

Xi

Xii

21 r
then the system will display the tool bar . Now user can click

on the icon of the tool bar to arrange the order of the group,

remove the group or change the name of the group. After complete all
setting, please click on the 1/0 channel data area to return to the normal
status.

Group 2
XV-Board XV-Board + Add Channel
XV308(308 Sample) XWV308(308 Sample) Status
D04 Al2
oup £ [¥]x]
T el | 110 ]

Figure 9-72 : Tool bar of User-defined Channel Status page

Click the “OK” button to confirm the setting for the User-defined
Channel Status page, and return to the User-defined Channel Status
page list interface.

Repeat steps i~ viii to complete the setting for all User-defined Channel
Status pages.

To modify the settings of a pre-set User-defined Channel Status page,
please click on the radio button in front of the User-defined Channel
Status page, and then click on “Setting” to modify the settings.

To copy the settings of a pre-set User-defined Channel Status page to
the new User-defined Channel Status page, please click the radio button
in front of the pre-set User-defined Channel Status page and then click
“Copy”, a new User-defined Channel Status page will be added to the
list and the settings of the old User-defined Channel Status page will be
copied to this newly added User-defined Channel Status page.

To remove a pre-set User-defined Channel Status page, please click the
radio button in front of the pre-set User-defined Channel Status page
and then click “Remove”.

After you finish all the User-defined Channel Status page settings, click

“Save” button to save the settings.
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9.12 Ping Setting
WISE provides the Ping function to detect the connection status between
the WISE controller and specified Ethernet devices. The results of Ping
function can be used as IF conditions. The settings steps are as below:
i Click on “Add new Ping” to add a new Ping target.

Ping Setting Page

Nickname Target Timeout(ms) Interval(secs)
+ Add new ping

® Ping 1 192.168.100.185 1000 10
» \ Setting \ \ Copy | | Remove |

| Save ‘

Figure 9-73 : Ping List Page

il After clicking the “Add new Ping”, a setting page will appear, input a
name in the “Nickname” field and you could also input the description
of this email in the “Description” field; shown as below:

Ping Ping 1 Setting

*Mickname  |Ping 1

Description

Ping Attribute Setting

*Target
Timeout 1000 millisecond(s)
Interval 1 second(s)

* Continuous ping failledupto | 5 | times
Failure Condition
Attempted | 10 | times, failed | 5 | times

Ping Testing Ping

OK | | Cancel

Figure 9-74 : Ping Setting Page

iii In the “Target” field, enter the IP or the domain name of the target to be
pinged.

iv In the “Timeout” field, enter the timeout value of the Ping function for
waiting the response. The unit will be millisecond (ms).
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v In the “Interval” field, set the time interval to specify how often the
WISE will automatically ping the target. The unit will be second (sec).

vi In the “Failure Condition” field, select the judgment method to check
the Ping IF condition. If you select “Continuous ping failed up to X
times”, you can set the continuous failed times with a number between
1 to 60. The Ping status would become failure when the ping action
failed continuously and the failed number exceeds the number you set.
If you select “Attempted X times, failed Y times”, WISE would check
the latest X ping results, if the failed number exceeds the number Y, the
Ping status would become failure.

vii User can click the “Ping” button in the “Ping Testing” field to test the
Ping status between the WISE controller and the target.

viii Click on “OK” to confirm the setting and return to the Ping list page.

iX Repeat steps ii~ vi to complete settings of all Pings.

X After you finish all the Ping settings, click “Save” button to save the
settings.
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10 Rules Setting

After finishing all Advanced Setting configurations, you can start to edit
IF-THEN-ELSE rules. Click the “Rules Setting” button, a list of rules will be
displayed on the left side of the page, and at the right side of the page will show
detailed content of each rule that was previously defined. The rule setting page is
shown as below:

wisEs200 | &
\Gz;" Web Inside, Smart Engine wise200 | [ é & £
5

© 3554 MB  Einstant Message
System Setting  Module Setting  Logger Setting  Advanced Setting  Rule Setting  Channel Status
Rule Setting
., Rule Overview
A [HE | SR
- <IF>
A 2 2 Local Internal Register 1(IR1) Bit0 = 1
RE 3 MAFE < THEN >
Local Internal Register 6(IR6} = & (One Time)
#HRE 4 BE Local Internal Register 8(IR8) = Lacal Internal Register 5(IR5) (One Time)
< ELSE >
No action
A 2
<|F>

Local Internal Register 3(IR3) BitD(aa) = 1 (AND)
Local Internal Register 3(IR3) Bit2(bb) = 1 (AND)
Local Internal Register 3(IR3) Bitd{cc) = 1
< THEN >
Local Internal Register 7(IR7) = 777 {Qne Time}
<ELSE »
Local Internal Register 7(IR7} = 0 (One Time)

RE 3
<IF>
Timer(Timer1) Timeout
< THEN >
Local Internal Register 8(IR8) += 100 {One Time}
Timer(Timer1) Start (One Time)
<ELSE >
No action

1A ¢
<|F>

Local Internal Register 8(IR9) = 1
< THEN =

Timer(Timer2) Start (One Time)

Local Internal Register 8(IR8} = 0 (One Time)
< ELSE >

Figure 10-1 : Rules overview page

In addition to the list of the rules, Rule Management interface will also be shown on
the left side of the page. Detailed description is as below:
® Add new rule: To add a new rule, please click “Add new rule”.
® Copy: To copy the settings of an old rule to the new rule, please click on the
G button on the right side of the old rule, a new rule will be added to the list
and the settings of the old rule will be copied to this newly added rule.

: M) .
® Remove: To remove a pre-set rule, please click on the button on the right
side of the pre-set rule.

® Arrange the order: Left click on the pre-set rule and drag them up or down to
arrange the rules into the proper order.
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Click “Add new rule” to get into the “Rule Information Setting” page for logic rule
edition (shown as below).

Rule Information Setting

“Mickname  |Rule 5
Description

Status @ Enable O Disable

Rule Content Setting

IF THEN ELSE
Add a new Condition: Add a new Action Add a new Action
Set up a Condition | ~ Set up an Action | * Set up an Action | ~
No Condition exists No Action exists No Action exists

Figure 10-2 : Rules Setting page

® Nickname: Input a name in the “Nickname” field and you could also input the
description of this Rule in the “Description” field.

® Status: Select “Enable” or “Disable”. If you select “Enable”, the rule will be
executed after being downloaded. If you select “Disable” the rule will only be
stored temporarily and will not be executed after being downloaded.

® |F Condition Setting: More detailed information, please refer to “10.1 IF
Condition Setting” section.

® THEN/ELSE Action Setting: More detailed information, please refer to “10.2
THEN/ELSE Action Setting” section.

® Save: After finish all IF Condition and THEN/ELSE Action setting, click on
“Save” to save the settings.

Please note: if you make modification in I/O module setting or in Advanced Setting
after finish defining the rules, it might cause unexpected error due to the changes
cause some variables no longer exist. Therefore, in case you make any modification,
please double check your settings and Rules definition to make sure no errors are
present.

When users finish settings of an IF Condition or a THEN/ELSE Action, after going
back to the Rule Content Setting page, a function component will be displayed under
the IF Condition or the THEN/ELSE Action section (shown as below), the function
component will display the settings information of the IF-THEN-ELSE logic rule.

W X\/-Board XV116 DOO = ON
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The function component (IF Condition, THEN Action or ELSE Action) provides
various functions such as:

® Setting: to edit a pre-set function component, click onﬂ' to get in to the

setting page of the function component.

® Copy: to copy a pre-set function component, click on I to generate a new

component with the same pre-set component settings. The new function
component will be listed under the pre-set component.

® Remove: to remove a pre-set function component, click on ™ to remove

the component.

® Action Operation mode : If the function component is Action and

operation mode is “One-Time”, the icon will be shown at the left-top

corner of the component; otherwise, the icon for “Repeat” operation
mode will be shown at the left-top corner of the function component.

® Arrange order: the order of the function component might result in

different outcomes of IF-THEN- ELSE rule execution, therefore, user could

click on ¥ and drag the component to arrange the components into
appropriate order.

The IF-THEN-ELSE logic engine operates according to following rules:

All rules are checked and the actions are executed by the top-down order.

When the evaluation result of the IF statement is “true”, the action with
“One-Time” operation mode would be executed only once; the action with
“Repeat” operation mode would be loop executed.

Only the actions of output channel setting of ICP DAS Module and Modbus
Module could be set to the “Repeat” operation mode. To execute the other
actions repeatedly, you can use the Timer function to perform it.

If you want the action to be triggered “One-Time” again, the evaluation result of
the IF statement should return to “false” first, and then the action will be
executed when the evaluation result of the IF statement become “true” again.

The following section will give more detailed information of IF Condition and
THEN/ELSE Action settings.
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10.1 IF Condition Setting
To add an IF Condition, please select and set the Condition from the
dropdown list in the “Add a new Condition” field under the IF Condition
setting section. IF Condition provides the following Condition setting
options:

ICP DAS Module

Modbus Module

IP Camera

CGI Command

Amazon Web Services

Microsoft Azure

IBM Bluemix

MQTT

Connection Status

Timer

Schedule

SD Card Status

Internal Register

Rule Status

Ping

If the WISE is connected to ICP DAS 1/0 modules or Modbus TCP/RTU
modules, the setting options for 1/0 channel information (DI, DO, Al, AO,
Discrete Input, Coil Output, Input Register and Holding Register) on these
modules will be automatically displayed on the dropdown list. In addition,
If therer is ICP DAS iCAM IP camera connect to WISE, the related setting
options of IP camera event will also be automatically displayed in the
dropdown list. To include subjects other than modules mentioned above in
the IF Condition statement (CGI Command, MQTT, IoT Platform, Timer,
Schedule, Internal Register and Ping); they have to be pre-defined in
Advanced Setting first. The setting options of the subjects that already
being defined in Advanced Setting will appear on the dropdown list of IF
Condition. Select the Condition option from the dropdown list in the “Add a
new Condition” field under the IF Condition setting section, a window will
pop up for you to edit detailed information. The setting options of IF
Condition are as follow:
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10.1.11CP DAS Module
Click on ICP DAS 1/0 Module, 6 options will appear as the following: DI,
DI Counter, DO, DO Counter, Al, and AO.

10.1.1.1 DI
DI channel value from ICP DAS I/O Module can be used as
evaluation criteria for IF condition statement; the setting page for DI
Condition Setting is shown as below:
DI Condition Setting

Module & Channel /O Interface | XV-Board | Module |XV308(308 Sample) ¥ Channel |0 v

Status | OFF v

Figure 10-3 : DI condition setting page

Follow the steps below:

Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.

Define the evaluation criteria of the status in IF statement to be
“OFF”, “ON”, “ON to OFF”, “OFF to ON” or “Change”. Once
the DI channel value matches the evaluation criteria, the result
of this condition evaluation will be “true”. Please note: If the
statement involves state transitions: “ON to OFF”, “OFF to
ON” and “Change”, the action will be executed only once and
only at the moment when the state transition occurs.

Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.1.2 DI Counter
DI counter value from ICP DAS 1/0 Module can be used as
evaluation criteria for IF condition statement; the editing page for DI
Counter Condition Setting is shown as follow:
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DI Counter Condition Setting

Module & Channel Operator Value

User-Defined  ~
XV-Board » | XV308(308 Sample)
Channel |0 v

= 03 0

Figure 10-4 : DI Counter condition setting page

Follow the steps below:

Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.
Set up the expression statement for this counter value. Select an
operator from “=", “>7_ “<” “>="_“<=" or “Change”.
Specify the evaluation value. If this DI counter value match the
evaluation criteria, the result of this condition evaluation will be
“true”. WISE provides the following 12 values options; you can
compare them with the DI counter value for condition
evaluation. Please note: If the statement involves state
transitions: “Change”, user doesn’t need to set up the evaluation
value. The action will be executed only at the moment when the
state transition occurs.

® User-Defined: The “User-Defined” value could be used as

evaluation criteria; input the “User-Defined” value under

the “Value” field.

Value

User-Defined | =

-

ul

® Internal Register: The “Internal Register” value could be
used as evaluation criteria; select the “Source” and the
number of the Internal Register from the dropdown list.
The “Local” in the “Source” field mean the Internal
Register is from the Host controller (WISE). The
“Remote” in the “Source” field mean the Internal Register
is from the remote WISE controller.
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Walue
Internal Register | =

Source |Local v

No. [1(R1) v

® DI Counter: The DI channel counter value from other ICP
DAS 1/0 modules could be used as evaluation criteria;
select the module and the channel from the dropdown list
to specify which channel value will be used.

Value

DI Counter | =
Interface | COM4 v
Module | M-7084(2) v
Channel |0 ¥
® DO Counter: The DO channel counter value from other
ICP DAS WISE-71xx modules could be used as
evaluation criteria; select the module and the channel
from the dropdown list to specify which channel value
will be used.
Value
DO Counter | +
Interface |LAN ¥
Module |WISE-7126(192.168.100.235:502/1) v
Channel |0
® Al: The Al channel value from other ICP DAS 1/0O
modules could be used as evaluation criteria; select the
module and the channel from the dropdown list to specify
which channel value will be used.

Walue

Al -
Xy-Board v || x/308(308 Sample)
Channel |0 v

® AO: The AO channel value from other ICP DAS 1/0
modules could be used as evaluation criteria; select the
module and the channel from the dropdown list to specify
which channel value will be used.
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Yalue

Al -
COMg v || 1-7021(4) -
Channel |0 *

® Input Register: The Input Register value from other

Modbus RTU/TCP Slave modules could be used as
evaluation criteria; select the module and the address from
the dropdown list to specify which channel value will be
used.

Yalue

Input Register | =
COM3 v || Debug(2) v
Address [ 100 v

Holding Register: The Holding Register value from other
Modbus RTU/TCP Slave modules could be used as
evaluation criteria; select the module and the address from
the dropdown list to specify which channel value will be
used.

Value

Holding Register | =
COM3 v || Debug(2) ~

Address | 1006
MQTT: The value of the MQTT subscribe topic could be
used as evaluation criteria; select the broker and the
subscribe topic from the dropdown list to specify which
topic will be used. If there was JSON Name in the
subscribe setting, the JSON Name could be used as
evaluation criteria.

Value

Value
MQTT Subscribe Topic | =

MQTT Subscribe Topic | + Broker
Broker Broker 1 v Topic

Topic | Topic 1 ¥ JSON Name
AWS: The value of the AWS received parameter could be
used as evaluation criteria; select the Topic or the JSSON
Variable from the dropdown list to specify which variable
will be used.
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Amazon Web Services Subscribe Message | -

Topic |JSON Topic v
JSON Variable Name

® Azure: The value of the Azure received parameter could
be used as evaluation criteria; select the variable name
from the dropdown list to specify which variable will be
used.

Value
Microsoft Azure Subscribe Message |

Variable Name |aaa v

® Bluemix: The value of the Bluemix received parameter
could be used as evaluation criteria; select the command
and the variable name from the dropdown list to specify
which variable will be used.

Value

IBM Bluemix Subscribe Message | ~
Command Name |c1 ¥

Variable Name |aaa ¥

Please Note: The content of received MQTT subscribe
topic or AWS / Azure / Bluemix parameter must be a
number, otherwise O will be assigned.

iv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.1.3 DO

DO channel value from ICP DAS 1/O Module can be used as
evaluation criteria for IF condition statement; the setting page for DO
Condition Setting is shown as below:

DO Condition Setting

Module & Channel /0 Interface | COM4 v Madule |1-7080(1) ¥ Channel |2 ¥

Status  OFF v

QK || Cancel

Figure 10-5 : DO condition setting page
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Follow the steps below:

i Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.

il Define the evaluation criteria of the status in IF statement to be
“OFF”, “ON”, “ON to OFF”, “OFF to ON” or “Change”. Once
the DO channel value matches the evaluation criteria, the result
of this condition evaluation will be “true”. Please note: If the
statement involves state transitions: “ON to OFF”, “OFF to
ON” and “Change”, the action will be executed only once and
only at the moment when the state transition occurs.

iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.1.4 DO Counter
DO counter values from remote ICP DAS WISE-71xx series modules
can be used as evaluation criteria for IF condition statement; the

editing page for DO Counter Condition Setting is shown as follow:
DO Counter Condition Setting

Module & Channel Operator Value

User-Defined | =
LAN ¥ | WISE-T126(152.168.100.126:6021) *
Channel |0 ¥

= v 0

OK | | Cancel

Figure 10-6 : DO Counter condition setting page

Follow the steps below:

i Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.

il Set up the expression statement for this counter value. Select an
operator from “=>, “>7 “<” “>="_“<=" or “Change”.

iii Specify the evaluation value. If this DO counter value match the
evaluation criteria, the result of this condition evaluation will be
“true”. WISE provides 12 values options; you can compare
them with the DO counter value for condition evaluation.
Please refer to “10.1.1.2 DI Counter” for detail. Please note: If

the statement involves state transitions: “Change”, user doesn’t
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need to set up the evaluation value. The action will be executed
only at the moment when the state transition occurs.

iv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.1.5 Al
Al channel value from ICP DAS 1I/0O Module can be included in the
IF condition statements; the editing page for Al Condition Setting is
shown as below:

Al Condition Setting
Madule & Channel Operatar Value
User-Defined | ~

Xv-Board ¥ || 2v3008(308 Sample; ¥
Channel | 0 v

= v 0

Condition Attribute Setting

Deadband [0

OK | | Cancel

Figure 10-7 : Al condition setting page

Follow the steps below:

i Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.

il Set up the expression statement for this channel value. Select an
operator from “=7, “>7_ “<” “>=" or “<=",

iii Specify the evaluation value. If this Al channel value match the
evaluation criteria, the result of this condition evaluation will be
“true”. WISE provides 11 values options; you can compare
them with the Al channel value for condition evaluation. Please
refer to “10.1.1.2 DI Counter” for detail.

iv In order to avoid signal oscillation that may result in instability
to the measurement of the Analog channel value or system
operations, the user can set up a Deadband value for the Analog
channel to reduce the oscillation effect to the channel value.
The detailed description of Deadband operation is as below:

Condition Attribute Setting

Deadband 0

Ok | | Cancel
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Figure 10-8 : Deadband parameter setting

There are three operation styles for Deadband. The Al Channel
setting in following examples is OmA ~ 20mA.

(@) In the IF Condition, when Al > or >= a numerical
value:
Assuming the Deadband value is set to be 2 mA, and the
following statements are defined in the related logic Rule:
IF AlI>10mA, THEN DO=ON, ELSE DO=OFF, that
means, when Al receives a signal that exceed 10mA, the
DO channel will change to ON immediately, however,
when the Al channel value drops and becomes lower than
10mA, the DO channel will not change back to OFF
immediately until the value reaches 8mA (10mA minus
the Deadband value 2mA), as shown in the following
figure.

IF Al>10mA
THEN DO=0N
ELSE DO=0FF

10mA

8mA

<DO=0FF DO=0N DO=0FF

Figure 10-9 : Al Deadband Operation (> or >= a numerical value)

(b) In the IF Condition, when Al < or <= a numerical
value:
Assuming the Deadband value is set to be 2 mA, and the
following statements are defined in the related logic Rule:
IF Al<10mA, THEN DO=ON, ELSE DO=OFF, that
means, when Al receives a signal which is lower than
10mA, the DO channel will change to ON immediately,
however, when the Al channel value exceed 10mA, the
DO channel will not change back to OFF immediately
until the value reaches 12mA (10mA plus the Deadband
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value 2mA), as shown in the following figure.

IF Al<10mA
THEN DO=0N
ELSE DO=0FF

12mA

10mA

<DO=0FF DO=0N DO=0FF

Figure 10-10 : Al Deadband Operation (< or <= a numerical value)

(c) In the IF Condition, when Al = a numerical value:
Assuming the Deadband value is set to be 1 mA, and the
following statements are defined in the related logic Rule:
IF AI=9mA, THEN DO=0ON, ELSE DO=0FF, that means,
when Al receives a signal between 8mA (9mA minus the
deadband value 1mA) and 10mA (9mA plus the
Deadband value 1mA), the DO channel will change to
ON immediately. However, when the Al channel value
exceed 10mA, or is lower than 8mA, the DO channel will
change to OFF, as shown in the following figure.

IF Al=9mA
THEN DO=0N
ELSE DOQ=0FF

10mA
9mA

8mA

<~DO=0FF— Dgﬁ DO=0FF=D0=0N—=-D0O=0FF

Figure 10-11 : Al Deadband Operation (= a numerical value)

Vv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.1.6 AO
AO channel value from ICP DAS 1I/0O Module can be included in the
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IF condition statements; the editing page for AO Condition Setting is

shown as below:
AQ Condition Setting

Module & Channel Operatar Value
User-Defined | =

COM4 v || 1-7021(4) ¥
Channel 0 v

= v 0

Condition Attribute Setting

Deadband 0

OK | | Cancel

Figure 10-12 : AO condition setting page

Follow the steps below:

i Specify the module and the channel from the dropdown list of
the “Module & Channel” section that you are going to include
its value in the IF condition statements.

il Set up the expression statement for this channel value. Select an
operator from “=7, “>7_ “<” “>=" or “<=",

il Specify the evaluation value. If this AO channel value match
the evaluation criteria, the result of this condition evaluation
will be “true”. WISE provides 12 values options; you can
compare them with the AO channel value for condition
evaluation. Please refer to “10.1.1.2 DI Counter” for detail.

iv In order to avoid signal oscillation that may result in instability
to the measurement of the AO channel value or system
operations, the user can set up a Deadband value for the AO
channel to reduce the oscillation effect to the channel value.
Please refer to “10.1.1.5 Al” for more detailed information.

v Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.2 Modbus Module
Click on “Modbus Module”, 4 options will appear as the following:
Discrete Input, Coil Output, Input Register and Holding Register.

10.1.2.1 Discrete Input
Discrete Input value from Modbus TCP/RTU Slave module can be
included in the IF condition statements; the editing page for Discrete
Input Condition Setting is shown as below:
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Discrete Input Condition Setting

Module & Address 'O Interface | COM3 * | Module | Debug(2) ¥ | Address 0 ¥

Status  |OFF ¥

QK | | Cancel

Figure 10-13 : Discrete Input condition setting page

Follow the steps below:

Specify the module and the address of the Modbus TCP/RTU
Slave module from the dropdown list of the “Module &
Address” section that you are going to include its value in the
IF condition statements.

Define the evaluation criteria of the status in IF statement to be
“OFF”, “ON”, “ON to OFF”, “OFF to ON” or “Change”. Once
the Discrete Input value matches the evaluation criteria, the
result of this condition evaluation will be “true”. Please note: If
the statement involves state transitions: “ON to OFF”, “OFF to
ON” and “Change”, the action will be executed only once and
only at the moment when the state transition occurs.

Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.2.2 Coil Output
Coil Output value from Modbus TCP/RTU Slave module can be
included in the IF condition statements; the editing page for Coil
Output Condition Setting is shown as below:

Coil Output Condition Setting

Module & Address /O Interface | COM3 v | Maodule |Debugi2) ¥ Address |14 ¥

Status  |OFF ¥

OK || Cancel

Figure 10-14 : Coil Output condition setting page

Follow the steps below:

Specify the module and the address of the Modbus TCP/RTU
Slave module from the dropdown list of the “Module &
Address” section that you are going to include its value in the
IF condition statements.
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il Define the evaluation criteria of the status in IF statement to be
“OFF”, “ON”, “ON to OFF”, “OFF to ON” or “Change”. Once
the Coil Output value matches the evaluation criteria, the result
of this condition evaluation will be “true”. Please note: If the
statement involves state transitions: “ON to OFF”, “OFF to
ON” and “Change”, the action will be executed only once and
only at the moment when the state transition occurs.

iii Click “OK” button to confirm the settings and return to the Rule

settings page.

10.1.2.3 Input Register
Input Register value from Modbus TCP/RTU Slave module can be
included in the IF condition statements; the editing page for Input

Register Condition Setting is shown as below:
Input Register Condition Setting

Module & Address Operator Yalue

User-Defined | =
COM3 v Debug(2) v
Address 100 ¢

E 0

Condition Attribute Setting

Deadband 0

COK | | Cancel

Figure 10-15 : Input Register condition setting page

Follow the steps below:

i Specify the module and the address of the Modbus TCP/RTU
Slave module from the dropdown list of the “Module &
Address” section that you are going to include its value in the
IF condition statements.

il Set up the expression statement for this Input Register address
value. Select an operator from “=", “>7, “<” “>=" or “<=",

iii Specify the evaluation value. If this Input Register value match
the evaluation criteria, the result of this condition evaluation
will be “true”. WISE provides 12 values options; you can
compare them with the Input Register value for condition
evaluation. Please refer to “10.1.1.2 DI Counter” for detail.

iv In order to avoid signal oscillation that may result in instability
to the measurement of the Input Register value or system
operations, the user can set up a Deadband value for the Input
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Register to reduce the oscillation effect to the channel value.
Please refer “10.1.1.5 Al” for detail.

v Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.2.4 Holding Register
Holding Register value from Modbus TCP/RTU Slave module can be
included in the IF condition statements; the editing page for Holding

Register Condition Setting is shown as below:
Holding Register Condition Setting

Module & Address Operatar Yalug
User-Defined | =

COM3 v || Debug(2) v
Address | 1002

= v 0

Condition Attribute Setting

Deadband 0

QK | | Cancel

Figure 10-16 : Holding Register condition setting page

Follow the steps below:

i Specify the module and the address of the Modbus TCP/RTU
Slave module from the dropdown list of the “Module &
Address” section that you are going to include its value in the
IF condition statements.

ii Set up the expression statement for this Holding Register
address value. Select an operator from “=”, “>”  “<” “>=" or

9
<=,

iii Specify the evaluation value. If this Holding Register value
match the evaluation criteria, the result of this condition
evaluation will be “true”. WISE provides 12 values options;
you can compare them with the Holding Register value for
condition evaluation. Please refer to “10.1.1.2 DI Counter” for
detail.

iv In order to avoid signal oscillation that may result in instability
to the measurement of the Holding Register value or system
operations, the user can set up a Deadband value for the
Holding Register to reduce the oscillation effect to the channel

value. Please refer to “10.1.1.5 Al” for more detail information.

Vv Click “OK” button to confirm the settings and return to the Rule
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settings page.

10.1.3 IP Camera
Event from IP Camera can be used as evaluation criteria for IF
condition statement; the setting page for Event Condition Setting is
shown as below:

Event Condition Setting

IP Camera & Event  IP Camera ||CAM—MR6322(192 168.100.133:80:CameraQ1) V\ Event | Motion Detection v
Motion Detection
Status  Trigger Tampering Detection

| OK \ | Cancel |

Figure 10-17 : IP Camera's Event condition setting page

Follow the steps below:

i Specify the IP Camera and the Event type from the dropdown
list of the “IP Camera & Event” section that you are going to
include its value in the IF condition statements. iCAM IP
Camera provides 2 Event options as Motion Detection and
Tampering Detection for settings. If the IP Camera's Event is
triggered and WISE receives the notification from IP Camera,
then the result of this condition evaluation will be “true”.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.1.4 CGI Command
The parameters (Variable & Source) of CGI Receiving Command can be
included in the IF condition statements; the editing page for CGI Command
variable and source condition setting is shown as below:

CGI Command Condition Setting
Mame & Address Operator Walue
User-Defined | «

Yariahle Name| Temperature v
Source Address| 192.168.100.30 v

= v 0

OK | | Cancel

Figure 10-18 : CGI Receiving Command condition setting page
Follow the steps below:

i Specify the CGI Command variable and CGI Command source from
the dropdown list of “Variable Name” field and “Source Address”
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field that you are going to include them in the IF condition statements.
When the source of the CGI Receiving Command consists with the
“Source Address” setting, the evaluation of CGlI Command variable
will be continued. If user selects “Anywhere” from the dropdown list
of “Source Address”, it means the evaluation of CGIl Receiving
Command will ignore the “Source Address” setting.

il Set up the expression statement for this CGI Command variable value.
Select an operator from “=", “>”_ “<” “>=" or “<=",

iii Specify the user-defined evaluation value or user-defined string. If
this CGlI Command variable value match the evaluation criteria or
equal to the user-defined string, the result of this condition evaluation
will be “true”. WISE provides 12 values options; you can compare
them with the CGI Command variable value for condition evaluation.
Please refer to “10.1.1.2 DI Counter” for detail.

iv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.5 Amazon Web Services
Click on Amazon Web Services(AWS), 2 options will appear as the

following: “Connection Status” and ““ Subscribe Message”.

10.1.5.1 Connection Status
The Connection Status between WISE and AWS can be used as
evaluation criteria for IF condition statement. The editing page for
AWS Connection Status Condition Setting is shown as below:

Amazon Web Services Connection Status Condition Setting

Status  @Offline OOnline

\E\ | Cancel |

Figure 10-19 : AWS Connection Status condition setting page

Follow the steps below:

i Specify the connection status to be “Offline” or “Online”. If
the connection status of AWS match the evaluation criteria, the
result of this condition evaluation will be “true”.

i Click “OK” button to confirm the settings and return to the
Rule settings page.
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10.1.5.2 Subscribe Message
The Variable in the Subscribe Message from Amazon Web Services
can be used in the IF condition statements; the editing page for AWS
Subscribe Message condition setting is shown as below:

Amazon Web Services Subscribe Message Condition Setting

Name Operator Value

User-Defined | =

Topic |JSON Test v
C—

JSON Variable Name
[ oK | [ cancel |

Figure 10-20 : AWS Subscribe Message condition setting page

Follow the steps below:

i Specify the variable from the dropdown list of “Topic” or
“JSON Variable Name” field that you are going to include it in
the IF condition statements.

il Set up the expression statement for the content of this
Subscribe Topic. Select an operator from “=", “>”  “<” “>=”
or “<=7,

iii - Specify the user-defined evaluation value. If the content of this
variable match the evaluation criteria, the result of this
condition evaluation will be “true”. WISE provides 12 values
options; you can compare them with the content of this
Subscribe Topic for condition evaluation. Please refer to
“10.1.1.2 DI Counter” for detail.

iv Click “OK” button to confirm the settings and return to the
Rule settings page.

10.1.6 Microsoft Azure
Click on Microsoft Azure, 2 options will appear as the following:
*“ Connection Status” and “ Subscribe Message”.

10.1.6.1 Connection Status
The Connection Status between WISE and Microsoft Azure can be
used as evaluation criteria for IF condition statement. The editing
page for Microsoft Azure Connection Status Condition Setting is
shown as below:
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Microsoft Azure Connection Status Condition Setting

Status @ Offine ' Online

OK | | Cancel

Figure 10-21 : Microsoft Azure Connection Status condition setting page

Follow the steps below:

i Specify the connection status to be “Offline” or “Online”. If
the connection status of Microsoft Azure match the evaluation
criteria, the result of this condition evaluation will be “true”.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.1.6.2 Subscribe Message
The Variable in the Subscribe Message from Microsoft Azure can be
used in the IF condition statements; the editing page for Microsoft
Azure Subscribe Message condition setting is shown as below:

Microsoft Azure Subscribe Message Condition Setting

Name Operator Value

User-Defined | =

Variable Name | Target ¥ = v 0

OK | | Cancel

Figure 10-22 : Microsoft Azure Subscribe Message condition setting page

Follow the steps below:
i Specify the variable from the dropdown list of “Variable
Name” field that you are going to include it in the IF condition

statements.

il Set up the expression statement for the content of this
Subscribe Topic. Select an operator from “=7, “>”  “<” “>=”
Or C6<:,’.

iii  Specify the user-defined evaluation value. If the content of this
variable match the evaluation criteria, the result of this
condition evaluation will be “true”. WISE provides 12 values
options; you can compare them with the content of this
Subscribe Topic for condition evaluation. Please refer to
“10.1.1.2 DI Counter” for detail.

iv Click “OK” button to confirm the settings and return to the
Rule settings page.
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10.1.7 IBM Bluemix
Click on IBM Bluemix, 2 options will appear as the following:

“ Connection Status” and “ Subscribe Message”.

10.1.7.1 Connection Status
The Connection Status between WISE and IBM Bluemix can be used
as evaluation criteria for IF condition statement. The editing page for
IBM Bluemix Connection Status Condition Setting is shown as
below:

IBM Bluemix Connection Status Condition Setting

Status @ Offline © Online

OK | | Cancel

Figure 10-23 : IBM Bluemix Connection Status condition setting page

Follow the steps below:

i Specify the connection status to be “Offline” or “Online”. If
the connection status of IBM Bluemix match the evaluation
criteria, the result of this condition evaluation will be “true”.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.1.7.2 Subscribe Message
The Command and Variable in the Subscribe Message from IBM
Bluemix can be used in the IF condition statements; the editing page
for IBM Bluemix Subscribe Message condition setting is shown as
below:

IBM Bluemix Subscribe Message Condition Setting

Name Operator Value

User-Defined | ~

Command Name | *
= v 0
Variable Name | Target *

QK | | Cancel

Figure 10-24 : IBM Bluemix Subscribe Message condition setting page

Follow the steps below:
i Specify the Command and Variable from the dropdown list of
“Command Name” and “Variable Name” fields that you are
going to include them in the IF condition statements. Only
when the Subscribe Message is bound with the setting of the
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“Command Name”, then the IF condition statements will be
processed. User can select “*” to ignore the criteria.

i Set up the expression statement for the content of this
Subscribe Topic. Select an operator from “=", “>”  “<” “>=”
or “<=",

iii - Specify the user-defined evaluation value. If the content of this
Subscribe Topic match the evaluation criteria, the result of this
condition evaluation will be “true”. WISE provides 12 values
options; you can compare them with the content of this
Subscribe Topic for condition evaluation. Please refer to
“10.1.1.2 DI Counter” for detail.

iv Click “OK” button to confirm the settings and return to the
Rule settings page.

10.1.8MQTT
The parameters of MQTT Broker connection status and Subscribe Topic
can be included in the IF condition statements; the editing pages for MQTT
Broker connection status and Subscribe Topic condition setting are shown
as below:

10.1.8.1 Broker Connection Status
The Broker connection status can be included in the IF condition
statements; the editing page is shown as below:
MQTT Broker Connection Status Condition Setting
Broker | Broker 1 v

Status @ Offing © Online

OK | | Cancel

Figure 10-25 : Broker Connection Status condition setting page

Follow the steps below:

i Specify the Broker from the dropdown list of “Broker” field
that you are going to include its connection status in the IF
condition statements.

il And then specify the connection status to be “Offline” or
“Online”. If the connection status of the Broker match the
evaluation criteria, the result of this condition evaluation will be

29

“true”.
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iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.8.2 Subscribe Topic
The content of the Subscribe Topic can be included in the IF

condition statements; the editing page is shown as below:
MQTT Subscribe Topic Condition Setting

Topic Operatar Walle

User-Defined | =
Broker | Broker 1 v
Topic| Topic 1 *

= v ]

OK | | Cancel

Figure 10-26 : Subscribe Topic condition setting page

Follow the steps below:

i Specify the Broker and Subscribe Topic from the dropdown list
of “Broker” field and “Topic” field that you are going to include
them in the IF condition statements.

il Set up the expression statement for the content of this Subscribe
Topic. Select an operator from “=", >, “<” “>=" or “<=",
Specify the user-defined evaluation value. If the content of this
Subscribe Topic or the value of the JSON parameter match the
evaluation criteria, the result of this condition evaluation will be
“true”. WISE provides 12 values options; you can compare
them with the content of this Subscribe Topic for condition
evaluation. Please refer to “10.1.1.2 DI Counter” for detail.

iv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.9 Connection Status
Connection Status can be included in the IF condition statements; the
editing page for Connection Status Condition Setting is shown as below:

Module Connection Status Condition Setting

Madule VO Interface COM3 ¥ Module | DL-302(1) »

Status - ® Offine © Onling

OK | | Cancel

Figure 10-27 : Connection Status condition setting page
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Follow the steps below:

i Specify the module from the dropdown list of the “Module” section
that you are going to include its Connection Status in the IF condition
statements.

il And then specify the Connection Status to be “Offline” or “Online”.
If the Connection Status of the module match the evaluation criteria,
the result of this condition evaluation will be “true”.

iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.10 Timer
Timer condition can be used as evaluation criteria for IF condition

statement; the editing page for timer condition setting is shown as follow:
Timer Condition Setting

Timer | Timer! ¥

Status | Timeout

OK. | | Cancel

Figure 10-28 : Timer condition setting page

Follow the following steps:

i Select the timer that you are going to use its status as evaluation
criteria for IF condition statement. Specify the timer from the
dropdown list of the “Timer” field.

il Define the evaluation criteria of the timer status in IF statement to be
“Not timeout”, “Timeout” or “Stop”. If the timer status match the
evaluation criteria, the result of this condition evaluation will be
“true”.

iii Click “OK” button to save the settings. The popup window will be

closed and return to the Rule settings page.

10.1.11 Schedule
The Schedule can be used as evaluation criteria for IF condition statement;
the editing page for Schedule Condition Setting is shown as follow:
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Schedule Condition Setting

Schedule  Schedule d v

Status | In Range
OK | | Cancel

Figure 10-29 : Schedule condition setting page

Follow the steps below:

i Select the Schedule that you are going to use for IF condition
statement from the dropdown list of “Schedule” field.

i Define the evaluation criteria of the schedule status in IF statement to
be “In Range” or “Out of Range”. If the schedule status match the
evaluation criteria, the result of this condition evaluation will be
“true”.

iii Click “OK” button to confirm the settings and return to the Rule

settings page.

10.1.12 SD Card Status
The status of SD Card can be used as evaluation criteria for IF condition
statement; the editing page for SD Card Status Condition Setting is shown
as follow:
MicroSD Card Status Condition Setting

Status  Abnormal

QK | | Cancel

Figure 10-30 : SD Card Status condition setting page

Follow the steps below:

i When the status of micro SD Card appears abnormal (micro SD Card
is not detected or the space is less than 100MB), the result of this
condition evaluation will be “true”.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.13 Internal Register
Internal Register value can be used as evaluation criteria for IF condition
statement; the editing page for Internal Register Condition Setting is shown
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as follow:
Internal Register Condition Setting
Mo Operator Walue
User-Defined | =
SOUrce |Local v
= v 0
Mo, | 1(R1) v | Bit |Disahle v

Ok | | Cancel

Figure 10-31 : Internal Register condition setting page

Follow the steps below:

Vi

Select the Internal Register that you are going to use the value as
evaluation criteria for IF condition statement. Specify the data source
of the Internal Register from the dropdown list of “Source” field. The
“Local” mean the Internal Register is from the Host controller
(WISE). The “Remote” mean the Internal Register is from the others
remote WISE-71xx controller.

Specify the number of Internal Register from the dropdown list of
“No.” field.

Specify the bit index of the Internal Register from the dropdown list
of “Bit” field if required. “Disable” in “Bit” field mean user disable
the bit operation, and use Internal Register value for operation.

Set up the expression statement for this Internal Register value. Select
an operator from “=", “>”, “<” “>=” or “<=",

Specify the evaluation value. If this Internal Register value match the
evaluation criteria, the result of this condition evaluation will be
“true”. WISE provides 12 values options; you can compare them with
the Internal Register value for condition evaluation. Please refer to
“10.1.1.2 DI Counter” for detail.

Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.14 Rule Status
The Rule Status (if the Rule is disabled or enabled) can be used as
evaluation criteria for IF condition statement. Please note: there must be at

least one edited rule on WSIE for setting up Rule Status in the IF Condition
Setting page. The editing page for Rule Status Condition Setting is shown
as below:
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Rule Status Condition Setting

Fule |Rulet

Status | Disable v

Ok Cancel

Figure 10-32 : Rule Status condition setting page

Follow the steps below:

i Specify the Rule that is going to be used in the IF Condition
statement from the dropdown list of the “Rule” field.

il Specify the Rule status to be “Disable” or “Enable” from the
dropdown list of the “Status” field. When the Rule status matches the
specified status, the evaluation result will be “true”.

iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.1.15 Ping
The Ping Status can be used as evaluation criteria for IF condition statement.
The editing page for Ping Condition Setting is shown as below:

Ping Condition Setting
Ping Ping1 v

Status  Failed

OK | | Cancel

Figure 10-33 : Ping condition setting page

Follow the steps below:

i Specify the Ping that is going to be used in the IF Condition statement
from the dropdown list of the “Ping” field. When the Ping status was
failure, the evaluation result will be “true”.

il Click “OK” button to confirm the settings and return to the Rule
settings page.
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10.2 THEN/ELSE Action Setting
To add a THEN/ELSE Action, please select and set the Action from the
dropdown list in the “Add a new Action” field under the THEN/ELSE
Action setting section. THEN/ELSE Action provides the following Action
setting options:
® ICP DAS Module
Modbus Module
IP Camera
Amazon Web Services
Microsoft Azure
IBM Bluemix
MQTT
Timer
Email
SMS Alarm
CGI Command
Data Logger
SNMP Trap
LINE Notify
Bot Service
Telegram
Re-boot System
Reset modem
Internal Register
Rule Status
® Delay
If the WISE is connected to ICP DAS 1/0O modules or Modbus TCP/RTU
modules, the setting options for I/O channel information (DI Counter, DO,
AO, Coil Output and Holding Register) will be automatically displayed on
the dropdown list. In addition, If therer is ICP DAS iCAM IP camera
connect to WISE, the related setting options of IP camera event(Snapshot,
Video and OSD message) will also be automatically displayed in the
dropdown list.
To include subjects other than modules mentioned above in the
THEN/ELSE Action statement; they have to be pre-defined in Advanced
Setting first. The setting options of the subjects that already being defined
in Advanced Setting will appear on the dropdown list of THEN/ELSE

Action. Select the Action option from the dropdown list in the “Add a new
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Action” field under the THEN/ELSE Action setting section, a window will
pop up for you to edit detailed information. The THEN Action statement
will be executed only when the result of IF condition statement is found
“true”; otherwise the ELSE Action statement will be executed. In order to
meet application requirement, for some Actions, WISE offers options to
execute the Action one-time or repeatedly. The setting options of
THEN/ELSE Action are as follow:
® One-Time: when the IF Condition is TRUE, this Action will be
executed once and only once. This Action will not be executed again
until the IF Condition turns to be TRUE again.
® Repeat: when the IF Condition is TRUE, this Action will be executed
repeatedly until the IF Condition turns to be FALSE.
The setting options of THEN/ELSE Action are as follow:

10.2.11CP DAS Module
Click on ICP DAS Module, 4 options will appear as the following: DI
Counter, DO, AO and Infrared.
10.2.1.1 DI Counter
You can reset DI counter of ICP DAS 1/O Module, in the
THEN/ELSE Action statement; the editing page for DI counter
Action is shown as follow:

DI Counter Action Setting
Module & Channel O Interface | Xv-Board * | Module | Xv308(308 Sample) * | Channel |0

Action  Reset

OK | | Cancel

Figure 10-34 : DI Counter action setting page

Follow the steps below:
i Select the DI channel to reset DI counter from the dropdown list
of channel field in the “Module & Channel” section.
il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.1.2 DO
You can execute an action in DO channel of ICP DAS 1/0 Module in
the THEN/ELSE Action statement; the editing page for DO Action is
shown as follow:
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DO Action Setting

Module & Channel /0 Interface COM4 v Module | -7060(1) ¥ | Channel |2 ¥

Status  |OFF

Action Attribute Setting

Execution

Frequency ® One Time O Repeat

Waiting Time |0 second(s)

OK | | Cancel

Figure 10-35 : DO action setting page

Follow the steps below:

i Specify the module and the channel from the dropdown list of
the “Module & Channel” section.

il Specify the output value of DO Channel from the dropdown list
of the “Status” field. The output value can be “OFF”, “ON” or
“Pulse Output” (Pulse Output applies to XV-Board only). For
M-7088 belongs to PWM (Pulse width modulation) modules,
the DO channel Action will be “Start PWM” or “Stop PWM”.

iii Specify the “Execution Frequency” to be “One Time” or
“Repeat”. Please refer to “10.2 THEN/ELSE Action Setting”
for detail.

iv Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.1.3 AO
You can execute an action in AO channel of ICP DAS 1/0 Module in
THEN/ELSE Action statement; the editing page for AO Action is
shown as follow:

AO Action Setting

Maodule & Channel Operator Value

User-Defined | ~
COM4 v |/ 1-7021(4) *

B 0
Channel |0 ¥
Action Attribute Setting
Executi
Fr::ﬁgriuc; ® One Time © Repeat
Waiting Time |0 second(s)
OK | | Cancel

Figure 10-36 : AO action setting page
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Follow the steps below:
i From the dropdown list of the “Module & Channel” field,
select the AO channel to execute actions.

69 13

il Specify the Operator to be , “+=7, or “-=" from the
dropdown list in the “Operator” field. The 3 operators are as
follow :

® “=": Indicate assign the new AO channel value as the

value in “Value” field

® “+=" ! Indicate assign the new AO channel value as the
original AO channel value plus the value in “Value”
field.

® “-=": Indicate assign the new AO channel value as the

original AO channel value minus the value in “Value”
field.
iii  Set up the value in the “Value” field, WISE provides the
following 12 value options to be used in the “Value” field:
® User-Defined: Input a User-Defined value under the
“Value” field.

Walue

User-Defined | =

0

® Internal Register: Select the source and the number of
the Internal Register from the dropdown list. About the
“Source” field, the “Local” mean the Internal Register is
from the Host controller (WISE). The “Remote” mean
the Internal Register is from the others remote WISE
controller.

Yalue
Internal Register | =

Source |Local v

No. 1(RT) ¥

® DI Counter: Using DI channel counter values from ICP
DAS 1/0 Module, select the module and channel from
the dropdown list to specify which channel value will be
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used.
Value

DI Counter | =
Interface | COM4 ¥
Module | M-7084(2) v
Channel |0 ¥

® DO Counter: Using DO channel counter values from
ICP DAS WISE-71xx Module, select the module and
channel from the dropdown list to specify which channel
value will be used.

Value

DO Counter | =
Interface |[LAN ¥
Module |WISE-7126(192.168.100.235:502/1) ~
Channel |10 ¥

® Al: Using Al channel values from ICP DAS 1/0 Module,
select the module and channel from the dropdown list to
specify which channel value will be used.

Walue
Al
*v-Board v || XV308(308 Sample) v
Channel | 0 v

® AO: using AO channel values from ICP DAS 1/0
Module, select the module and channel from the
dropdown list to specify which channel value will be
used.

Yalue

AD | v
COM4 v | 1-7021(4) *
Channel |0 ¥
® Input Register: using the Input Register values from
Modbus RTU/TCP Slave modules, select the module
and the address from the dropdown list to specify which
channel value will be used.
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Yalue

Input Register | =
COmM3I || Debug(2)
Address (100 -

® Holding Register: using the Holding Register values
from Modbus RTU/TCP Slave modules, select the
module and the address from the dropdown list to
specify which channel value will be used.

Walue

Holding Register | =
COmM3 v | Oebug(2) v
Address | 1000

® MQTT: using the value of MQTT subscribe topic, select
the broker and the subscribe topic from the dropdown
list to specify which value will be used. If there was
JSON Name in the subscribe setting, the value of the
JSON Name could be used for operation.

Value
Walue MQTT Subscribe Topic | =
MQTT Subscribe Topic | = Broker
Broker |Broker 1 r Topic

Topic [Topic 1 ¥ JSON Name |A111 ~

® AWS: using the value of AWS received parameter, select
the topic or the JSON Variable name from the dropdown
list to specify which value will be used.

Value

Amazon Web Services Subscribe Message | ~
Topic [JSON Topic
JSON Variable Name

® Azure: using the value of Azure received parameter,
select the parameter from the dropdown list to specify
which value will be used.
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Value
Microsoft Azure Subscribe Message | =

Variable Name aaa v

® Bluemix: using the value of Bluemix received parameter,
select the command and the parameter from the
dropdown list to specify which value will be used.

Value

IBM Bluemix Subscribe Message | ~
Command Name |c1 ¥

Variable Name |aaa ¥

Please Note: The content of received MQTT subscribe
topic or AWS / Azure / Bluemix parameter must be a
number, otherwise 0 will be assigned.

iv Specify the “Execution Frequency” to be “One Time” or
“Repeat”. Please refer to “10.2 THEN/ELSE Action Setting”
for detail.

v Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.1.4 Infrared
User can execute an action in ICP DAS IR module in THEN/ELSE
Action statement; the editing page for Infrared Action is shown as
follow:
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Infrared Action Setting

Module Interface | COM3 v F-.-1odu|e||R—21Cl(3:AC Control]v|

Command | 1(AC ON)} | Channel

Command &

.1
2
3
Channel g

B

Press and hold the 'Ctrl' button to select multiple channels.

Action Attribute Setting

Execution

@One Time O Repeat
Frequency

| OK | | Cancel |

Figure 10-37 : Infrared action setting page

Follow the steps below:

i Select the IR module from the dropdown list of the “Module”
section.

i In the “Command and Channel” field, set up the Infrared
command to be sent.

iii  Specify the “Execution Frequency” to be “One Time” or
“Repeat”. Please refer to “10.2 THEN/ELSE Action Setting”
for detail.

iv Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.2 Modbus Module
Click on “Modbus Module”, 2 options will appear as the following: Coil
Output and Holding Register.

10.2.2.1 Coil Output
User can execute an action to change the status of Coil Output of
Modbus TCP/RTU module in the THEN/ELSE Action statement; the
editing page for Coil Output Action is shown as follow:
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Coil Output Action Setting

Module & Address O Interface | COM3 ¥ | Module | Debug(2) ¥ | Channel |10 ¥
Status  |OFF

Action Attribute Setting

Execution

Frequency ® One Time O Repeat

Waiting Time |0 second(s)

Figure 10-38 : Coil Output action setting page

Follow the steps below:

i Select the module and the address of the Coil Output from the
dropdown list of the “Module & Address” section.

il Specify the output value of Coil Output from the dropdown list
of the “Status” field. The output value can be “OFF” or “ON”’.

iii  Specify the “Execution Frequency” to be “One Time” or
“Repeat”. Please refer to “10.2 THEN/ELSE Action Setting”
for detail.

iv Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.2.2 Holding Register
You can execute an action to change the value of Holding Register in
the THEN/ELSE Action statement; the editing page for Holding
Register Action is shown as follow:

Holding Register Action Setting

Module & Address Cperatar Value

User-Defined | »
COM3 * |Debug(2) +

Address | 1000 = ’
Action Attribute Setting
FE;;E;?E; ® One Time © Repeat
Waiting Tirme |0 second(s)
QK | | Cancel

Figure 10-39 : Holding Register action setting page

Follow the steps below:
i Select the module and the address of the Holding Register
from the dropdown list of the “Module & Address” section.
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il Specify the Operator in the “Operator” field. The 3 operators
are as follow :
® “=" Indicate assign the new Holding Register value as
the value in “Value” field.
® “+=": Indicate assign the new Holding Register value
as the original Holding Register value plus the value in
“Value” field.
® “-=" ! Indicate assign the new Holding Register value as
the original Holding Register value minus the value in
“Value” field.
iii Set up the value in the “Value” field, WISE provides 12 value
options. Please refer to “10.2.1.3 AO” section for more detail.
iv Specify the “Execution Frequency” to be “One Time” or
“Repeat”. Please refer to “10.2 THEN/ELSE Action Setting”
for detail.
v Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.3 IP Camera
Click on IP Camera, 3 options will appear as the following: Snapshot,
Video and OSD Message.

10.2.3.1 Snapshot
User can trigger the IP Camera for the Snapshot operation in the
THEN/ELSE Action statement; the editing page for Snapshot Action
is shown as follow:

Snapshot Action Setting

IP Camera &

ICAM-MRE322(192 168.100.123:80:iCAM-MRE322) v
Snapshot

Action Capture

OSD Message Setting

0OSD Message None ¥
OK | | Cancel

Figure 10-40 : IP Camera's Snapshot action setting page

Follow the steps below:
i Specify the IP Camera from the dropdown list of the “IP
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Camera & Snapshot” section. If the WISE's action is executed,
the WISE will trigger the IP Camera to capture a snapshot and
save it.

i If the IP Camera supports OSD message function and user has
completed the setting, then a pre-set OSD message could be
selected from the dropdown list of the “OSD message” field.
The snapshot which the IP Camera captures will bind the OSD
message and save it.

iii Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.3.2 Video
User can trigger the IP Camera for the Video Recording operation in
the THEN/ELSE Action statement; the editing page for Video Action
is shown as follow:

Video Action Setting

IP Camera & Video | ICAM-MR6322(192.168.100.123:80:iICAM-MRE322) ¥

Action Record for | 20 | seconds

OSD Message Setting

05D Message None ¥

OK | | Cancel

Figure 10-41 : IP Camera's Event action setting page

Follow the steps below:

i Specify the IP Camera from the dropdown list of the “IP
Camera & Video” section. If the WISE's action is executed, the
WISE will trigger the IP Camera to record a video and save it.
Some IP Cameras can set the length of time for video
recording (10~60 seconds). The video file will be
automatically uploaded to WISE after the video recording is
finished.

i If the IP Camera supports OSD message function and user has
completed the setting, then a pre-set OSD message could be
selected from the dropdown list of the “OSD message” field.
The video which the IP Camera records will bind the OSD
message.
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iii Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.3.3 OSD Message
User can trigger the IP Camera to enable the OSD message display
operation in the THEN/ELSE Action statement; the editing page for
OSD Message Action is shown as follow:
0OSD Message Action Setting

IP Camera & OSD

Message IP Camera | ICAM-MRE322(192.168.100.123.80:1CAM-MR6E322) ¥ | OSD Message | OSD Message 1

Action Display

CK | | Cancel

Figure 10-42 : IP Camera's OSD Message action setting page

Follow the steps below:

i Specify the IP Camera and OSD message from the dropdown
lists of the “IP Camera” and “OSD message” sections. If the
WISE's action is executed, the WISE will trigger the IP
Camera to show the content of the selected OSD message.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.4 Amazon Web Services
Click on “Amazon Web Services”, 3 options will appear as the following:
“Function Status”, “Publish Message” and “Reset Variable”.

10.2.4.1 Function Status
User can execute an action to change the connection operation
between Amazon Web Services(AWS) and WISE in the THEN/ELSE
Action statement; the editing page is shown as follow:

Amazon Web Services Function Status Action Setting

Status  @Disable (Enable
\E\ | Cancel |

Figure 10-43 : AWS Function Status action setting page

Follow the steps below:
i Specify the connection operation between AWS and WISE to
be “Disable” or “Enable” from the dropdown list of the
“Status” field.
http://wise.icpdas.com 257




ICP DAS WISE User Manual

il Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.4.2  Publish Message
You can publish messages to AWS when executing a THEN/ELSE
Action statement; the editing page is shown as below:

Amazon Web Services Publish Message Action Setting

Message |AWS DB Test v

Action  Publish

Amazon Web Services Publish Message Information

{"time"" System Information Date(Year) / System Information Date(Month) /| System Information Date(Day)
Content  |System Information Time(Hour) ;| System Information Time(Minute)|:|System Information Time(Second) ", "value”
Internal Register 1(FIZBE73E 1)| )

| OK \ | Cancel |

Figure 10-44 : AWS Publish Message action setting page

Follow the steps below:

i Select a pre-set Publish message from the dropdown list of the
“Message” field. The Publish message will be displayed for
you to verify if this is the message you are going to send to.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.4.3 Reset Variable
You can reset the saved content of the subscribe variable from AWS
when executing a THEN/ELSE Action statement; the editing page is
shown as below:

Amazon Web Services Reset Variable Action Setting

Topic  Topic |JSON Test  ~| JSON Variable Name

Action  Reset

| OK | \ Cancel \

Figure 10-45 : AWS Reset Variable action setting page

Follow the steps below:

i Select a pre-set Subscribe variable from the dropdown list of
the “Variable Name” field. When this action is executed, WISE
would reset the content of the variable, and the evaluation result
of the IF statement which is associated with the variable will be
verified again.
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il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.5 Microsoft Azure
Click on “Microsoft Azure”, 3 options will appear as the following:
“Function Status”, “Publish Message” and “Reset Variable”.

10.2.5.1 Function Status
User can execute an action to change the connection operation
between Microsoft Azure and WISE in the THEN/ELSE Action
statement; the editing page is shown as follow:

Microsoft Azure Function Status Action Setting

Status @ Disable © Enable

OK | | Cancel

Figure 10-46 : Microsoft Azure Function Status action setting page

Follow the steps below:

i Specify the connection operation between Microsoft Azure and
WISE to be “Disable” or “Enable” from the dropdown list of
the “Status” field.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.5.2  Publish Message
You can publish messages to Microsoft Azure when executing a
THEN/ELSE Action statement; the editing page is shown as below:

Microsoft Azure Publish Message Action Setting
Message |Message 1™

Action  Publish

Microsoft Azure Publish Message Information

Content | X308 DI

OK | | Cancel

Figure 10-47 : Microsoft Azure Publish Message action setting page

Follow the steps below:
i Select a pre-set Publish message from the dropdown list of the
“Message” field. The Publish message will be displayed for
you to verify if this is the message you are going to send to.
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il Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.5.3 Reset Variable
You can reset the saved content of the subscribe variable from
Microsoft Azure when executing a THEN/ELSE Action statement;
the editing page is shown as below:
Microsoft Azure Reset Variable Action Setting

Variable Name a1 -

Action Reset

QK | | Cancel

Figure 10-48 : Microsoft Azure Reset Variable action setting page

Follow the steps below:

i Select a pre-set Subscribe variable from the dropdown list of
the “Variable Name” field. When this action is executed, WISE
would reset the content of the variable, and the evaluation
result of the IF statement which is associated with the variable
will be verified again.

il Click “OK” button to confirm the settings and return to the Rule

settings page.

10.2.6 IBM Bluemix
Click on “IBM Bluemix”, 3 options will appear as the following: “Function
Status”, “Publish Message” and “Reset Variable”.
10.2.6.1 Function Status
User can execute an action to change the connection operation
between IBM Bluemix and WISE in the THEN/ELSE Action
statement; the editing page is shown as follow:

IBM Bluemix Function Status Action Setting

Status @ Disable © Enable

OK | | Cancel

Figure 10-49 : IBM Bluemix Function Status action setting page

Follow the steps below:
i Specify the connection operation between IBM Bluemix and
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WISE to be “Disable” or “Enable” from the dropdown list of
the “Status” field.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.6.2  Publish Message
You can publish messages to IBM Bluemix when executing a
THEN/ELSE Action statement; the editing page is shown as below:

IBM Bluemix Publish Message Action Setting
Message |Message1™

Action  Publish

IBM Bluemix Publish Message Information

Content | X308 DIO(di0)

CK | | Cancel

Figure 10-50 : IBM Bluemix Publish Message action setting page

Follow the steps below:

i Select a pre-set Publish message from the dropdown list of the
“Message” field. The Publish message will be displayed for
you to verify if this is the message you are going to send to.

i Click “OK” button to confirm the settings and return to the
Rule settings page.

10.2.6.3 Reset Variable
You can reset the saved content of the subscribe variable from IBM
Bluemix when executing a THEN/ELSE Action statement; the editing
page is shown as below:

IBM Bluemix Reset Variable Action Setting

Name Command Name |bc1 ¥ | Variable Name [b01 ~

Action Reset

OK | | Cancel

Figure 10-51 : IBM Bluemix Reset Variable action setting page

Follow the steps below:
i Select a Command and a Variable from the dropdown list of the
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“Name” field. When this action is executed, WISE would reset
the content of the variable, and the evaluation result of the IF
statement which is associated with the variable will be verified
again.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.7MQTT
Click on “MQTT”, 3 options will appear as the following: “Broker
Function”, “Publish Message” and “Reset Topic”.

10.2.7.1 Broker Function
User can execute an action to change the function status of MQTT
Broker in the THEN/ELSE Action statement; the editing page is
shown as follow:
MQTT Broker Function Action Setting

Broker  Broker 1 v

status @ Disable ©Enatle

Ok | | Cancel

Figure 10-52 : MQTT Broker Function action setting page

Follow the steps below:

i Select the specific Broker from the dropdown list of the
“Broker” field.

il Specify the Broker Function status to be “Disable” or “Enable”
from the dropdown list of the “Status” field. When the Action
being executed, the Broker Function status will be changed to
specified status.

iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.7.2 Publish Message
You can publish a MQTT Topic to the Broker when executing a
THEN/ELSE Action statement; the editing page is shown as below:
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MQTT Publish Message Action Setting

Message  Broker Broker 1 v MESsage Message 3 v
Action  Publish
MQTT Publish Message Information
Topic  WISE-2200/vhoard/id

Content 107 DID
OK | | Cancel

Figure 10-53 : MQTT Publish Message action setting page

Follow the steps below:

i Select a pre-set MQTT Publish Topic message from the
dropdown list of the “Broker” and “Message” fields. The
MQTT Publish Topic message will be displayed for you to
verify if this is the MQTT Publish Topic message you are going
to send to.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.7.3 Reset Topic
You can reset the saved content of the subscribe topic when executing
a THEN/ELSE Action statement; the editing page is shown as below:

MQTT Reset Topic Action Setting

Topic  Broker |Broker 1 ¥| Topic | Topic 1~

Action Reset

OK | | Cancel

Figure 10-54 : MQTT Reset Topic action setting page

Follow the steps below:

i Select a pre-set MQTT Subscribe Topic from the dropdown list
of the “Broker” and “Topic” fields. When this action is
executed, WISE would reset the message of the topic, and the
evaluation result of the IF statement which is associated with
the topic will be verified again.

il Click “OK” button to confirm the settings and return to the Rule
settings page.
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10.2.8 Timer
You can change the Timer status in the THEN/ELSE Action statement; the
editing page for Timer Action Setting is shown as below:

Timer Action Setting

Timer — Timer! ¥

Action Reset v

QK || Cancel

Figure 10-55 : Timer action setting page

Follow the following steps:

Select the pre-defined Timer from the dropdown list of the “Timer”
field.

Specify you want to “Reset”, “Start”, “Pause” or “Resume” this
Timer when this THEN/ELSE Action statement is executed. The
“Start” Action will start to run the Timer and if the “Start” Action is
triggered one more time when the Timer is running, the Timer will
restart again. The “Pause” action will pause the Timer counting
temporarily. The “Resume” action is to let the Timer to leave the
“Pause” mode, and continue the Timer counting for the rest second of
the Timer. The “Reset” action will reset the Timer and stop running
the Timer.

Click “OK” button to save the settings. The popup window will be
closed and return to the Rule settings page.

10.2.9 Email
You can send an Email message to an Email group when executing a
THEN/ELSE Action statement; the editing page is as below:

Email Action Setting

Emaill | Email *

Action  Send

Email Information

Receiver Email

Address Doris@iii.org tw

Subject DO Status

Cortent 00 = $xei0, D11 = $xdit
Qk | | Cancel

Figure 10-56 : Email action setting page
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Follow the steps below:

i Select a pre-set Email group from the dropdown list of the “Email”
field. The Email group information will be displayed for you to verify
if this is the Email group you are going to send the message to.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.10 SMS Alarm

You can send a specific SMS Alarm message when executing a
THEN/ELSE Action statement. The setting page is show as below:

SMS Alarm Action Setting

SMS Alarm Temperature High v

Action Send

SMS Alarm Information

Phone Mumbers 0912345678

Message Please note: the temperature of the engine is too high. |M-7017Z AID

| OK \ | Cancel |

Figure 10-57 : SMS Alarm action setting page

Follow the steps below:

i In the “SMS Alarm” field, specify the SMS Alarm you want to
execute in Action from the dropdown list. Please note: the SMS
Alarm you select has to be enabled in Advanced Setting. The selected
SMS Alarm message such as phone numbers and message content
will be displayed for you to verify if this is the SMS Alarm you want
to send.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.11 CGI Command
Click on “CGI Command”, 2 options will appear as the following: “Send”
and “Reset Variable”.

10.2.10.1 Send
You can send a CGl Command to a Remote CGI Server device when
executing a THEN/ELSE Action statement; the editing page is shown
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as below:
CGI Command Send Action Setting

CGl Command Server |CGIl Server 1 ¥| Command |CGI Command 1 ¥

Action http://192.168.100.222:80/aaa

OK | | Cancel

Figure 10-58 : CGlI Command Send action setting page

Follow the steps below:
i Select a pre-set CGI Command from the dropdown list of the
“Server” and “Command” field of the CGI Command section.
The CGI Command information will be displayed for you to
verify if this is the CGI Command you are going to send to.
il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.10.2 Reset Variable
You can reset the saved content of the CGlI Command variable when
executing a THEN/ELSE Action statement; the editing page is shown
as below:

CGl Command Reset Variable Action Setting

Name & Address Variable Name |CGl_p1 ¥ | Source Address | Anywhere ¥

Action Reset

OK | | Cancel

Figure 10-59 : CGl Command Reset Variable action setting page

Follow the steps below:

i Specify the CGI Command variable and CGI Command source
from the dropdown list of “Variable Name” field and “Source
Address” field. When this action is executed, WISE would reset
the content of the variable, and the evaluation result of the IF
statement which is associated with the variable will be verified
again.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

http://wise.icpdas.com 266



ICP DAS WISE User Manual

10.2.12 Data Logger
You can execute “One-Time Log” in the Action statements to perform data
recording one-time only when an event is triggered. The setting page is
show as below:

Data Logger Action Setting

Data Logger  Type | 0 Module Data Lagger *

Action - One-Tirme Log

0K | | Cancel

Figure 10-60 : Data Logger action setting page

Follow the steps below:
i In the “Data Logger” field, specify the data logger you want to
execute in Action (one-time data recording) from the dropdown list.
i Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.13 SNMP Trap
You can send a specific SNMP Trap when executing a THEN/ELSE Action

statement. The setting page is show as below:

SNMP Trap Action Setting
Agent

Trap |SNMPTrap 1 v

Action  Send

SNMP Trap Message Information

Content @ X118 DI Counter 0

\ OK| \Cance\ \

Figure 10-61 : SNMP Trap action setting page

Follow the steps below:

i Inthe “Agent” and “Trap” field, specify the SNMP Trap you want to
execute in Action from the dropdown list. The selected SNMP Trap
message content will be displayed for you to verify if this is the
SNMP Trap you want to send.

il Click “OK” button to confirm the settings and return to the Rule
settings page.
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10.2.14 LINE Notify
You can send a specific LINE Notify message to LINE personal account or
group chat rooms when executing a THEN/ELSE Action statement. The
setting page is show as below:

LINE Notify Action Setting
Message Message 1 ¥

Action Send
Message Information

]
Chat Room  0G\nISE LINE Notify

LINE Test
Content | System Information Date(Year) /| System Information Date(Month}|/| System Information Date(Day)

System Information Time(Hour) : System Information Time(Minute)|: System Information Time(Second)
OK | | Cancel

Figure 10-62 : LINE Notify action setting page

Follow the steps below:

i In the “Message” field, specify the LINE message you want to send
in Action from the dropdown list. The selected LINE Notify message
such as “Chat Room” and message content will be displayed for you
to verify if this is the LINE message you want to send.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.15 Bot Service
You can send a specific loTstar Bot Service message to the LINE personal
account which is bound with loTstar when executing a THEN/ELSE Action
statement. The setting page is show as below:

Bot Service Action Setting
Message Message 1 ¥

Action Send

Message Information

Content |M-7055 DIO(AA)||M-7055 DOO(CC)

DK | | Cancel

Figure 10-63 : loTstar Bot Service action setting page
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Follow the steps below:

i In the “Message” field, specify the message you want to send in
Action from the dropdown list. The content of the selected Bot
Service message will be displayed for you to verify if this is the
message you want to send.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.16 Telegram
You can send a specific Telegram message to Telegram bot account or
group chat rooms when executing a THEN/ELSE Action statement. The
setting page is show as below:

Telegram Action Setting

Message

Action  Send

Message Information

Chat Room Michael Lai

Telegram Test:
Content | System Information Date(Year) /| System Information Date(Month)|/|System Information Date(Day)

System Information Time(Hour) : System Information Time(Minute) : System Information Time(Second)
| oK | | cancel |

Figure 10-64 : Telegram action setting page

Follow the steps below:

i In the “Message” field, specify the Telegram message you want to
send in Action from the dropdown list. The selected Telegram
message such as “Chat Room” and message content will be displayed
for you to verify if this is the Telegram message you want to send.

il Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.17 Re-boot System
You can reboot the WISE system when executing a THEN/ELSE Action
statement. The setting page is show as below:

Reboot System Action Setting

Action  Reboot

0K || Cancel

Figure 10-65 : Reboot system action setting page
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Follow the steps below:

I Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.18 Reset Modem
The Reset modem action would power off and then power on the modem
again to force the modem back to the initial status, and then the mobile
connection would be re-started if the mobile network connection is enabled.
The setting page is show as below:

Reset Modem Action Setting

Action Reset
| OK | \ Cancel |

Figure 10-66 : Reset modem action setting page

Follow the steps below:

i Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.19 Internal Register
You can modify the value of Internal Register in the THEN/ELSE Action
statement; the editing page for Internal Register Action Setting is shown as
below:

Internal Register Action Setting

Mo Operatar Value

User-Defined | =
Source | Local

Mo [ 10R1) =T 0

Action Attribute Setting

Execution

Frequency ¢ One Time © Repeat

Ok | | Cancel

Figure 10-67 : Internal Register action setting page

Follow the steps below:
i Select the pre-defined Internal Register from the dropdown lists of the
“Source” and “No” field. The “Local” in the “Source” field mean the
Internal Register is from the Host controller (WISE). The “Remote”
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in the “Source” field mean the Internal Register is from the remote
WISE-71xx controller. Please note: the Internal Register you select
has to be enabled in Advanced Setting.
il Specify the Operator in the “Operator” field. The 6 operators are as
follow:
® “=" ! Indicate assign the new Internal Register value as the
value in “Value” field.
® “+=" ! Indicate assign the new Internal Register value as the
original Internal Register value plus the value in “Value” field.
® “-=": |ndicate assign the new Internal Register value as the
original Internal Register value minus the value in “Value”
field.
® “*=": |ndicate assign the new Internal Register value as the
original Internal Register value times the value in “Value” field.
® “/=" ! Indicate assign the new Internal Register value as the
original Internal Register value is divided by the value in
“Value” field.
® “%=": Indicate assign the new Internal Register value as the
original Internal Register value divide the value in “Value” field
and return the remainder.
iii Set up the value in the “Value” field, WISE provides 12 value options.
Please refer to “10.2.1.3 AO” section for detail.
iv Specify the “Execution Frequency” to be “One Time” or “Repeat”.
Please refer to “10.2 THEN/ELSE Action Setting” for detail.
v Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.20  Rule Status
The Rule Status can be modified to be Disable or Enable in the Action. The
editing page for Rule Status Action Setting is shown as below:
Rule Status Action Setting

Rule |Rule1 v

Action | Disable ¥

Ok Cancel

Figure 10-68 : Rule Status action setting page

Follow the steps below:

http://wise.icpdas.com 271



ICP DAS WISE User Manual

i Specify the Rule (It has to be a previously saved Rule) that is going to
be changed in the Action Condition statement from the dropdown list
of the “Rule” field.

il Specify the Rule status to be “Disable” or “Enable” from the
dropdown list of the “Action” field. When the Action being executed,
the Rule status will be changed to specified status.

iii Click “OK” button to confirm the settings and return to the Rule
settings page.

10.2.21 Delay
Users can add the Delay action to define the delay time before the execution
of next actions. The editing page for Delay Action Setting is shown as
below:
Delay Action Setting

Action Delay next action for 5 second(s)

Action Attribute Setting

Execution

Frequency ® One Time O Repeat

OK | | Cancel

Figure 10-69 : Delay action setting page

Follow the steps below:

i In the “Action” field, set the delay time (unit: second) before the
execution of next actions. The counting of the delay time would start
when the previous action starts, rather than when the previous action
is done.

il Specify the “Execution Frequency” to be “One Time” or “Repeat”.
Please refer to “10.2 THEN/ELSE Action Setting” for detail.

iii Click “OK” button to confirm the settings and return to the Rule

settings page.
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11 Download to Module

A .
The & “Save” button on the right upper of WISE Web page allows to save all

parameter settings and Rule settings to WISE. When there is a change being made on

. : : : ¥
the WISE, such as add new logic or modify the settings, Click on the =l «Save”

button to start the process.

el WISE-2841_Test | [=) .—1 ﬁ) 3
(ICP Web Inside, Smart Engine b D B =2 ('J
DAS e T e TR R —
c 284MB(Approx 110 Days stant Message
System Sefting  Module Setting  Logger Setting 10T Platform Sefting  Advanced Sefting Rule Setting  Channel Status  |P Camera Status

Figure 11-1 : “Save” button of Rules management toolbar

A Are you sure you want to save the setting file?

[ OK | ’ Cancel

Figure 11-2 : Confirm to save settings

Click “OK” button to complete the process and save all parameter settings and Rule
settings from the web page of WISE to the WISE hardware. Now WISE will start to
run the rules that have been downloaded. At this time, you can still edit or modify the
content of the rules.

@ Save successfully.

OK

Figure 11-3 : Save settings successfully
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12 Upload from Module

=2 : :
The &= “Load” button on the right upper of WISE Web page allows you to retrieve
the setting and rules information from the WISE hardware to the Web page of WISE.

. =
Click on the & “Load” to start the process.

NISE-2841 Tes L I_t 4‘ F
(IEI: Web Inside, Smart Engine mse241 Test | 2] 25 1 £
DAS j OK & 264MB{Approx 110 Days

System Sefting  Module Setting  Logger Setting 10T Platform Sefting  Advanced Sefting Rule Setting  Channel Status  |P Camera Status

Figure 12-1 : “Load” button of Rules management toolbar

Are you sure you want to load the setting file? All
unsaved settings will be lost after you load the file.

[ OK | [ Cancel

Figure 12-2 : Confirm to load settings

Click “OK” button to complete the process and load all parameter settings and Rule
settings from the WISE hardware to the web page of WISE. Now you can modify and
download the edited rules to the hardware devices later again.

@ Load successfully.

Ok

Figure 12-3 : Load settings successfully
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13 Channel Status

Channel Status page offers an easy way to view monitoring page that allows you to
view important controller information in real time without SCADA software. This
page will be updated once every 5 seconds, showing the latest data of the controllers.
The Channel Status page includes the following information.
® Default Channel Status page: It displays the all 1/0 channel information
based on the sorting of all /O Modules.
® User-defined Channel Status page: It displays the 1/0 channel status based on
the user-defined arrangement. Please refer <“8.8 1/0 Channel Status setting”
section for detail.
® Internal Register Status Page: It displays the WISE’s Internal Register status.

wise-2081 Test| [ @ @ &
AE: Web Inside, Smart Engine 1rest| [ é@ <]

DAS § OK @ 503MB{(Approx.92 Days) Instant Message

System Setting Module Setting Logger Setting  loT Platform Setting Advanced Setting Rule Setting  Channel Status  IP Camera Status

annel Stalus ~ XV116

XV-Board (o]}
I X116 cho ch.1 ch2 ch3 Cha
COM3 182 ) ) ) ) )
. 1 oFF 1 oFF 1 oFF 1 oFF 1 oFF
! Counter: 0 Counter: 0 Counter: 0 Counter: 0 Counter: 0
DO
Cho Ch1 Ch2 Ch3 Ch4 Chs
I orr |0 _orF  |I(m_ofF [0 ofF | (0 oFf (1 oOFF

M-7024(8)

Other

Internal Register
Event List

Log File List
CGl File List
Ping Status

Modbus Mapping Table

Figure 13-1 : Channel Status page
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® Event List: It displays the system event list of WISE.

WISE-2841 Test| B é é ﬂ |

IE‘; Web Inside, Smart Engine
DAS

BOK @ 413MB(Approx 92Days) [ Instant Message
System Setting Module Setting  Logger Seting  IoT Platform Setting  Advanced Setting  Rule Setting Channel Status P Camera Status
‘Channel Status Event List
XV-Board Event List Page
XVI16 Time Type  Message
coms 2022106/23 16:00:27 Login  Administrator Login Successfully (192 163 100 222)
. ?

RtZ010R () 2022106/23 16:0026 Camera camera_name=Camera0d&event_type=EVENT&event_time=20220623160003&video_name=152 168 100.223-/IPCamera/iCAM-
T MR6322_100 96/20220623160003 mpa&remote_addr=192 168100 96

) ?
ISN-101(97) 2022/06/23 16:00:26 Camera camera_name=Cameral1&event type=EVENT&event time=202208231600038video_name=192 188 100 223/IPCamera/iCAM-

MR6322_100.133/20220623 160003 mp4&remote_addr=152 168 100 133

-7080(4) B
M.7085(5) 2022/06/23 16:00:26 Camera camera_name=Gamera03&event_type=EVENT&event time=202208231600038video_name=192 168 100 223/IPCamera/iCAM-

MRE322_100.142/20220623160003.mp4&remote_addr=192.168.100.142
M-7024(8) ?
2022/06/23 16:00:25 Camera camera_name=Camera02&event_type=EVENT&event_time=20220623160003&videc_name=192.168.100.223:/IPCamera/iCAM-
MR6322_100.77/20220623160003 mp4&remote_addr=192.168.100.77
Internal Register 2
2022/06/23 16:00:24 Camera camera_name=Camera0O6&event_type=EVENT&event_time=20220623160002&video_name=192.168.100.223:/IPCamera/iCAM-

Other

I Event List MR6422X_100.112/20220623160002 mp4&remote_addr=192.168.100.112
Log File List ?
N 2022/06/23 16:00:24 Camera camera_name=Camera05&event type=EVENT&event_time=202206231600028video_name=192.168.100.223:/IPCamera/iCAM-
GGl File List MR6422X_100.88/20220623160002 mp48&remote_addr=192.168.100.88
Ping Status

Modbus Mapping Table

Figure 13-2 : Event List page

® | og File List: It displays the WISE’s Data Logger file list. It includes the

logger file from I/O Module Data Logger, User-Defined Data Logger,
Event Logger and MQTT Logger. Click on the desired single item to
download the file.

WISE-2841 Test | = é = _rﬂ \

€ 413MB(Approx.92 Days)

ﬁ?:: Web Inside, Smart Engine
DAS

ok ) Instant Message

System Setting Module Setting Logger Setting loT Platform Setting Advanced Setting Rule Setting Channel Status  |P Camera Status

———
Channel Stalus  LogFileList  LogTest 202206 ~UPLOADED 0623
XV-Board Log File List Page 4 To Parent Directory | | QRefresh
XV116 Filename « Size Time
COM3 1825 ] [ 0623_0000.csv 34.1KB 2022/06/23 AM 12:05
M-7019R(1) [ 0623_0005.csv 34.1KB 2022/06/23 AM 12:10
M-7084(2) [ 0623_0010.csv 341KB 2022/06/23 AM 12:15
[ 06823_0015.csv 341KB 2022/06/23 AM 12:20
ISN-101(97)
[ 0623_0020.csv 341KB 2022/06/23 AM 12:25
M-7080(4) [ 0623_0025.csv 34.1KB 2022/06/23 AM 12:30
M-7088(5) [ 0623_0030.csv 34.1KB 2022/06/23 AM 12:35
M-7024(8) [ 0623_0035.csv 34.1KB 2022/06/23 AM 12:40
Other [} 0623_0040.csv 341KB 2022/06/23 AM 12:45

Internal Register [ 0623_0045 csv 341KB 2022/06/23 AM 12°50

~ 106/
Event List [ 0623_0050.csv 34.1KB 2022/06/23 AM 12:55
IL B [} 0623_0055.csv 34.1KB 202210623 AM 01:00

og File Lis!
[} 0623_0100.csv 341KB 2022/06/23 AM 01:05

CGl File List
e [ 0623 _0105.csv 341KB 2022/06/23 AM01:10

Ping Status

34.1KB
34.1 KB
341 KB
34.1KB

[ 0623_0110.csv 2022/06/23 AM 01:15
[ 0623_0115 csv
[ 0623 _0120.csv
[ 0623_0125.csv

[} 0623_0130.csv

Modbus Mapping Table 2022/06/23 AM 01:20
2022/06/23 AM 01:25
2022/06/23 AM 01:30

34.1KB 2022/06/23 AM 01:35

Figure 13-3 : Log File List page

® CGl file list;

It displays the file list which WISE creates and save the reply

content from the remote CGI Servers. If the CGI file is an Image or Video
file, the users can click on it directly to display the content of the file by
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Browser. The users can choose to view the file list in “List” or “Thumbnail”
format by clicking the button on the Right-Top corner of the page. The user
can also click on the “Refresh” button to refresh the file list of the folder.

. <
WISE-2841_Test | [2) £ |
B OK @ 256MB(Approx.87 Days) [ Instant Message
System Setting Module Setting Logger Setting loT Platform Setting  Advanced Setting Rule Setting Channel Status  |P Camera Status

6/&; Web Inside, Smart Engine
DAS Web An re, Automation Ar re

Channel Status  CGlFile List  CGl Server 1 202206 20220624

XV-Board CGlI File List Page ‘ 4 To Parent Directory ‘ ‘ wRefresh | ‘ SlList | g Thumbnail

XV116 Filename Size Time
com3 0 [ 20220624000142pg 16.5KB 2022/06/24 AM 12:01
M-TO19R(1) @ | [220220624000842 jpg 16.3KB 2022/06/24 AM 12:06
W7084(2) @ [320220824001142 jog 16.6 KB 2022/06/24 AM 12:11
[ 20220624001642.jpg 16.3KB 2022/06/24 AM 1216

iSN-101(97) @ N

=) 20220624002142 jpg 16.3KB 2022/06/24 AM 12:21
M-7080(4) ® [ 20220624002642.jpg 16.5KB 2022/06/24 AM 12:26
M-7088(5) @ | [20220624003142 jpg 16.5KB 2022/06/24 AM 12:31
M-7024(8) @  [220220624003842.jpg 16.4 KB 2022/06/24 AM 1236
Other [2) 20220624004142.jpg 16.6 KB 2022/06/24 AM 12:41
Internal Register [2) 20220624004642 jpg 16.5KB 202206124 AM 12:46
B [2) 20220624005142 jpg 16.6 KB 2022/06/24 AM 12:51
I [2) 20220624005642 jpg 16.3KB 2022/06/24 AM 12:56
[ 20220624010142.jpg 16.6 KB 2022/06/24 AM 01:01
ICG' File List [ 20220624010642 jpg 16.3KB 2022/06/24 Al 0106
Ping Status =) 2022062401142 jpg 16.4 KB 2022/06/24 AM 01:11
Modbus Mapping Table [ 2022062401642 jpg 16.5KB 2022/06/24 AM 01:16
[£) 20220624012142 jpg 16.5KB 2022/06/24 AM 01:21
[£) 20220624012642.jpg 16.4 KB 2022/06/24 AM 0126
[2) 20220624013142.pg 16.5KB 2022/06/24 AM 01:31
[2) 202206240123642 jpg 16.5KB 2022/06/24 AM 01:36
[2) 20220624014142 jpg 16.6 KB 2022/06/24 AM 0141
[2) 20220624014642 jpg 168.5KB 2022/06/24 AM 0146

Figure 13-4 : CGl file list page by “List” format

WISE-2841_Test

RS 4]

BOK @ 256MB(Approx.87 Days) [ Instant Message
System Setting Module Setting Logger Setting loT Platform Setting Advanced Setting Rule Setting Channel Status  IP Camera Status

]?Z'I; Web Inside, Smart Engine
DAS Web Anywhere, Ac snAnywhen

Channel Status ~ CGIFileList ~ CGI Server 1 202206 20220624

XV-Board CGI File List Page 4 To Parent Directory | | QRefresh ; =List| 38 Thumbnail
XV116

COM3 [ 1:215]

M-7019R(1) ®

M-7084(2) @

iSN-101(97) ®

M-7080(4) @® 20220624064143 jpg 20220624064643 jpg 20220624065143 jpg 20220624065643 jpg 20220624070143 jpg
M-7088(5) ™

M-7024(8) ®

Other

Internal Register

Event List

20220624070643 .jpg 20220624071143 jpg 20220624071643 jpg 20220624072143 jpg 20220624072643.jpg

Log File List
ICGI File List
Ping Status

Modbus Mapping Table

20220624073143 jpg 20220624073643 jpg 20220624074143 jpg 20220624074643 jpg 20220624075143.jpg

Figure 13-5 : CGl file list page by “Thumbnail” format
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® Ping Status Page: It displays the latest Ping results of all Ping targets. The

latest ping result is displayed in the “Result” column, and the response time
is displayed in the “Response Time” column. In the “Failed Times/Ratio”
column, it displays the continuous failed times or the failed ratio that
depends on the Failed Condition. The “Last Success Time” column displays
the timestamp of the latest successful ping.

. ¥ z
~y R . WISE-2841_Test| |= é Gf
Web Inside, Smart Engine |—_| =} -'R]
ICP
DAS B OK @ 237MB(Approx.30 Days) Instant Message
System Sefting Module Setting Logger Setting  loT Platform Setting Advanced Setting Rule Setting Channel Status  |P Camera Status
——

nnel Stalus  Ping Status

XV-Board Ping Status Page
XV116 Nickname Target Result Response Time Failed Times / Ratio  Last Success Time
COmM3 = Ping 1 google.com Success 642 ms 0 Times 2022/06/23 16:08:26

Ping 2 192.168.100.222 Success <1ms 0 Times 2022/06/23 16:08:21

Other

Internal Register

Event List

Log File List

CGl File List
IFing Status

Modbus Mapping Table

Figure 13-6 : Ping Status page

® Modbus Mapping Table: It displays the Modbus address of all I/O channels

on the 1/0 modules which are connected to WISE. With the help of this page,
users do not have to calculate the Modbus address of the 1/0 channels

. wise2e4t_Test| [ & @ &
66: Web Inside, Smart Engine Test| [ é = £
DAS) §OK @ 237MB(Approx.30 Days) Instant Message

System Setting Module Setting Logger Sefting  loT Platform Setting Advanced Setting Rule Setting Channel Status  |P Camera Status
Channel Status  Modbus Mapping Table

Select Module

Interface | XV-Board ~

[
Module  [XV116 v
| Show |
Coil Output(0x)
Channel Name A?Vd(r:e@ Length Type Range
Doo 300 1 Byte 0=0FF, 1=0N
Other
o DO1 301 1 Byte 0=0OFF, 1=0N
Internal Register
Event List Do2 302 1 Byte | 0=OFF,1=0N
Log File List Do3 303 1 Byte 0= OFF, 1= ON
CGl File List DO4 304 1 Byte 0=0FF, 1=0ON
Ping Status DO5 305 1 Byte 0=0FF, 1=0N
I Modbus Mapping Table
Discrete Input(1x)
Addrass

Figure 13-7 : Modbus Mapping Table page
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14 IP Camera Status

Click on the “IP Camera Status page”, it shows the Image/Video files captured by the
IP Camera and sent back to the WISE and displays the Event List. The user can
directly click and review the Image/Video file on this page. The IP Camera Status
page could be divided into 2 sections:

i.  The IP Camera List: On the left side of the page, it will show the list of the IP
Cameras which are connected to the WISE. It will also show the connection
status between the IP Camera and the WISE.

Event List:

ﬁg‘; Web Inside, Smart Engine

DAS

The Calendar interface will show the Time range by month for the
dates if there is an Event happened. The date will be marked with a
Blue triangle on the left upper corner "7

Click on the Date marked with the Blue triangle, the lower area of the
page will show a list of all events happened in that date with all
Image/Video files corresponding to these events. The Name of Event
will be the same as the name of the IF-THEN-ELSE rule that triggered
the IP Camera operation or the pre-defined Event's name of the IP
Camera. All Image/Video files of the same Event will be sorted in the
same folder of the Image List.

Click on the icon of the Image/Video file to directly review the original

Image file or the content of the Video file.
wisE-2841_Test | [2) éé %]

OK €5 505MB(Approx.65 Days) Instant Message

System Setting  Module Setting  Logger Setting  IoT Platform Setting ~ Advanced Setting  Rule Setting  Channel Status  IP Gamera Status

PC

ICAM-MR6322
(192.168.100.133:80) @
(Camera01)

amera Status  ICAM-MR6322(192.162

£.100.133:80)(Camera01)
iCAM-MR6322(Camera01) Event List

2022/6
Sun Mon Tue Wed Thu Fri Sat
1 2 3 4
Sl e TR
12 13 14 15 16 17 18
19 20 21 22 23] 24 25
26 27 28 29 30

Image List(2022/6/23) O Refresh || gSnapshot
Time Event Image

170001 HeStEEE ®

17:00:00 HEEZRERIRE -

165715 SRS ®

Figure 14-1 : IP Camera Status and Event List page
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15 Firmware Update

WISE allows to update firmware via browser, after the update is completed; the WISE
doesn’t require to reboot. Please follow the steps below:
I. Before update
® Please visit WISE product web site (http://wise.icpdas.com/) or contact ICP
DAS service to obtain the latest version of the WISE firmware program.
Copy the file to the computer that you will use to connect with WISE via
browser.

® Connect the WISE (the one you are going to update WISE firmware) to the
network. Please verify and make a note of the WISE IP address, you will
need it later in the process.

ii. Launch the browser from the computer which owns the latest version of the
WISE firmware. Connect the browser with the IP address of the WISE Web
page.

iii. Login in the WISE as the Administrator.

Iv. Go to “System Setting” page, under the “Firmware Update Setting” section,

click on “Browse”.
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} | Export seétings
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Figure 15-1 : Firmware Update Setting page

V. Browse through to select the new firmware file and click “Open”.
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[ ]
QQ [Jl» BB , Z@EE (D) » WinPAC » AM3352 » Firmware Package »
HAEE ~ FHEERR
& FEsE O - z=
W (D
=  web,source
in
| WISE
MICHAEL-PC

|5\NISE-520(N10{] HEX 1,986 KB

Program Files

(|

recarding
SmantQIEE
SNMP
Tools
UPACT186
Weekly report
WindowsImageBackup
WinPAC
AM3352
Cameraf8EER
| Firmware Package
| web_source
| WISE - I

BEZE(N): WISE-5200v100.HEX - |BAEEE -

Figure 15-2 : Firmware Update (1)

vi. Click “Update” to update the firmware.

Firmware Update Setting

System Information
Serial Number  01-D4-A5-11-1D-00-00-29

Firmware Information
Current Version 1.0.0.0 alpha

Available Version

Firmware Update

Firmware |WISE—2841MV1UD.HEX Browse...

Update

Figure 15-3 : Firmware Update (2)

vii. Click “OK” to start the firmware update process, to cancel the firmware

update, click “Cancel”.

i ‘j Are you sure you want to update firmware? All
settings without save will lost after you update
firmware.

T [ Cancel ]

Figure 15-4 : Firmware Update (3)

viii. Updating the firmware.
Please note: when the firmware update process is started, please DO NOT
close the update window or perform any system modification, or may result in
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unexpected failures.

Do NOT close or leave this page.
™" The firmware is in update status.(8%)

Figure 15-5 : Firmware Update (4)

iX. Click “OK” to complete the update process. After the update is completed,
please clear the cache and cookies on your browser. If the update process is
failed, please perform the update again.

@ The firmware has been updated to 1.0.0

successfully. Please click OK to logout and login
again to get into the new system.

oK |

Figure 15-6 : Firmware Update (5)
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16 Rule File Import & Export

WISE can directly perform the WISE's Rule file import and export operations through
the Browser to complete the update and backup of the WISE's setting. The “Export /
Import Settings” operation can back up all WISE settings. The items of the backup
setting is the same as the file backup using WISE-284x Utility, and the files backed up
by the two interfaces are compatible.

]
(iCP Web Inside, Smart Engine
DAS

SyEtam Semng

O Part interfaca Setting

Figure 16-1 :

Module Stng

Logoar S2ting

OT Plalform 22mng - Advancad Seting

System Setting Page
Thms Satfing
o=z
Time
Time Syncrronizaton
Tme Zore
DCaylignt 23ving Time

20220622
171817
Enabi2
UTC+HI3:00
Disania

Hatwork Safting

P 182.165.100.223
Iizzk 255.295.255.0
Gateway 182165100254
Primary ONE  155.85.1.1
Secondary DNE | 155.85.192.1
MALC OXODrEd 150408
LANZ

s Dkconnactad

Accourt Setiing

I@ETE) 0 rinuis(s)

Securtty Sefting
HITR

Local SFTP Sarver
Sanver Stalus | Enable
Port z
Local FTP Server
SanverState  Enabie
Port 2
TLS Enerygiion Disabiz
Locall Madbus Servar
SanverStatuE  Enabie
Port 502
NetD
G Quary Authenicaion
Enabiz
EAack Lisshinea List

Function Stabse Disabia

Funclion SEiE | Znatis
erglon 2o
Cantact michaal_ladlicpdas com
Lecation Tawan

Rs3d Cammunity | putic

Wittie Community  oivals

Aunznticatian

Rulz S=ting

Channal s

Funglion Stalus

Enablz
Sanice 1

Sanvios Prowiger  No-iP

351 Upiate SISIE. Authorization s

Last Updste Tme -

Sanice 2

Sanvice Prowider  Disabia

Degimal Place Number 5

conz
Funcion | Disabie
COM3
Function  Modgus RTU Mastar
Baugrate o500 bps
Party  Nane
Stop biis
Siiant (SNl | 100 milsacondjs)
cOomMs
Function  Disabie
Firmars Updais Satiing
‘Syetem Information

Sera Number  01-Du4-A%-11-10-00-00-25
Fimmware Information

CumentVerslan | 1.0.0.0 alpha
AynElEDis VerEon
Firmuare Update
Fimmare | | Browss... |

[Eootiipotsotng

j | Export Ssttings
Export the sefings of this controller o a flie
L &

Import Satiings
Impart e EEHNgE from 3 specifad file 10 this controlier.

Export/Import Setting page and the settings to be backed up
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® Export WISE's Rule file:

1.  After click the “Export Settings” button, the rule file would be stored in the
default download path according to the browser's setting. If there was
setting of WISE has not been saved before the export operation, it will ask
if you want to save the setting before the export operation.

2. If the rule file include the setting as “Enabled web server settings (use
HTTPS mode and use manual import SSL certificate), VPN settings
(connection type is OpenVPN) or AWS platform™, the “Export Settings”
and “Export Certificates” message windows will pop up separately for user
to download the rule files and its related credentials files.

Export Settings

] | Export Settings
Export the settings of this controller to a file.
] | Export Certificates
Export the certificates of this controller to a file.
_OK]

Figure 16-2 : "Export Settings" and "Export Certificates"” message windows

® Import WISE's Rule file:
1.  After press the “Import Settings” button, select the rule file to be imported,
enter the password of the rule file, then click “Next”.

Import Settings

Import setting file

*File | Browse. . |

*Passwaord | |

| Next | | Cancel |
Figure 16-3 : Import Settings Window(1)

2. Some settings in WISE rule file are unique and are not suitable for copying
to other WISE(such as network settings). Therefore, before import the rule
file to WISE, user can select the settings to be imported from the “Select the
settings be imported” section to avoid to copy the same settings to two
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WISEs and cause the two WISEs in confusion status. If the settings to be
imported include “Enabled web server settings (use HTTPS mode and use
manual import SSL certificate), VPN settings (connection type is OpenVPN)
or AWS platform”, user need to additionally upload the certificate files from
the “Import Certificate File” section, and then click “OK”.

Import Settings

Select the settings be imported

[ Select All
[JNickname Setting
[JNetwork Setting
[JAccount Setting
[JSecurity Setting
[JSNMP Setting
[JDDNS Setting
[DloTstar Setting

Optional items

Module Setting
Logger Setting

Required items loT Platform Setting
Advanced Setting
Rule Setting

Import certificate file

| Browse. ..

| oK | | cancel |
Figure 16-4 : Import Settings Window(2)

3. After complete the setting, user will be asked if he want to abandon the
current settings, and use the new setting for replacement. If ““Yes”, press the
“Import” button to start the rule file import operation.

Are you sure you want to import the settings
from the file? The current settings running on

the controller will be overridden after you import
the file.

| Import || Cancel |

Figure 16-5 : Import Settings Window(3)

4. After complete the import operation, the imported rule file will be
automatically executed. If the imported rule file is incomplete or not
exported via the WISE web interface, it will display the “Import failure”
message.
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Appendix | : Modbus Address Table

WISE allows SCADA software or HMI device to retrieve the I/O channel data and
system information via Modbus TCP/RTU protocol. WISE register addresses are
specified according to Modbus register mapping tables (more detailed information
will follow).
Please Note:
® The addresses are in Base 0 format
® The addresses are in Decimal format
® The default value of NetID is 1, and you can modify the NetID value in the
Ethernet Setting page. (Please refer to “5.4 Security Setting” section).
® |f the data is displayed in Floating format or 32 bits format (Al/AO Channel
value~ Internal Register value - Input Register value and Holding Register value),
each record of data will take two registers to hold the data.
® If the data of Internal Register is displayed in Double or 64bit, each record of
data will take four registers to hold the data.
® WISE support Little Endian for the wayof storing multibyte data-types.

Modbus Address Table

Modbus Coil Output | Discrete Input | Input Register | Holding Register
Address (0x) (1x) (3x) (4x)
0~59 System Data)
COM3 module
] COM3 module
60~75 connection )
Informationz)
status()
COM4 module
] COM4 module
76~91 connection )
Informations)
status(y)
- LANMmodb
92~-99 (Modbus TCP) LAN Modbus Tcp)
module
connection module
[
100~107 Informations
status(y)

Internal Register

Datas)
108~499
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900~999 XV Board Data)
1000~1499 Module Data (index=1) 0f COM3;s)
1500~1999 Module Data (index=2) 0f COM3;s)
2000~2499 Module Data (index=3) 0f COM3;s)
2500~2999 Module Data (index=4) 0Of COM3;s)
3000~3499 Module Data (index=5) 0f COM3;s)
3500~3999 Module Data (index=6) 0f COM3;s)
4000~4499 Module Data (index=7) 0f COM3e)
4500~4999 Module Data (ingex=s) 0f COM3s)
5000~5499 Module Data (ingex=9) 0f COM3g)
5500~5999 Module Data (index=10) 0f COM3s)
6000~6499 Module Data (index=11) 0f COM3g)
6500~6999 Module Data (index=12) 0f COM3g)
7000~7499 Module Data (index=13) 0f COM3s)
7500~7999 Module Data (index=14) 0f COM3s)
8000~8499 Module Data (index=15) of COM3s)
8500~8999 Module Data (index=16) 0f COM3s)
9000~9499 Module Data (index=1) 0f COM4 )
9500~9999 Module Data (index=2) 0f COM4 )

10000~10499

Module Data (index=3) 0f COM4 )

10500~10999

Module Data (index=4) 0f COM4 )

11000~11499

Module Data (index=5) 0f COM4 )

11500~11999

Module Data (index=6) 0f COM4 )

12000~12499

Module Data (index=7) 0f COM4 )

12500~12999

Module Data (index=8) 0f COM4 )

13000~13499

Module Data (index=9) 0f COM4s)

13500~13999

Module Data (index=10) 0f COM4 )

14000~14499

Module Data (index=11) 0f COM4g)

14500~14999

Module Data (index=12) 0f COM4 )

15000~15499

Module Data (index=13) 0f COM4 )

15500~15999

Module Data (index=14) 0f COM4s)

16000~16499

Module Data (index=15) 0f COM4g)

16500~16999

Module Data (index=16) 0f COM4g)

17000~17499

LANModbus Tcpy Module Data (index=1) (6)

17500~17999

LANModbus Tcpy Module Data (index=2) (6)

18000~18499

LANModbus Tcpy Module Data (index=3) (6)

18500~18999

LANModbus Tcpy Module Data (index=4) (6)
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19000~19499

LANMmodbus Tcr) Module Data (index=5) (6)

19500~19999

LANModous Tcry Module Data (index=s) (6)

20000~20499

LANModbus Tcry Module Data (index=7) (6)

20500~20999

L AN Modous Tcry Module Data (index=s) (6)

21000~21499

LANModbus Tcry Module Data (index=9) (6)

21500~21999

L AN Modbus Tcr) Module Data (index=10) (6)

22000~22499

L AN Modbus Tcry Module Data (index=11) (6)

22500~22999

LAN Mmodbus Tcpy Module Data (index=12) (6)

23000~23499

LANModbus Tcry Module Data (index=13) (6)

23500~23999

L AN Modbus Tcp) Module Data (index=14) ()

24000~24499

LANMmodbus Tcpy Module Data (index=15) (6)

24500~24999

LANModbus Tcry Module Data (index=16) (6)

40000~40399

Data Table for Schedule Setting No.1 (7

40400~40799

Data Table for Schedule Setting No.2 (7

49600~49999

Data Table for Schedule Setting No.25 (7

Active 1/0O Active 1/0O
Table Data Table Data for
50000~55999 . )
for Coil data Register data
type) typec)

More detailed information for each block please refers to the number in quotes and

finds the related information in the following section.

(1) System Data
This block stores the system information of WISE, shown as below:

Modbus Data
Parameter Name Address Length Type Range
Discrete Input (1x), Unit : Coil(8 Bits)
Modbus slave 10000 1 Byte
HTTPS 10001 1 Byte
SNMP Server 10002 1 Byte .
0=Disable
FTP Server 10003 1 Byte
1=Enable
SFTP Server 10004 1 Byte
CGI Query 10005 1 Byte
Time Sync 10006 1 Byte
loTstar Connection Status 10007 1 Byte | O=Disconnected
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MQTT Broker 1 Status 10008 1 Byte | 1=Connected
MQTT Broker 2 Status 10009 1 Byte

AWS Connection Status 10010 1 Byte

Azure Connection Status 10011 1 Byte

Bluemix Connection Byte

Status 10012 1

Active I/O Connection 10013 1 Byte

Input Register (3x), Unit : Register(16 Bits)

Module Name 30000 1 Uintl6 | 0~65535
Firmware Version 30002 1 Uintl6 | 100~

Serial Number 1 30004 1 Uintl6 | 0~65535
Serial Number 2 30005 1 Uintl6 | 0~65535
Serial Number 3 30006 1 Uintl6 | 0~65535
Serial Number 4 30007 1 Uintl6 | 0~65535
Serial Number 5 30008 1 Uintl6 | 0~65535
Serial Number 6 30009 1 Uintl6 | 0~65535
Serial Number 7 30010 1 Ulintl6 | 0~65535
Serial Number 8 30011 1 Uintl6 | 0~65535
Boot Date(Year) 30012 1 uUintl6é | 1752~

Boot Date(Month) 30013 1 uUintl6é | 1~12

Boot Date(Day) 30014 1 uUintl6 | 1~31

Boot Time(Hour) 30015 1 Uintl6 | 0~23

Boot Time(Minute) 30016 1 Uintl6 | 0~59

Boot Time(Second) 30017 1 Uintl6 | 0~59

Alive Count 30018 1 Uintl6 | 0~65535
Cycle Time 30019 1 UiIntl6 | 0~65535(ms)
XV Board Name 30020 1 Ulintl6 | 0~65535

XV Board Update Rate 30021 1 Uintl6 | 0~65535(ms)
COM3 Update Rate 30022 1 UlIntl6 | 0~65535(ms)
COM4 Update Rate 30023 1 UlIntl6 | 0~65535(ms)
Modbus Slave NetID 30024 1 Uintl6 | 1~247
Modbus TCP Port 30025 1 Uintl6 | 1~65535
Web HTTP Port 30026 1 Uintl6 | 1~65535
Web HTTPS Port 30027 1 Uintl6 | 1~65535
SNMP port 30028 1 Uintl6 | 1~65535
FTP port 30029 1 Uintl6 | 1~65535
SFTP port 30030 1 Uintl6 | 1~65535
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Decimal Place Number

30031 1

Uintl6

1~4

micro SD Free Space

30032 1

Uintl6

0~65535(MB)

Holding Register (4x), Unit

: Register(16 Bits)

LAN1IP

40000 4

Ulintl6

0~255

LAN 2 IP

40004 4

Uintl6

0~255

(2) COM3/ COM4 / LAN Modules Connection Status
This block stores the connection status of ICP DAS /O modules and Modbus
TCP/RTU modules that are connected to the WISE, detailed information is shown as

below:
Parameter Name ngrt:;: Length _?;;2 Range

Discrete Input (1x), Unit : Coil(8 Bits)
The connection status of ICP
DAS I/0 modules and 10060- L Byte 0=0Offline
Modbus RTU modules that 10075 1=Online
are connected to COM3.
The connection status of ICP
DAS 1/0 modules and 10076- L Byte 0=0Offline
Modbus RTU modules that 10091 1=Online
are connected to COM4.
The connection status of
CP DAS 1I/0 modules and 10092- L Byte 0=0Offline
Modbus TCP modules that 10107 1=0Online
are connected to LAN.

(3) COM3/COM4 / LAN Modules Information

This block stores the module type or address information of ICP DAS 1/0 modules
and Modbus TCP/RTU modules that are connected to the WISE. If the module is ICP
DAS I/0 module, it will show the module type. If it is the Modbus TCP/RTU module,
it will show the Address or NetID of the module. Detailed information is shown as

below:
Modbus Data
Parameter Name Address Length Type Range
Input Register (3x), Unit : Register(16 Bits)
The module type or 30060- Module type or Module
address of ICP DAS 1/0 1 Uintl6
module or Modbus RTU | 30075 Address(1~128)
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modules that are
connected to COMS3.
The module type or
address of ICPDAS /O | 307¢. Module type or Module
module or Modbus RTU 1 UlIntl6

modules that are 30091 Address(1~128)
connected to COMA.
The module type or
NetID of ICP DAS 1/0 30092- Module type or Module
module or Modbus TCP 1 UiIntl6

modules that are 30107 NetlD(1~247)

connected to LAN.

(4) Internal Register Data

This block stores 100 sets of Internal Register data provided by WISE. The
starting address, data length, type and range of the Internal Register are based on
user's settings. It is recommended to query the detailed Modbus information of
Internal Register from the “Modbus Mapping Table” on the “Channel Status” page.

Modbus Data
Parameter Name Address Length Type Range
Holding Register (4x), Unit : Register(16 Bits)
Internal Register 1 40100 1/2/4 | Based on user's settings
Internal Register 100 40499 1/2/4

(5) XV-Board Data

This block is used to store the information of XV Board. For different XV Board
modules, the data will be store in different address It is recommended to query the
detailed Modbus information of XV Board from the “Modbus Mapping Table” on the
“Channel Status” page.

(6) Remote Module Data

This block is used to store all 1/0 channel data of ICP DAS 1/0 modules and Modbus
TCP/RTU modules. Depend on different configuration of 1/0O modules, the
arrangement of data block will be different. Based on the 1/0O module’'s connection
port and the index number, It is recommended to query the detailed Modbus
information of the I/0 module from the “Modbus Mapping Table” on the “Channel
Status” page.
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(7) Data Table for Schedule Setting
This block is used to store the information of each Schedule setting in the WISE’s
“Advanced Setting = Schedule Setting” page. It allows users to read or change
WISE’s Schedule settings through Modbus protocol. This block starts from address
40000. Each schedule uses 400 addresses to store the information of its setting, and
totally of 25 sets of schedule information can be stored in the block. The detailed
Modbus table for each schedule’s information is shown as below:

Modbus Address Coil (0X) Holding Register (4x)
(40000 ~) Calendar Mode Repeat Mode
0 Change Schedule | The index of Schedule you want to read/modify
settings its setting (1 ~ 25).
(Enter 1 to write
new settings to
the Schedule you
assigned)
1 Schedule’s initial status (0> Stop; 1->Running)
2 Schedule’s mode (0> Calendar;1->Repeat)
3 Number of “Time Range” (1 ~n)
4 Starting Year Day(s) of week for
(2024 ~) operation
5 Starting Month 1~ 1234567
(1~12) (Data format is long)
6 Duration Number of Exception
(1 ~ 120; unit: Month) | Date (0 ~ 365)
7~9 Reserved
10 Time Range(1st): Starting time (Hour) (0 ~ 23; If
user want to execute hourly, set it to -1.)
11 Time Range(1st): Starting time (Minute) (0 ~ 59)
12 Time Range(1st): Starting time (Second) (0 ~ 59)
13 Time Range(1st): End time (Hour) (0 ~ 23; If user
want to execute hourly, setitto -1.)
14 Time Range(1st): End time (Minute) (0 ~ 59)
15 Time Range(1st): End time (Second) (0 ~ 59)
16 Time Range(2nd): Starting time (Hour)
17 Time Range(2nd): Starting time (Minute)
18 Time Range(2nd): Starting time (Second)
19 Time Range(2nd): End time (Hour)
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20 Time Range(2nd): End time (Minute)
21 Time Range(2nd): End time (Second)
10+6(n-1) Time Range(nth): Starting time (Hour)
10+6(n-1)+1 Time Range(nth): Starting time (Minute)
10+6(n-1)+2 Time Range(nth): Starting time (Second)
10+6(n-1)+3 Time Range(nth): End time (Hour)
10+6(n-1)+4 Time Range(nth): End time (Minute)
10+6(n-1)+5 Time Range(nth): End time (Second)
10+6n Exception Date for 1st 1st Exception Date
Month (January 1->101;
(Long Integer for 31 bit) | December 31->1231)
10+6n+1 2nd Exception Date
10+6n+2 Exception Date for 2nd | 3rd Exception Date
10+6n+3 Month 4th Exception Date
10+6n+2(m-1) Exception Date for mth
10+6n+2(m-1)+1 Month

About the definition of Exception Date for Schedule (Calendar Mode), following is an
example for reference:

202416 If the working days of the month are selected as “In Range”
N Bl N S (N of the Schedule, then the bit arrangement for the exception
3 4 5 6 7 8 dates is as following (Bit 1 is the 1st day of the month, Bit 30
10 11 12 13 14 15 s the 30th day of the month):
5% I I I I N 22 00110000 01100000 11000001 10000011
23 24 25 26 27 28 29 ) _
= Bit 32 Bit 1
Convert the bits to long to get number 811647363, and fill it
into the correct address of Holding register.

However, when the user changes the Schedule setting through Modbus protocol, he
does not actually need to input the complete information for Schedule. The reason is
when WISE execute the Schedule function, all schedule setting information will be
read out and placed in the Modbus Table. Therefore, if the user just wants to change
the first Time Range settings of the first Schedule, he only needs to complete the two
operations as below:
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® Assign the time information he wants to change

The address of Starting time (Hour) : 40010 08 |=> |09
The address of Starting time (Minute) : 40011 |30 | > |00
The address of Starting time (Second) : 40012 |00 | -> |00
The address of End time (Hour) : 40013 12 |2 |12
The address of End time (Minute) : 40014 00 (> |30
The address of End time (Second) : 40015 00 (> |00

® Trigger the Write operation: Set Coil address 40000 to 1, then WISE will
write the new settings and start the Schedule operation.

PS : Since there is no limitation for the creation of schedule provided by WISE, so

there are only the 1st ~ 25th Schedule’s information can be read/modified by Modbus
protocol. The 26th and subsequent schedule settings will not be read/modified by

Modbus protocol.

(8) 110 Data Table for “Active 1/0 sending” function

WISE equips the “Active I/O sending” function. This “I/O Data Table” area is used
to store the 1/0 channel data and Internal Register data which user defines in the
“Active 1/0 Sending” of “Advanced Setting” of WISE. “Active I/O sending”
function allows to rearrange the 1/0 channels data from different 1/0 modules and

puts them into a continuous Modbus address memory block, and then SCADA

software can retrieve all 1/0O channels data from different modules by using one

single Modbus command. Comparing to traditional polling mechanism, it will

greatly save time and polling attempts.

Based on different setting, the data which is stored in this area is also different.

Please refer to the following example.

Modbus Address Mapping Table

Local Coil Register
Address (Ox) (4x)
30000 | o

X
AlD

30001 | N

30002 | GENS R1

30003 C3NG CBhJJE C3NG || C3NE || C3NS || C3NG || C3NG || C3NG || C3NG || C3N6 | C3N6 | C3NG | C3NG

DID DI Di2 DI3 Di4 DI DI DI7 Doo DoA

Do2 Do3 Do4

C3NB || C3N5 | C3NG

DO5

DOs DOo7

Remove All Setting

In this example, we store following I/O channel data in the I/0O Data Table.

® |/O channel value of XV Board

Remove

® |/O channel value of the module which is connected to COM3 of WISE. Its

http://wise.icpdas.com

295



ICP DAS WISE User Manual

module index number is 1.
® |/O channel value of the module which is connected to COM3 of WISE. Its
module index number is 6.
® The Internal Register with index number 1. Its data type is 16-bit Signed

Integer

In the I/O Data Table, the “Local Address” in the left side is the address for saving
I/0 Data Table in the WISE Modbus Address Table.

Modbus Data
Parameter Name Length Range
Address Type
Coils Output, Unit : Coil(8 Bits)
X(XV-Board)
030000 1 Byte | 0=OFF, 1=ON
DIO
C3N1(com3 Module1)
030001 1 Byte | 0=OFF, 1=ON
DIO
C3N6(CoMm3 Modules)
030002 1 Byte | 0=OFF, 1=ON
DIO
Holding Register (4x), Unit : Register(16 Bits)
X(XV-Board) . .
430000 2 Float | Floating Point
AlO
IR1(Internal Register 1) 430002 1 Intl6 | -32768 ~ 32767
C3N6(CoM3 Modules) 0 ~ 65535
DI0O~DI7 + DO0O~DO7 430003 1 UIntl6 | Each bit represents a

channel.
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Appendix Il : Reset to Factory Default Setting and send

password to Administrator

During the operation of WISE, if you forget the setting of network or password, or
encounter the status of firmware damaged, you can use the Rotary Switch to perform
the operations as “Recovery the firmware”, “send password to administrator's
mailbox”, or “Reset the settings to factory default” The following figure shows the
location of the Rotary Switch of the WISE.

The function of the position of the Rotary Switch :

Rotary Switch Function
2 Do not execute the rule file currently.
5 Reinstall WISE firmware via MicroSD.
6 Reinstall WISE firmware via USB Disk.
7 Reinstall OS via MicroSD.
8 Send passwords to administrator's mailbox.

Reset to factory default, includes:
® Restore network settings.

® Reset all password settings.
® Delete the rule file.

Please follow the steps below to restore network settings to factory default or send the
passwords to the Email account of the Administrator:
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® Rotary Switch=2 : Do not execute the rule file currently.

1. Power off WISE.

2. Set up the Rotary Switch of WISE to position 2.

3. Connect the WISE to power and wait for the system to start up (the “Run”
LED starts flashing)

4. Enter the WISE login page, the WISE login page will be restored to the
same as user login WISE first time, and the administrator's password needs
to be set again as below:

When using WISE for the first time, please set up a new password
for the administrator:

New Password ‘ ‘

Yy
K[CP Web Inside, Smart Engine
DAS Retype New Password ‘ ‘

Language: ‘ English v‘

‘ Change password

5. Set up the Rotary Switch of WISE to position 0.
6. After complete the setting of a new password, the previous setting of WISE
will be cleared, and the user can reset it.

® Rotary Switch=5 : Reinstall WISE firmware via MicroSD
1. Make sure the L1 indicator is ON. It means the firmware can be installed.

L%
ek

12

2. Take out the MicroSD card from the WISE's MicroSD slot, and connect to
computer via card reader

3. Copy the firmware file and WiseFirmwareRestore.setting file to the
\FirmwareRestore\ directory of the MicroSD card. The content of the
WiseFirmwareRestore.setting file is as follow:
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DeviceName=WISE-2841M

(DeviceName is as the same as the header of the firmware
filename(WISE-2841MvXXX.HEX))

4. Insert the MicroSD card back into the WISE's MicroSD slot.

5. Turn the Rotary Switch of WISE to position 5 to trigger the installation of

firmware.
6. If the L2 indicator is ON, it means the firmware installation is in progress.
22
009

I

7. After waiting for a few minutes, if the installation is successful, L1, L2, and
L3 indicators will flash at the same time; if the installation fails, only L1
indicator will flash.

8. Turn the Rotary Switch of WISE to position O (Normal).

9. Power off and power on WISE again to complete the firmware update
procedure.

et LANI

® Rotary Switch=6 : Reinstall WISE firmware via USB Disk
1. Make sure the L1 indicator is ON. It means the firmware can be installed.

@ 2 2
PLe

L2

2. Copy the firmware file and WiseFirmwareRestore.setting file to the
\FirmwareRestore\ directory of the USB Disk. The content of the
WiseFirmwareRestore.setting file is as follow:

DeviceName=WISE-2841M

(DeviceName is as the same as the header of the firmware
filename(WISE-2841MvXXX.HEX))

3. Insert the USB Disk into the WISE 's USB slot.

4. Turn the Rotary Switch of WISE to position 6 to trigger the installation of
firmware.
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5. If the L2 indicator is ON, it means the firmware installation is in progress.

222
o

6. After waiting for a few minutes, if the installation is successful, L1, L2, and
L3 indicators will flash at the same time; if the installation fails, only L1
indicator will flash.

7. Turn the Rotary Switch of WISE to position 0 (Normal).

8. Power off and power on WISE again to complete the firmware update
procedure.

® Rotary Switch=7 : Reinstall OS and firmware via MicroSD

1. Power off WISE.

2. Go to WISE official website (http://wise.icpdas.com) to download the
WISE-2841M OS Recovery Kit: WISE-2841M_OS_recovery.zip.

3. Prepare a MicroSD card with a capacity greater than 8GB, insert the card
directly into the computer or connect to the computer via card reader.

4. Uncompress the file of OS Recovery Kit and execute
HDDRawCopy1.10Portable.exe.

5. Select the source which will be burned to WISE from the interface, click the
OS image file in the OS Recovery Kit: WISE-2841M_vX.X.X.imgc, and
press the “Continue” button after selection.

SOURCE Device Selection - HDD Raw Copy Tool 110 Free 28
HDD RAW COPYTOOL1.10 Free WWW.HDDGURU.COM
BUS MODEL FIRMWARE SERIAL NUMBER LBA CAPACITY
SATA ST500DMO ST500DMO02-1B...  KC43 2SQAT7H2 976,773,168 500.1GB
USB Generic- USB3.0 CRW -SD (... 1.00 0221609241433500 61,071,360 31.26 GB
e
FILE Double-click to open file I
Open Disk Management Console
Copyright @2005-2013 HDDGURU.COM Please select SOURCE ST
Disks found: 2 \
L } v
B ma=s [
QQ Cv BEE )y TREED) » lnux » ZHEE » 090 SEEBMicrosSD / ~ 42| #2000 sEEMizose P
HaEE v FRERE

Cloud Product
Linux
2841

OpenSSH-WinG4
RemoteCode
Resource
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6. Select the target which will be burned, click on the MicroSD card and press

the “Continue” button.

TARGET Device Selection - HDD Raw Copy Tool 110 Free =
HDD RAW COPY TOOL 1.10 Free WWW.HDDGURU.COM
BUS MODEL FIRMWARE  SERIAL NUMBER LBA CAPACITY
SATA ST500DMO STS00DMO02-1B...  KC45 25QAT7H2 976,773,168 500.1GB
USB Generic- USB3.0 CRW -SD {I 1.00 0221609241433500 61,071,360 31.26 GB 1l
FILE Double-click to open file
OpeMai% Management Console
Copyright ©2005-2013 HDDGURU.COM Please select TARGET Continue > I
L
Disks found: 2

7. Press “Start” button and wait for the boot card be created.

B HDD Raw Copy Tool 110 Free =RAC X
SOURCE: [0] IMAGE of Generic- USB3.0 CRW -SD 1.00 [31.26 GB] About
TARGET: [2] Generic- USB3.0CRW -SD 1.00 [31.26 GB]

COPY

Copyright ©2005-2013 HDDGURU.COM

2022/6/15 b 10:31:08
2022/6/15 4 10:31:08 HDD Raw Copy Tool 1.10; http://hddguru.com
2022/6/15 b <F 10:31:08
2022/6/15 LT 10:31:08

2022/6/15 F4F 10:31:08

Current task progress

***** IMPORTANT: DURING THE DUPLICATION PROCESS ‘ ‘
2022/6/15 b4 10:31:08 ALL DATA ON TARGET WILL BE IRREVERSIBLY OVERWRITTEN! W

Stop

START

[0] IMAGE of Generic- USB3.0CRW -5D 1.00 [31.26GB] =>>> [2] Gen

eric- USB3.0 CRW -SD 1.00 [31.26 GB]

8. After complete the creation of the boot card, insert the MicroSD card into
the WISE's MicroSD card slot, turn the Rotary Switch to the position 7, and

then power on again.

9. If the operation is normal status, The L2 indicator will be ON. It means the
OS recovery operation is in progress.

10. When the L2 indicator is OFF and the L3 indicator is ON, the OS recovery

operation is complete.
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11. Power off the WISE, remove the MicroSD card for the OS recovery
operation, insert the original MicroSD card back, set the Rotary Switch to

position 0 and power on again to complete the procedure of “Reinstall OS
and firmware”.

® Rotary Switch=8 : Send the passwords to the Email account of the

Administrator

1. Switch the Rotary Switch to position 8.

2. Connect to WISE Login webpage via Web browser. Now a “Forget
password” message will be displayed under the password field. Click the
“Forget password” message, then the system will send an email with the
passwords (administrator account, user account, guest account, Local FTP
login and CGI Query Authentication) to the Email account of the

administrator that was previously set by the user in “5.3 Account Setting”
section.

Nickname: WISE-2841_Test

—y
é[CP Web Inside, Smart Engine
DAS Language: ‘ English V|

[JRemember me

‘ Login ‘

The following figure illustrate an example of the Email the WISE sends to
the Email account of the Administrator. The Email content will include the
following information.

Administrator password is “Admin”.
Userl password is “User1”.
User2 password is “User2”.
User3 password is “User3”.
User4 password is “User4”.
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User5 password is “User5”.
Guest password is “Guest”.

Local FTP password is “FTP1_Admin”.
CGI password is “CGI_Admin”.

3. Switch the Rotary Switch to position 0.

® Rotary Switch=9 : Restore all settings to factory default

1. Power off the WISE.

2. Switch the Rotary Switch to position 9.
3. Power on the WISE and complete the booting process. When the booting
process is complete, the network settings will be set as the factory default

as below.
LAN 1
Network Setting DHCP
LAN 2
IP 192.168.255.1
Mask 255.255.0.0
Gateway 192.168.0.1
DNS 8.8.8.8

4. Switch the Rotary Switch to position 0
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Appendix Ill : The configuration setting of ICP DAS modules

WISE allows connection to ICP DAS I/O modules for the 1/0 channel data retrieve.
However, for other configuration of the ICP DAS I/O modules must be completed via
related utility (For example: DCON Utility Pro) in advance, so that the WISE can
accurately connect to ICP DAS 1/0 module. The procedures for ICP DAS 1/0 module
parameter settings are as follow:

1. Make sure the ICP DAS I/0O module can accurately connect to PC. If the ICP DAS
I/O modules connect to PC via RS-485 cable makes sure the RS-485 cable is
properly connected. For PC to receive RS-485 signals, a RS-232 to RS-485 or a
USB to RS-485 converter is required. For more converter information, please refer
to ICP DAS converter product page:

https://www.icpdas.com/tw/product/quide+industrial _Communication+Se

rial  Communication+Converter

— I _———

- , i @?; \:\ ==
Em——— ;@ _{_::1 ‘ { g.
Pe—2N Vi | A p
HOSTCOMPUTER povme iy OO ol N\ @ 77

+10V~+30VDC M 111111111111 —

(Y)DATA+

HG)DATA-

(R)+Vs

L(B)GND 10/

If the communication interface between ICP DAS I/O modules and PC is Ethernet,
make sure the Ethernet is properly connected through Hub between PC and ICP
DAS 1/0 modules or directly connect PC and ICP DAS I/0O modules with Ethernet
cable.

2. If the ICP DAS 1/0 module is I-7000~M-7000-~tM series, please follow the steps as
below for the configuration setting.
A. Download DCON Utility Pro from the link below:
https://www.icpdas.com/tw/download/index.php?kind1=62&kind2=87
&kw=DCON+Utility+Pro+PC
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Utility & Tools
- FILE NAME DESCRIPTION MODEL LAST UPDATE
DCON Utility Pro PC For Windows XP/7/8/10 PC and 2022-06-14
version WES PAC

DCON Utility Pro PC version

Related resources

» DCON Gateway for Linux PAC

FILE NAME VERSION FILE DATE
DCON_Utility_Pro_PC_V4202 v4.2 | 2022-06-14 81 MB =2
What's New =)
Reversion History I-J
DCON_Utility_Pro_PC.zip v3.1 28 MB =

B. Execute the DCON Utility Pro and verify if the COM Port parameters are
accurate.
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& Dcom utility Pro V4.2.00

%F'EIID

[l 7] (@] [~

o
>
||
T
""" COM1: Address  Baud Rate Checksum  Format  Status
Connection Search Options @
COM1 ~ Start 0 End 255

Baud Rate |F’rotoc0| | Checksum | Format|

115200  [] 57600 [C] 38400 [T 19200

9600 [C] 4800 [C1 2400 [1 1200

Timeout 300 ms

[C] Search RU-87PN Addr. Mode
[7] Search and Get /O Configurations

Start Search Exit

Clear

C. Perform “Search” to find all I-7000 ~ M-7000 ~ tM series modules that are
connected to the PC.

!DCON Utility Pro VQZOOSeavchmgCOMS =

EE@I@HII

& Egm Address  Baud Rate  Checksum Format  Status Deseription Comments
7060:01:6:1:N81:DCON 7060 101h] 9600 Enabled N1  Remote /O [DCONMDI + 4°D0 Supported
NB1:DCON 7005 2[02n] 9500 Enabled  NB81  Remote /O [DCONJB"Al +6°DO (Universal Thermistor) ~ Supported
HB1:DCON 7080 3030 9600 Enabled  NB81  Remote O [DCONJ2*Counter/Frequency + 2°DO Supported
NB1:DCON N

e DCONot suppor | 102! 404h] 9600 Enabled  NB81  Remote /O [DCONJ1AO (mA.V) Supported

‘N81:DCON DL100 8[08h] 9600 Enabled  NB81  Remote O [DCON] Not Support
tP3R3:0F:6:1:NBL:DCON tPAA4 10[0Ah] 9600 Enabled  NB81  Remote /O [DCONJM4™DI + 4°DO Supported
tP3R3 15[0Fh] 9600 Enabled  NB81  Remote O [DCONJ3*DI + 3°DO Supported

Search Stopped

D. Click on the module to bring up the “Configuration Window” and setup the
parameters (such as Address, Baudrate) for the module. The “Configuration
Window” will be shown as follow (using I-7060 as an example):
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7060 Fi B104
gl Y . S —

Configuration |DO | Host WDT | ol | Commands Log | Summary

Protocol (INIT*) DCON -

Address 1 = 01H
Baud Rate (INIT*) 9600 -
Data Format (INIT*) |81

Checksum (INIT*)  Enabled -

Set Module Configurations

Exit

Please note: The following parameters has to be accurate to connect with WISE

properly:

® Baudrate: the Baudrate has to be set the same as the Baudrate of WISE
COM Port which the module will connect. All 1/0 modules’ Baudrate have
to be set the same as well.

® Data format: set to be “Engineering” format.

® Parity: the Parity has to be set the same as the Parity of WISE COM Port
which the module will connect. All I/O modules’ Parity has to be set the
same as well.

For more detailed information, please refer to DCON Utility manual as below.
https://www.icpdas.com/tw/download/index.php?kind1=62&kind2=63&kw
=DCON-+Utility+Pro

3. For others ICP DAS 1/0 module, please refer to related user manual for the
configuration setting. In order to accurately connect with WISE, please make sure
of the COM port setting (Module address (1~255), Baudrate, Parity) or Ethernet
setting (IP address, Connection Port (1~65535), NetlD (1~247)). Please follow the
links as below for the user manual of the related ICP DAS 1/O modules.

® Go to the “Download Center” page of ICP DAS offical website, select
“About Product” in the “File Categoryl” field, select “User Manual” in the
“File Category2” field, and enter the desired information in the
“Product/Model” or “Keyword” field, then click the “Search” button to
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search the corresponding product manual you need.

The “Download Center” page of ICP DAS offical website:
https://www.icpdas.com/tw/download/index.php

-~ - QE EXel -
ggg PRODUCTS  SOLUTIONS ~ NEWS&EVENTS  SUPPORT  CORPORATE  CONTACTUS

/ﬁ‘ HOME > SUPPORT > Download Cente

Download Center
Download Center
About Product
PACTECH Search for Subjects
Catalog/Flyer
Partner Zone File Categoryl : ‘ About Product v

<

File Category2 : ‘ User Manual

Product/Model : ‘ ‘

Keywords : ‘ ‘

Please enter any search criteria!
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Appendix IV : The support list of ICP DAS I/O modules

Please refer to the support list of ICP DAS 1/0O modules as below.
® XV-Board support list

Function Mode
DC Digital Input XV110
DI/ DO | DC Digital Output XV111 ~ XV111A
DC Digital Input & Output XV107 ~ XV107A
Relay | Power Relay Output XV116
Output | Signal Relay Output XV119
Others | Multi-Function XV306 ~ XV307 ~ XV308 ~ XV310

1-7000 series module support list

Function

Model

Voltage & Current

[-7012 ~1-7012D ~ I-7012F ~ I-7012FD -~
[-7017 ~ I-7017F ~ I-7017R ~ I-7017C -~
[-7017FC ~ I-7017RC -~ I-7017R-A5 ~
[-7017Z

Thermocouple

[-7011 ~1-7011D ~ I-7011P ~ I-7011PD -~
[-7018 ~ I-7018P -~ I-7018R ~ I-7018Z -~
[-7019R

DC Digital Output

Al / AO
I-7013 ~ I-7013D ~ I-7015 ~ I-7015P ~
RTD
I-7033 ~ I-7033D
Thermistor I-7005
Transmitter I-7014D
Strain Gauge I-7016 ~ 1-7016D ~ I-7016P ~ I-7016PD
I-7021 ~ |I-7021P ~ |-7022 ~ 1-7024 ~
Analog Output
I-7024R
I-7041 ~1-7041D ~ 1-7041P ~ I-7041PD -~
DC Digital Input I-7051 ~ I-7051D ~ I-7052 ~ I-7052D -~
I-7053-FG ~ |-7053D-FG
AC Digital Input I-7058 ~ |-7058D -~ |-7059 ~ I-7059D
DI/ DO I-7042 ~ 1-7042D ~ 1-7043 ~ 1-7043D -~

[-7045 ~ [-7045D ~ 1-7045-NPN -~
[-7045D-NPN

DC Digital Input & Output

[-7044 -~ 1-7044D ~ 1-7050 ~ 1-7050D -~
[-7050A ~ 1-7050AD ~ I-7055 ~ 1-7055D -~
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[-7055-NPN ~ [-7055D-NPN

Power Relay Output

[-7060 ~ I-7060D ~ 1-7061 ~ I-7061D -~
[-7063 ~ I-7063D ~ 1-7065 ~ I-7065D -
[-7067 ~ I-7067D

Relay
[-7063A ~ I-7063AD ~ I-7063B ~
Output ]
Solid State Relay Output [-7063BD ~ I-7065A ~ I-7065AD -
I-7065B -~ I-7065BD
Photomos Relay Output I-7066 ~ I-7066D
[-7080 ~1-7080D ~ 1-7080B ~ I-7080BD -~
Others | Counter / Frequency

[-7088 ~ I-7088D

® M-7000 series module support list

Function Model
M-7017 ~ M-7017C ~ M-7017R -~
Voltage & Current
M-7017R-A5 ~ M-7017RC ~ M-7017Z
M-7011 - M-7011D ~ M-7018 ~ M-7018R
Thermocouple
M-7018Z ~ M-7019R ~ M-7019Z
RTD M-7015 ~ M-7015P
Al /AO
Thermistor M-7005
Strain Gauge M-7016 ~ M-7016D
M-7022 ~ M-7024 ~ M-7024R ~
Analog Output
M-7024L ~ M-7028 ~ M-7028D
RMS Input M-7017RMS
M-7041 ~ M-7041D ~ M-7041P -~
M-7041PD ~ M-7041-A5 -~
DC Digital Input M-7041D-A5 ~ M-7046 ~ M-7046D -
M-7051 ~ M-7051D ~ M-7052 ~
M-7052D ~ M-7053 ~ M-7053D
AC Digital Input M-7058 ~ M-7058D ~ M-7059 ~ M-7059D
DI/ DO
M-7043 ~ M-7043D ~ M-7045 -~
DC Digital Output M-7045D ~ M-7045-NPN -
M-7045D-NPN
M-7050 ~ M-7050D ~ M-7055 -
DC Digital Input & Output M-7055D ~ M-7055-NPN -~
M-7055D-NPN
Relay M-7060 ~ M-7060D ~ M-7060P -
Power Relay Output
Output M-7060PD ~ M-7061 ~ M-7061D -~
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M-7064 ~ M-7064D ~ M-7065 -
M-7065D ~ M-7067 ~ M-7067D ~
M-7068 ~ M-7068D ~ M-7069 ~ M-7069D

Solid State Relay Output

M-7065B ~ M-7065BD

Photomos Relay Output

M-7066P ~ M-7066PD

Others

Counter / Frequency

M-7080 ~ M-7080D ~ M-7080B -
M-7080BD ~ M-7084 ~ M-7088 -
M-7088D

Multi-Function

M-7002 ~ M-7003 ~ M-7024U -~
M-7024UD -~ M-7026

® tM series module support list

Function Model
tM-AD2 ~tM-ADS ~ tM-ADS5C ~ tM-ADS8 ~
Voltage & Current
Al tM-AD8C
Thermistor tM-TH8
DC Digital Input tM-P8
DI/ DO | DC Digital Output tM-C8
DC Digital Input & Output tM-P4A4 ~ tM-P4C4
Relay | Power Relay Output tM-P3R3 -~ tM-R5
Output | Photomos Relay Output tM-P3POR3
Others | Multi-Function tM-DA1P1R1 ~ tM-AD4P2C2

® (P)ET-7000 series module support list

Function

Model

Voltage & Current

(P)ET-7017 ~ (P)ET-7217 -
(P)ET-7017-10 ~ (P)ET-7217-10 ~
(P)ET-7217-A5

(P)ET-7018Z - (P)ET-7019Z -

Al /AO | Thermocouple
(P)ET-7218Z ~ (P)ET-7219Z
RTD (P)ET-7015 ~ (P)ET-7215
Thermistor (P)ET-7005
Analog Output (P)ET-7028 ~ (P)ET-7228
(P)ET-7051 ~ (P)ET-7053 ~
DC Digital Input
(P)ET-7251 ~ (P)ET-7253
DI/DO

DC Digital Output

(P)ET-7042 ~ (P)ET-7242 ~ (P)ET-7245

DC Digital Input & Output

(P)ET-7044 ~ (P)ET-7050
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(P)ET-7052 + (P)ET-7055 -
(P)ET-7244 « (P)ET-7250A
(P)ET-7252 ~ (P)ET-7255

(P)ET-7060 ~ (P)ET-7067 ~

Multi-Function

Relay | Power Relay Output (P)ET-7260 ~ (P)ET-7261 ~ (P)ET-7267
Output Photomos Relay Output (P)ET-7065 ~ (P)ET-7066
Counter / Frequency (P)ET-7083 ~ (P)ET-7283
(P)ET-7002 ~ (P)ET-7016 -
Others (P)ET-7024 ~ (P)ET-7026 ~

(P)ET-7202 ~ (P)ET-7204 ~
(P)ET-7224 ~ (P)ET-7226

® WISE-7000 series module support list

Function Model
Voltage & Current WISE-7117
Thermocouple WISE-7118Z
Al /AO
RTD WISE-7115
Transmitter WISE-7105
DC Digital Input WISE-7151 ~ WISE-7153
DC Digital Output WISE-7142
DI/ DO
WISE-7144 - WISE-7150 ~
DC Digital Input & Output
WISE-7152 ~ WISE-7255
Relay
Power Relay Output WISE-7160 ~ WISE-7167
Output
Others | Multi-Function WISE-7102 ~ WISE-7126

® \WF-2000 series module support list

Function Model
Voltage & Current WF-2017
Al /AO | Thermocouple WEF-2019
RTD WF-2015
DC Digital Input WEF-2051
DI/ DO | DC Digital Output WF-2042
DC Digital Input & Output WF-2055
Relay
Output Power Relay Output WF-2060
Others | Multi-Function WF-2026
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LC series module support list

Function

Model

DI/ DO | AC Digital Input

LC-101H ~ LC-103H

iISN series module support list

Function

Model

Liquid Leakage Detection Module

iSN-101 -~ iSN-104

DL series module support list

Function Model
[llumination DL-120-E ~ DL-120-E-W
Temperature / Humidity DL-10 ~ DL-100
Temperature / Humidity / lllumination | DL-110-E -~ DL-110-E-W
Temperature / Humidity / O2 DL-1050
Temperature / Humidity / CO DL-301
Temperature / Humidity / CO2 DL-302
Temperature / Humidity / CO / CO2 DL-303

Temperature / Humidity / CO / CO2 /
PM1/PM2.5/PM10

DL-1020~DL-1021~DL-1022~DL-1023

Temperature / Humidity / CO / CO2 /
PM1/PM2.5/PM10/TVOC

DL-1038

IR series module support list

Function

Model

IR Learning Remote Module

IR-210 ~ IR-712A ~ IR-712-MTCP

ICAM IP Camera support list

Function

Model

IP Camera Module

iCAM-MR6322 ~ iCAM-MR6422X -
iICAM-ZMR8422X

DLW series module support list

Function

Model

Mini Weather Station

DLW-1023, DLW-1100, DLW-1120,
DLW-1200, DLW-1243
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Appendix V : The format of CGI Query command

WISE supports the HTTP protocol to set up and retrieve the I/O channel value,
Internal Register value or system information. In addition, WISE also supports the
JSON format for message exchange. JSSON is a popular format; it can reduce the
loading of data transfer, and is easy to be integrated with other Network system.

® CGI Query command
The following is the format of CGI Query command:
I http://IP address:port/dll/query.dll?command

The “IP address” is the actual IP address that the WISE is using now. The default
IP address of WISE is “192.168.255.1”. The “Port” is the port number of Web
server port of WISE. The default IP address of WISE is “80”. If the port number is
80, you can skip it in the setting.

The Command consist a set of parameters. Each parameter consist one name and
one value. The name and the value of a parameter are linked by symbol “=". The
parameters are linked by symbol “&”. Depended on the query items, follow the
format to include the corresponding parameters in each CGl command.

The following an example of CGI Query command shows querying the value of
the Internal Register 1 of WISE.
I http://192.168.255.1/d11/query.dl1?job=get_ir_val&ir_no=1

In the above CGI Query command, it consist two parameters: “job=get_ir val” and
“ir no=1". For “job=get ir val”, “job” is the name of the first parameter,
“get_ir_val” is the value of the first parameter. The first parameter is used to query
the value of Internal Register of WISE. And then for“ir_no=1", “ir_no” is the name
of the second parameter, “1” is the value of the second parameter. The combination
of first parameter and second parameter indicates to query the value of Internal
Register 1 of WISE. When WISE receives the CGl Query command, it will reply
the following message to the command sender.

{
"status": "OK",
"result": {
"value": 2.3
}
}
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The returned value will be shown in the JSON format. In the above example, the
value of Internal Register 1 is 2.3. It is located in “value” section of the “result”
area.

® CGI Query Authentication
After enabling the CGI Query Authentication in the Security Setting section, two
extra parameters - “id” and “password” have to be added to the CGI command.
The value of “id” is for the user account, and the value of “password” is for the
password. The following is an example to enable the CGI Query Authentication.
http://192.168.255.1/d11/query.dl1?job=get_ir_val&ir_no=1
I &id=icpdas&password=wise

In this example, “icpdas” is the user account, “wise” is the password. If the user
account or password is in error status, then the system will return the following
status message.

{
"status": "PASSWORD_ERROR"

® JSONP Supported
If user wants to enable the JSONP, he/she can add an extra parameter “callback” to
the original CGl command, and then assign the value of the “callback” parameter
to the function which is used to receive the returned values. The following is an
example to enable the JSONP.
http://192.168.255.1/d11/query.dl1?job=get_ir_val&ir_no=1
I &callback=foo

In this example, the function named “foo” is used to receive the returned values.
The returned values are as below.

foo({
"status": "OK",
"result": {
"value": 2.3
}
})s
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The following table gives detailed information of the query command, command
parameters and returned values. For parameters “id”, “password” and ‘“callback”,

please refer to the examples in section above.

® Set up the 1/0O channel value.

Command job=set_channel val&
if type=val&com_port=val&module no=val&
ch_type=val&ch_addr=val&ch_value=val
Parameters Name if_type
Description | The I/0 module Interface
Value 0: XV-Board
1: COM Port
2: Network
Name com_port
Description | If the I/0 interface is XV-Board or
Ethernet, skip this parameter. If
the I/0 interface is COM Port, it is
the COM Port number.
Value 0: COMo
1: COM1
..and so on.
Name module_no
Description | The index number of the module. If
the I/0 interface is XV-Board, skip
this parameter.
Value Integer; start from 1.
Name ch_type
Description | The channel type
Value Modbus Module : co, ro
ICP DAS I/0 Module : do, ao
Infrared Module : ir
Name ch_addr
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Description | Channel Address

Value The ch_addr is Modbus Data Address
for the Modbus module. For ICP DAS
I/0 module, the ch_addr is the
channel sequence number starting

from 0.

For infrared module, the ch_addr is
the output channels in binary
format. The first bit (LSB) of the
value represents the 1st channel.
The 2th bit represents the 2th
channel. For example: The 1st and
2nd output channels: 0x03 == 0011
(binary)

Name ch_value

Description | The value you want to assign to the
output channel.

Value Digital type channel: @ or 1.
Analog type channel: Number
Infrared module: command index

Response

The channel is existed.

{
"status": "OK"

}

The module or channel does not exist.

{
"status": "CHANNEL_NOT_EXIST"

}

Password error

{
"status": "PASSWORD_INCORRECT"

}

o | ific o | value of 1 : ul
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Command job=get_channel_val&
if_type=val&com_port=val&module_no=val&
ch_type=val&ch_addr=val

Parameters Name if_type
Description | The type of I/0 Interface

Value 0: XV-Board
1: COM Port
2: Ethernet
Name com_port
Description | If the I/0 interface is XV-Board or
Ethernet, skip this parameter. If
the I/0 interface is COM Port, it is
for the COM Port number.
Value 0: COMo
1: COM1
..S0 on.
Name module nho
Description | The index number of the module.
Value Integer; start from 1.
Name ch_type
Description | The channel type
Value Modbus Module : ci, co, ri, ro
Other Modules : di, dic, do, ai, ao
Name ch_addr
Description | The channel address
Value The ch_addr is Modbus Data Address
for the Modbus module. For other
module, the ch_addr is the channel
sequence number starting from O.
Response The channel is existed.

{

"status":

lloKll ,
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"result": {
"value": 2.5,
"connection": "ONLINE" //or "OFFLINE"
}
}
The module or channel does not exist.
{
"status": "CHANNEL_NOT_EXIST"
}
Password error
{
"status": "PASSWORD_INCORRECT"
}

® Get all channel value of the remote I/O module.

Command job=get_module_val&
if_type=val&com_port=val&module_no=val

Parameters Name if_type
Description | The type of I/0 Interface
Value 0: XV-Board
1: COM Port
2: Ethernet
Name com_port

Description | If the I/0 interface is XV-Board or
Ethernet, skip this parameter. If
the I/0 interface is COM Port, it is
the COM Port number.

Value 0: COMo
1: COM1
..S0 on.

Name module no

Description | The index number of the module.

Value Integer; start from 1.
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Response The module is existed.
If it is a Modbus module :
{
"status": "OK",
"result": {
"ci": [
{
"address": "32"
"value": ©
s
1,
"co": [], //if there is no channel of this type.
"ri": [
{
"address": "10"
"value": 1.3
s
1,
"ro": [
{
"address": "22"
"value": 2.5
s
1,
"connection": "ONLINE" //or "OFFLINE"
}
¥
For other modules:
{
"status": "OK",
"result": {
"di": [o, 1, ..],
"dic": [0, 2, ..],
"do": [], //if there is no channel of this type.
"ai": [0.2, 1.5, ..],
"ao": [4.5, 1.1, 2.2, ..],
"connection": "ONLINE" //or "OFFLINE"
¥
¥

The module does not exist.
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{
"status": "MODULE_NOT_EXIST"
}
Password error
{
"status": "PASSWORD_INCORRECT"
}

® Get the connection status of all remote 1/0O modules.

Command job=get_module_status
Parameters None
Response Normal
{
"status": "OK",
"result": {
"com2": [
{
llnoll : 1,
"connection": "ONLINE" //or "OFFLINE"
s
1,

"com3": [], //No modules or is in disabled status.

"network": [

{
llnoll : 3,
"connection": "OFFLINE"
s
]
}
}
Password error
{
"status": "PASSWORD_INCORRECT"
}
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® Set up the value of a specific Internal Register.

Command job=set_ir val&
ir_no=val&ir_value=val

Parameters Name ir_no

Description | The index number of the Internal

Register.
Value Integer; start from 1.
Name ir_value

Description | The value you want to assign to the
Internal Register.

Value Number
Response The Internal Register is enabled.

{

"status": "OK"
}
The Internal Register is disabled.
{

"status": "INTERNAL_REGISTER_NOT_EXIST"
}
Password error
{

"status": "PASSWORD_INCORRECT"
}

® Get the value of a specific Internal Register.

Command job=get_ir val&
ir_no=val

Parameters Name ir_no

Description | The index number of the Internal

Register
Value Integer; start from 1.
Response The Internal Register is enabled.
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{

"status": "OK",

"result": {

"value": 12.5

}
}
The Internal Register is disabled.
{

"status": "INTERNAL_REGISTER_NOT_EXIST"
}
Password error
{

"status": "PASSWORD_ INCORRECT"
}

® Get the value of all Internal Registers which are enabled.

Command job=get_irs_val

Parameters None

Response Normal Status

{
"status": "OK",

"result": [

"value": 100

}

Password error

{
"status": "PASSWORD_INCORRECT"

}
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®  Get the system information log recorded in the last one day.

Command job=get_event_log

Parameters None

Response Normal Status
{
"status": "OK",
"result": [
{

"time": "2014/07/24 14:11:28",
ll_type": llLoginll,

Successfully."”
¥

-
}

"message": "Administrator Login

Password error

{
"status": "PASSWORD_INCORRECT"

}

® Get the system time.

Command job=get_system_time

Parameters None

Response Normal Status

{
"status": "OK",

"result": {
"time": "2014/07/24 14:11:28"

}
}
Password error
{
"status": "PASSWORD_INCORRECT"
}
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® Get the current firmware version.

Command job=get_firmware_version

Parameters None

Response Normal Status

{
"status": "OK",
"result": {

"version": "1.0.0"

}

}

Password error

{
"status": "PASSWORD_INCORRECT"

}

® Get the current free space of the micro SD card.

Command job=get_sdcard_space

Parameters None

Response Normal Status
{
"status": "OK",
"result": {
"free_space": 1560 //Free space. Unit is MB.
}
}
No microSD card detected.
{
"status": "SDCARD NOT_EXIST"
}
Password error
{
"status": "PASSWORD_INCORRECT"
}
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® Set up Schedule and query the setting of Schedule.
WISE supports querying of schedule setting and modifying the setting of
schedule through CGI commands. The corresponding commands are as follows:

»  Get the quantity of schedule:

Command job=get_schedule_num
Parameters None
Response Normal Status

{

"schedule num": "2"

}

Password error

{
"status": "PASSWORD_INCORRECT"

}

»  Get schedule setting

Command job=get_schedule&
index=val
Parameters Name index
Description | The index number of the Schedule.
Value Integer; start from 1.
Response If the schedule exists, the corresponding XML

configuration code of the schedule will be replied.

<S idx="1" status="1" type="0" nickname="Schedule 1">
<TIME h1="-1" ml1="1" s1="1" h2="-1" m2="1" s2="5" idx="1"/>
<TIME h1="-1" ml1="30" s1="1" h2="-1" m2="30" s2="5" idx="2"/>
<DATE year="2022" month="6" duration="9"/>
<SKIP>0,0,0,0,0,0</SKIP>

</S>

No such schedule

http://wise.icpdas.com 326



ICP DAS WISE User Manual

{
"status": " INDEX_ERROR"
}
Password error
{
"status": "PASSWORD_INCORRECT"
}

» Modify schedule setting (POST Command)

Command job=set_schedule&
index=val
Parameters Name index

Description | The index number of the Schedule.

Value Integer; start from 1.

Body Modify the setting of the corresponding schedule
by the XML configuration coding system get.

<SCHEDULE >

<S idx="1" status="1" type="0" nickname="schedule 1">
<TIME h1="-1" ml1="1" s1="1" h2="-1" m2="1" s2="5" idx="1"/>
<TIME h1="-1" m1="30" s1="1" h2="-1" m2="30" s2="5" idx="2"/>
<DATE year="2021" month="9" duration="6"/>
<SKIP> 7,202911840,25363980,811647363,0,0</SKIP>

</S>

<S idx="2" status="1" type="1" nickname="Test" week="1234567">
<TIME h1="-1" ml1="@" s1="0" h2="-1" m2="@" s2="5" idx="1" />
<SKIP>1/1,3/3</SKIP>

</S>

</SCHEDULE>

Parameters B The next level of <Schedule> can contain
multiple <S>s. The quantity of <S> is limited
to the number of schedules.

B <S> is the content of the schedule setting,
following are the description of the
parameters.
¢ idx:Index
€ status:0 is Disable; 1 is Enable.
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€ type:0 is “Calendar” mode; 1 is “Repeat”
mode.

€ week:“Repeat” mode only, it use 1234567 to
represent the days in a week(form Monday to
Sunday) that is going to execute the
schedule.

B <TIME> is the content of the time range setting.

€ idx is the number of the time range.

€ hl, ml, sl are the start time(hour, minute
and second). If hl equals to -1, it means
to enable the “Hourly” option.

€ h2, m2, s2 are the end time(hour, minute and
second). If h2 equals to -1, it means to
enable the “Hourly” option.

B <DATE> is the duration setting for the schedule
(Calendar mode)
€ month is the starting month.
€ duration is the number of months for the
schedule.

B <SKIP> is the exception date setting for the

schedule

€ Calender Mode: The content of the setting
is composed by comma-separated numbers. The
quantity of numbers is the same as the value
of duration in the <DATE>. Each number is
a 32-bit integer which indicates whether
the 1st to the 31st of the month is an
exception date, or not. For example, if the
1st, 2nd, and 3rd of the month are exception
days, the number must be 7.

€@ Repeat Mode: The content of the setting is
composed by comma-separated month/day
group. For example, if January 1 and March
3 are the exception dates, the content will
be 1/1, 3/3.

Response

No such schedule

{
"status": "SCHEDULE_NOT_FOUND"

}

Password error

{
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}

"status"”: "PASSWORD_INCORRECT"

Content with incorrect format

{
}

"status"”: "SCHEDULE_FORMAT_INCORRECT"
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Appendix VI:Change the value of output channel of /O module

or Internal Register by MQTT protocol

WISE supports the MQTT protocol. User can use it to change the value of the Internal
Register of WISE or the value of the output channel of I/O module which connect to
WISE. Based on MQTT, user just needs to publish the specific topics to Broker, and
WISE will automatically subscribe and receive the specific topics to complete the
action. Following will list the format of Public topic to the related output channel of
I/0O module and Internal Register.

® DO channel of ICP DAS XV-Board

Topic

Prefix/SET/xvboard/do/channel no

Prefix

Please refer to 8.3 MOTT Setting

channel_no

0~15

Message

Oorl

® AO channel of ICP DAS XV-Board

Prefix/SET/xvboard/ao/channel_no

Topic Prefix Please refer to 8.3 MQTT Setting
channel_no 0~15
Message Floating value

® The DO channel of ICP DAS 1I/0O module

Prefix/SET/interface/module _no/do/channel no

Prefix Please refer to 8.3 MQTT Setting
Topic interface com3, com4 or lan
module_no 1~16
channel_no 0~15
Message Oorl
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® The AO channel of ICP DAS I/0O module

Prefix/SET/interface/module_no/ao/channel_no

Prefix Please refer to 8.3 MQTT Setting
Topic interface com3, com4 or lan
module_no 1~16
channel_no 0~15
Message Floating value

® The Internal Register of ICP DAS WISE-71xx module

Prefix/SET/lan/module _no/ir/ir_no

Topic Prefix Please refer to 8.3 MQTT Setting
module _no 1~-16
ir_no 1~48
Message Floating value

® The Coil Output channel of others I/0 module

Prefix/SET/interface/module_no/coil_output/channel

address
Topic Prefix Please refer to 8.3 MOTT Setting
interface com3 ~ com4 or lan
module_no 1~16
channel_address | 0~99999
Message Oorl

® The Holding Register channel of others 1/0O module

Prefix/SET/interface/module _no/holding_register/

channel address

Topic Prefix Please refer to 8.3 MQTT Setting
interface com3 ~ com4 or lan
module_no 1~16
channel_address | 0~99999
Message Floating value
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® The Internal Register

Prefix/SET/ir/ir_no

Topic Prefix Please refer to 8.3 MQTT Setting
ir_no 1~-80
Message Floating value
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Appendix VII: The JSON format for the communication with 0T

Platform

WISE supports the functions to publish the JSON format messages to Amazon Web
Services, Microsoft Azure and IBM Bluemix 10T Cloud platforms, and also
subscribe/receive the JSON format messages from 10T Cloud platform to change the
value of the output channel of I/O modules that are connected to WISE. The following
lists the detailed information of JSON format message with WISE.

® Message format

{
"msg_type" "SYSTEM_INFORMATION | It means the update message
_UPDATE" of the System information
WISE sent.
"CHANNEL_UPDATE" The "CHANNEL_UPDATE"
type of message indicates the
message published by WISE
to inform 1oT Cloud platform
the update of the 1/0O channel
status.
"CHANNEL_OUTPUT" If WISE receives the message
in the type of
"CHANNEL_OUTPUT",
then WISE will perform the
task to change the value of
the output channel.
"info_item" Items for the system information. If the msg_type field is
SYSTEM_INFORMATION_UPDATE, then this field will exist.
Following is for the describptions of the codes.
"DATE_YEAR" Date(Year)
"DATE_MONTH" Date(Month)
"DATE_DAY" Date(Day)
"TIME_HOUR" Date(Hour)
"TIME_MINUTE" Date(Minute)
"TIME_SECOND" Date(Second)
"UNIX_TIMESTAMP" Timestamp
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"if_type"

It indicates the connection interface between WISE and the 1/0
module where the 1/0 channel resides. The following table
shows the code and the interface it represents.

0 XV-Board
1 COM Port
2 Ethernet

"com_port"

"3" indicates the connection interface between WISE and the
I/0 module is COM port 3. "4" indicates the connection
interface between WISE and the 1/0 module is COM port 4. If
the connection interface is XV-Board or Ethernet, please ignore
this field.

"module_no"

The number indicates the order that the I/O channel data of the
module being stored in the WISE Modbus Table. The range is
1~16. If the connection interface is XV-Board, please ignore this
field.

"ch_type"

"ch_addr"

"nickname"
"value"

It indicates the type of the 1/0 channel. The following table
shows the code and the I/O channel type it represents.

"DI" DI Channel

"DI_COUNTER" The counter of the DI Channel

"DO" DO Channel

"DO_COUNTER" The counter of the DO
Channel

"Al" Al Channel

"AQ" AO Channel

"DISCRETE_INPUT"

"COIL_OUTPUT" The data type of the Modbus

"INPUT_REGISTER" module

"HOLDING_REGISTER"

"IR" Internal Register

It indicates the 1/0 channel index, Modbus address or Internal
Register number.

It indicates the nickname of the I/O channel.

® Example

It indicates the real-time value of the 1/0O channel.

The following is the format to publish a message with the value of DI channel 2
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which resides at the 1/0 module with module number 5 to IoT Cloud platform.
The 1/0 module is connected to the COM3 of WISE.

{

"msg_type":"CHANNEL_UPDATE",
"if_type":1,

"com_port":3,

"module_no":5,

"ch_type":"DI",

"ch_addr":2,

"nickname":"door sensor",
"value":"1"

The following is a format to publish the message with the value of Internal
Register 13 to loT Cloud platform.

{

"msg_type":"CHANNEL_UPDATE",
"ch_type":"IR",

"ch_addr":13,

"nickname":"function result 1",
"value":"63.87"

The following is a format of the received message from 10T Cloud platform, it
is used to change the value of AO channel 1 of XV-Board of WISE to 3.6.

{

"msg_type":"CHANNEL_OUTPUT",
"if_type":0,

"ch_type":"AQ",

"ch_addr":1,

"value™:"3.6"

The following is a format of the received message from 10T Cloud platform, it is
used to change the value of AO channel 2 which resides at the 1/0 module with
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module number 3 to 5.0. The I/O module is connected to the COM4 of WISE.

{

"msg_type":" CHANNEL_OUTPUT ",
"if_type":1,

"com_port":4,

"module_no™:3,

"ch_type":"AQ",

"ch_addr":2,

"nickname":"fan speed",
"value":"5.0"
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Appendix VIII : WISE-2841M LED Indicators

LED indicators of WISE provide a very convenient way of status indications for
faster, easier diagnostics.

LED LED Status Module Status
PWR (Red) ON The module is powered on.
Blinking The modem is functioning normally.
4G (Orange) .
OFF The modem is missing or damaged.
RUN (Green) Blinking Red The module is functioning normally.
(one flash per PS:When WISE is powered on, please wait
second) about one minute to complete the start-up
procedure, until the “RUN" led starts
flashing.
L1 ON Watchdog is under operation.
L2 OFF Only for firmware recovery operation.
L3 OFF Only for firmware recovery operation.
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Appendix IX : ICP DAS “loTstar Trial” account application

loTstar is a software developed by ICP DAS for WISE/PMC/PMD controllers in a
variety of Industrial 10T applications. Using loTstar to build the IoT Cloud system, it
can provide the following major services:
® Controller Remote Access Service: Status Monitoring, System Setting, and
Firmware Update for WISE/PMC/PMD controllers.
® Sensor Data Collection Service: Sensor data collected and imported into
Database at cloud.
® Sensor Data Visualization Service: Review sensor data through Dashboard
interface.
® Sensor Data Report Service: Review sensor data through statistical report.
® Bot Service with Mobile Phone: Query and monitor sensor data by mobile phone
Bot service.

During the 10T Cloud system development, there is no-programming-required, and
the system setting can be completed only through the web interface operation. In
addition, through the SQL command, loTstar can be quickly integrated with the Cloud
platforms, data analysis tools (Power Bl, Google Data Studio or SCADA system etc.)
to help users quickly build the “IoT + Big Data” Cloud application.

WISE/PMC/PMD users are welcome to experience the benefits of building a cloud
IoT system through the "loTstar+WISE/PMC/PMD" solution-the “loTstar Trial”
provided by ICP DAS. Users only need to complete the account application for
“IoTstar Trial”, and then can use the WISE/PMC/PMD controller at hand and the
“loTstar Trial” provided by ICP DAS to actually perform the IoT cloud-based
operations for WISE/PMC/PMD controllers.

Please note:

1. Each “loTstar Trial” account provides "30 days trial period, allowing up to 4
WISE/PMC/PMD controllers connected and 1G database storage space”.

2. loTstar supports WISE-523x/WISE-2x4x series (with v1.6.0 or later version
firmware), WISE-284x series (with v1.0.0 or later version firmware),
PMC-523x/PMC-2x4x/PMD series (with v3.6.0 or later version firmware), and
PMC-284x series (with v1.0.0 or later version firmware). If the
WISE/PMC/PMD does not install with the right firmware version. Please update
the firmware.
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3. When the trial period of the “loTstar Trial” account expires, the data of the trial
account stored in the system will be deleted.

For the account application of “loTstar Trial”, please refer to the following steps:
I. Click “Enable” in the “Function Status” field of the “System Setting—Network
Setting—IoTstar Connection Setting” on the WISE page to open the parameter

setting page of “loTstar Connection Setting”, then click the Create Account
button next to “ICP DAS loTstar Trial Service”.

loTstar Connection Setting

Function Status |& Enable

@ |CP DAS loTstar Trial Service { Create Account

*Server Address
O ‘ Specify an address of server

*Username ‘ ‘

*Password ‘ ‘

Connection Status  Disable

ii.On the account application page of “loTstar Trial”, enter the following
information: “Account”, “Password”, “Name”, “Email”, “Company”, “Area”,
and then click “Apply” button, the system will send an “Account Activation”
email to the email address you entered.

Y )k £ 3 R A A TH N\ 2
O MR A R ) soTowenss.
DAS ICP DAS Co., Ltd

Home Infroduction Applications ~ SupportPackage ¥  Download  Package Upgrade  Live Demo  Contact

Get a Free Trial Account of loTstar

Try a full version of loTstar on your own trial account for 30 days Account ‘Account ‘
- completely free of charge. After activate your WISE/PMC/PMD
controllers and connect to your personal loTstar trial account, Password : [Password |
you will be able to experience the benefits of building an lloT ) ) -
cloud application through the ICP DAS "loTstar + Confirm Password .‘Conﬂrm Password ‘
WISE/PMC/PMD" solution. Name : ‘Name ‘
The trial account comes without any obligation to buy. Don't E-mail : ‘E-maH ‘
miss this unique opportunity. Just fill out the contact form and
we will send you login details and a URL link to your personal Company : ‘Company ‘
loTstar trial account as soon as possible.

Area : \ v‘

Please note: *** The information you provide above will only be used to set
1. Each loTstar trial account provides "30 days trial period, up and contact you regarding your trial account

allowing up to 4 WISE/PMC/PMD controllers connected
and 1G database storage space”. Apply
2. When the frial period of the loTstar trial account expires, —_—

the data of the frial account stored in the system will be DISCLAIMER
deleted.
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Iii. Check your mailbox and find the “Account Activation” email sent by “loTstar
Trial”, and then click the link of the account application “IoTstar Trial” provided
in the email to complete the activation process of the trial account.

loTstar account activation

|CP DAS |oTstar (iotstar@icpdas.com) IHBEZEA
=
Dear Sir,

Please click the link below to complete the account activation process.

Ihttps:-"-"iotstar.icpdas.com—"en-"trial active.php?code=bdSz4ldd8r I

Best Regards.

ICP DAS IoTstar Service team

Contact : http-//iotstar icpdas.com/en/contact. php

iv. When the trial account is successfully activated, the page will display the

“Successfully activated” message as below.

|/
R
IoTstan a

—

Successfully activated

Please click the link below to go to ICP DAS “IoTstar Trial”.

https://1otstartrial.icpdas.com/

V. When the trial account is successfully activated, the “loTstar Trial” will send a
“Trial Account Activated” email to the email address you entered,
click https://iotstartrial.icpdas.com to visit the login page of the “IoTstar Trial”.

http://wise.icpdas.com 340


https://iotstartrial.icpdas.com/

ICP DAS WISE User Manual

loTstar trial account has been successfully activated

ICP DAS loTstar (iotstar@icpdas.com) FEESEA
& : I
Dear Sir,

Your account (| R L2 been successfully activated.
Dlease click the link below to log in IoTstar.

https-//iotstaririal icpdas.com/

Best Regards.

ICP DAS IoTstar Service team

Contact - hitp-//iotstar icpdas.com/en/contact. php

vi. Go back to the “loTstar Connection Settings” page of WISE, and enter the
“Username” and “Password” information you set in the step ii, click “Save”
button to save the setting, then download the settings to WISE. After that, the
WISE controller will connect to the “loTstar Trial” account you applied.

loTstar Connection Setting

Function Status B Enable

@ ICP DAS loTstar Trial Servicel- Create Account

*Server Address 5 .
O | Specify an address of server

*Username |Wayne1 |

*Password

Connection Status Disable

| Save |

vii. Go to https://iotstartrial.icpdas.com to visit the login page of the “loTstar Trial”,
enter the “Account” and “Password” information you set in the step ii, then you
can log in to the “IoTstar Trial” through the account you applied.

Now you can manage and change the setting of the WISE controller set in step
vi and use the functions provided by loTstar.
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Login
24 Usemame
©Ov Password

v

@ English

[J Remember me Forgot password?

loTstar v3.0.1 © ICP DAS Co,, Ltd. All Rights Reserved

@ I1CP DAS loTstar x + v - X
C' @ https//iotstartrial.icpdas.com - QB K% # &
= A
(1ce ICP DAS loTstar
DAS
Remote Access Service . . .
Online Device List (350) o Q

& Device Maintenance

WISE-5236M (¥f[E)

Data Display & Analysis WISE-5231M-4GC
015¢1c0618000055

[k

Offline Device List

Grouping Setting

For more information about loTstar 10T cloud management software, please

refer to loTstar official website.
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